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PykoBOACTBO MO 3KCMyaTauum

Yeaoricaemvie noxynameﬂu!

PERCo 6nazooapum Bac 3a éb100p 0b60opydosanus Haute2o npousgoocmea. Coenas smom
8b100p, Bvl npuobpenu kauecmeennoe uzoenue, Komopoe, npu coo0eHuU NPasul
MOHMANCA U HIKCHIAYAmayuu, npociayicum Bam ooneue 200vl.

PykoBoacTBO no 3kcnnyatauum 6MOMeTpUMYecKoro TepMuHana y4yeta pabo4vero BpeMeHu
PERCo-CR11 (ganee — pykogeoOcmeo) COLEPXUT CBEAEHUSA MO TPAHCMOPTUPOBAHMWIO, XPaAHEHWNIO,
MOHTaXy, 3KCMfyaTtauum u TEXHUYECKOMY OOCNYyXMUBAHWMIO YKazaHHOro wusgenusa. MoHTax u
aKcnnyaTaumsi mM3genust AOSKHbl  MPOBOAUTLCA NMUAMW, MNOMHOCTBbIO  U3YYMBLUMMW  LaHHOE
PYKOBOACTBO, @ Takke 3KCMyaTaunoHHYI0 JOKYMEHTALMIO Ha UCMONb3yeMY CUCTEMY KOHTPONSA U
ynpasneHunsa goctynom (PERCo-Web, PERCo-S-20, PERCo-S-20 «Llikonay).

Mcnonb3yemble cokpalleHus:
o KKW — xungkokpuctannnyeckum nigukatop (guennen);
e Ul — UCTOYHUK NUTAHUS;
e [10 — nporpammHoe obecneyeHue.

1 HA3HAYEHUE

BuomeTpuyeckum TepmuHan y4vyeta paboyero BpemeHun PERCo-CR11 (nanee — mepmuHarn)
MOXET MCMosib30BaTbCA B CUCTEME KOHTPONSA M ynpasneHus goctynom PERCo-Web, a Takke B
eguHon cucteme 6e3onacHOCTM U NOBbIWeHUs addekTnBHocT npepnpuatns PERCo-S-20
(PERCo0-S-20 «lllkona») v npegHasHayeH pfAnsa opraHmsauum ydeta paboyero BpemMeHu wu
KOHTpONA TPYAOBOW AUCUMNAMHBI. [locne COOTBETCTBYHOLLENA HACTPOMKM BO3MOXHA aBTOHOMHas
pabota TepMuHana 6e3 NOCTOAHHOro NOAKIMIOYEHNS K CEPBEPY CUCTEMBDI.

| BHumaHue!

Bo BHYTpeHHIOIO namsiTb TepMuHana 3arpyxeHa cneumanbHas Bepcusa MO PERCo-Web,
KoTopasa no3sonsieT opraHm3oBatb CKY[] Ha 6ase gaHHOro tepmuHana, 6e3 cepBepa Ha
otaenbHom [1K.

[na Havana paboTtbl co BcTpoeHHon CKY[ agmuHucTpatopy HeobxoguMmo MCMoNb30BaTb
MeHeKep CUCTEeMbI, ANA vero HyxHo BonTun B Web-nHTepdenc tepmmnHana ¢ noMoLLbo
KomnbtoTepa no cetn Ethernet (cm. MpunoxeHue 2, n. 2) n B agpecHon cTpoke bpaysepa K
IP-agpecy TepmunHana gobasutb Homep nopta :49000 (napa «nornH-Naporby» Ans NepBoro
Bxoaa: admin-admin). 3atem Heobxoamnmo 3anyctutb \WWeb-cepBep 1 cepBep CUCTEMBbI.

B panbHenwem gnsa pabotel B MO goctatouHo Bontn B Web-nHtepdenc tepmmHana n B
6paysepe k IP-agpecy TepmunHana pobasuTtb HoMep nopTa (no ymonyanuto ato :8080). MNpwn
nepeBoM Bxode nornb3oBaTtento GygeT npeanoXeHo cosgaTtb Mapy «fOrMH-naponb» Ans
CaHKUMOHMPOBaHWs nocregyowmx BXO4OB B CUCTEMY.

B03MOXHOCTM BCTPOEHHO cucTembl 6esonacHocT PERCo-Web orpaHuyeHsl ™.

Mopsi@oK NUUEH3NPOBaHNS, HACTPOWKN, a Takke XapakTEPUCTUKM 1 anroputm paboTsl ¢ MO
nogpobHo onucaH B 3KCNAyaTauMOHHOM  OOKymMeHTauum cuctembl PERCo-Web.
AkKTyanbHasa Bepcus dannoB OCTyNHa B 3NEKTPOHHOM Buae Ha camte komnaHun PERCo
no agpecy: www.perco.ru, B pasgene NMoanepxka> [lokyMmeHTauumA.

TepMuHan nMeeT BCTPOEHHLINM CKaHep oTrnedvaTkoB nanbues, ueTHon XKW ¢ TauyckpuHoM n no
OAHOMY BCTPOEHHOMY CUMTbIBATENO KapT AocTyna oopmMaToB:

1. HID /| EM-Marine, o6ecne4dnBaeT cuMTbiBaHWe Koaa ¢ nageHtudukatopos Proximity ¢ paboden
yactoton 125 kl'y npomssoactea HID Corporation Tuna ProxCard Il, ISOProx I, 6penokos
ProxKey Il (ctangapTHbix dopmaTtoB HID: 26 6ut (H10301), 37 6ut (H10302, H10304)), a
Takke npoudsoactesa EM-Microelectronic-Marin SA (nanee - EMM);

' OrpaHuyeHus BcTpoeHHot PERCo-Web: konndectBo coTpyaHukoB — go 500, nocetutenein — go 500,
nogpasgenedni — oo 100, cobbiTnini — oo 1 MMH, MakcMMmanbHOe KOM-BO KOHTpomnnepos B cucteme — 10.
Ecnn Bo3moxHocTen gaHHon BcTpoeHHo CKY[ HepoctaTouHO, Bbl MOxeTe npuvoBGpecTy MOMHOLIEHHYHO
cuctemy 6esonacHocTn PERCo-Web nnn PERCo-S-20 onst yCTaHOBKM Ha OTAEITbHOM CepBepe.
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2. MIFARE c nopaepxkomn texHonornn NFC, obecneunBaeT CUMTLIBAHUE:
e npu pabote ¢ kapTamn MIFARE':

- Nnbo yHuKkanbHoro wuaeHtudgukatopa (UID) c kapTbl unu TpaHcnoHgepa MIFARE
(3aBoackast yctaHoBKa)?,

- NGO [aHHbIX M3 BHYTPEHHEW namMATW KapTbl MAM TpaHcnoHaepa (NpuMMeHsieTcs B
cnyyae, ecnu TpebyeTcs MOBbILWEHHbIN YpoBeHb Ge3onacHoCTu, npu 3Tom Tpebyetcs
OONOSTHUTENbBbHOE NporpammMmpoBaHue cumtbiBatens uns O).

¢ Npu paboTte co cmapTdoHom Ha OC “Android” ¢ dyHkumen NFC:

— YHUKanNbHOro naeHtudgukatopa, reHepupyemoro npunoxeHmem «PERCo. [loctyn» Ha

cmapToHe (TpebyeTcsa yCTaHOBKA W 3aMnyCK NPUNOXEHNS).
e npu pabote co cmapToHom “Apple” ¢ pyHkunen NFC:

- YHuKanoHoro wugeHTtudpukatopa (Token), npuasaHHoro k ©GaHKoBckon KkapTte (npwu
NpMBA3KE HECKONbKNUX BAHKOBCKUX KapT OCYLLECTBSAETCA CHUTbIBaHME Token Ton KapTbl,
KOTOpas akTUBHA B AAHHbLIN MOMEHT).

lpumeyaHue:

Bbibop TOro, kakom u3 cuutbiBatenen (HIDIEMM wnn Mifare) ©ypeTr pabotaTs,
ocywectensietca B Web-uHTepdence tepmmuHana npu Bbibope wabnoHa KoHurypauum
(Mpwunoxenune 2, n. 4.1). OgHoBpeMeHHOW paboThl cuuTbiBatenen HIDIEMM w Mifare He
NpeayCMOTPEHO.

TepmuHan nopaepxuBaeT (PYHKUMM KOHTPONSA npoxoda Mo BpeMeHU U (YyHKUMM KOHTpOns
nokanbHoM u rnobanbHon 3oHanbHOCTU (Antipass). B cnyyae HapyleHus yCTaHOBMEHHOMO
BPEMEHHOIO KpUTEPUSI KOHTPOSS U NPOCTPAHCTBEHHOW 30HbI KOHTpona Ha XKW otobpaxaeTtca
coobLeHne 0 3aperncTpMpoBaHHOM HapyLUEHUW.

2 ycnoBusA 3KCNnNyATAUUN

TepMunHan no yCTOMYMBOCTU K BO3AENCTBUIO KNMMATUYECKNX (PaKTOPOB COOTBETCTBYET YCMNOBUAM
YXJ14 no NOCT 15150-69 (ansa skcnnyaTtauun B MOMELLEHUSIX C UCKYCCTBEHHO pPerynupyembivMmn
KNMMMaTU4eCKMMUN YCINOBUSIMM).

Jkcnnyataumsa TepMmuHana [onyckaeTcs npu TemnepaTtype OKpyxatowero Bosgyxa oT +1°C go
+40°C 1 oTHOCMTENbHOW BNaXHOCTN Bo3ayxa He 6onee 80 % npu +25°C.

3 OCHOBHbIE TEXHUYECKUE XAPAKTEPUCTUKA

HomuHanbHoe 3HaveHne HanpshKeHUs MUTaHNS NOCTOAHHOTO TOKAS, B .........cccvvveeeeeccieeeeeeeieennn. 12
JonycTnmble 3Ha4YeHUs HaNPSXKeHUA NMUTAHNSA MOCTOSAHHOIO TOKA, B ... 10,8 - 14
TOK MOTPEBIEHUS, A ...t e e e e e ea e e e e e e e e e et e e e e e e eeeenaaaans He Oonee 0,4
Tunbl nCnonNb3yemblX 6ECKOHTAKTHBIX KapT .......... HID, EMM, MIFARE, PayPass, cmaptdoH ¢ NFC
B03MOXHOCTb MCMOmnb3oBaHNA cMapTOHa C PYHKUMEN NFC ..........ooviiiiiiiiiiiiiiiiiieieieeeeeeeeieees na
MopoepxmBaemMble cTaHA4apThl KapT gocTtyna ans kapT MIFARE:

MIFARE Ultralight (48 byte), MIFARE Ultralight EV1 (48 byte, 128 byte),

MIFARE Ultralight C (144 byte), MIFARE ID (64 byte), MIFARE Classic 1K,

MIFARE Classic 4K, MIFARE Plus (X, S, SE), MIFARE DESFire Ev1
[anbHOCTW cYMTbIBaHWS Kof4a NPy HOMUHANbLHOM 3Ha4YeHUn HanpsbkeHus UMT:

ONAKAPT HID, CM ... e et e et eeeaaans He meHee 2,5

ONA KAPT EM-MAFIN, CM ...t e e et He MeHee 5

ANA KAPT MIFARE, CM ...ttt He meHee 2

ANA CMAPTAIOHOB C INFC ...t e e e e e e eaaee e e e e nnrenaeeans oT 2 oo 64
UMCNo O0TNeYaTKOB AN KAKAOTO COTPYIHMKA ..ceeeieeeiiiiaasaeaaeeeeiitnaaeaeeeeeeeennnnaeeaeeeeeessnnnaaeaaens oo 10
KonunyecTtBo kapT (MaeHTMdmkaTopoB cMapTOHa) A1 KAKAOrO COTPYAHMKA ..ccvvvveeneeeeeeennin. ao 5

" MNoppepxmBaemble cTaHgapThl kKapT goctyna MIFARE ykasaHbl B pasgene 3.

2 B ToM uucne UID c nnaTexHbix KapT ¢ TexHornorven PayPass.

3 B kauecTtBe UM pekomeHayeTcs MCNOMb30BaTb MCTOYHMK MOCTOSIHHOIO TOKa C NMMHENHON cTabunusaumnen
HanpsXeHUs u ¢ amMmnNNUTyaou nynscaumi Ha Bbixode He 6onee 50 mB.

4 3aBMcUT OT NpoM3BOAUTENS U MOAENU cMapTdoHa.
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MakcnmanbHoOe KonM4ecTBO Nosib3oBaTenen:

CO CXEMOW UAEHTUDUKALMM KOTMEHATOKD .eevvuneeieriieeiiiieeeeerieeeeenneeeeernneeeeenans He meHee 5 000"

C OPYrMMM CXEMaMU UACHTUMDMKALINM 2 ......oveeeieie e He meHee 50 000
Konuyectso oTneyYaTkoB nasnbLeB, KOTOPOE BO3MOXHO 3anuncaTtb Ha kapTy® ................. He Bonee 5
MakcrmanbHoe YMCno COBbITUN KypHANa PEMUCTPALMMN ....ceevvvveeeeeeeeeeeeeeeeeeeeeeeee He meHee 150 000
CTaHAAPT MHTEPMEINCA CBABM ...uveereeeriiiniiiniiinssasasa s s s s s s e s e e asaaaaaaaaaaaaaaaaaeens Ethernet (IEEE802.3)
AT o (=TT 01T Lo PP aa
BCTpoeHHAst CKYLL PERCO-WED ............ooooeeieiiiiiiieii s na
CPEAHNI CPOK CITYIKODBI, JTEIM ...eiiiiiiiiiiiiitiiiiii e e e e e e e e e e e e e e e e eas 8
Knacc 3awuTbl OT NOPaXXeHUS NEKTPUYECKNM TOKOM ......ceevvveeeeennnnee. [l no FTOCT P M3K 730-1-94
CTeNEHb 3ALLUNTBI ODOTIOUKM . ....c.uuceetneeeiee e et e e e e e e e e e e e eeannas IP40 no EN 60529
Paamep AnaroHamm XK, MM ...t e e e e e e e e e e e e e e s 124
FaBapUTHBIE PA3MEPDbI TEPMUHAIIA, MM .......ccceeeeeeeieeeeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 150x56x170
| = Totor= T =T o] V1 = 1 = - STR He bonee 600

lpumeyaHue:

TepmuHany Ha aTane MNpPOM3BOACTBA 3afaHbl: YHUKanbHbIN dmamdecknn MAC-agpec u
ceteBon |P-agpec (ykasaH B nacnopte W Ha nnaTe TepMuHana), Macka NOACeTU
(255.0.0.0), IP-agpec wnws3a (0.0.0.0). TepmuMHan noggoepXmMBaeT BO3MOXHOCTb
obHoBneHns BcTpoeHHoro N0 yepes Ethernet.

4 CTAHOAPTHbIA KOMMJEKT NOCTABKU

BuomeTpuyecknin TepmmHan YPB ¢ MeTanMUYeCKMM OCHOBAHUEM, WM. .....ccceeeevueeeeeernaeeenaninneaenns 1
MEePEMBIMKA (IPKAMIIEP), LU, ..eeiie ittt e e e e ettt e e e e e e sttt e e e e e e e e e bbb et e e e e e e e e e e snnnsnneeeeeaaeaas 1
JJHOOEIIN MMACTMACCOBDBIE, LUMY. ....ueeeeeeeeeeeeeeee e e e e e e et e e e et e e e e e e e e eat e e e s et eessaanaeeeeaanseeeernnaeanes 4
LLYPYIIBE, LU, ettt e e e e e ettt e e e e e e e e e e et e e e eeeeeeesaaaa e eeeeeeeeassanasaeaaeeernnes 4
= To p L] o1 R ) TR URPPPPPRS 1
PYKOBOLCTBO MO AKCMMYATALIMM, 3K3. «eeeeeeeeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeesessnsnsssnnnnnnnnes 1
ﬂOﬂOﬂHMTeanoe 060py.EI,OBaHVIe, nocTtaBJisiemMoe No oTaesfibHOMY 3aKa3y:

e ot s T o (=Y o7 o R 1

5 KPATKOE ONMUCAHUE

5.1 YcTtponucTtBo TepMuHana

TepmMuHan BbINOMHEH B NNAcTMKOBOM kopnyce. Ha nuueBor naHenn pacnonoxeH useTHon XK
(ancnnen) pasmepom 5 O0ONMOB MO AuaroHanu, CKaHep OTnevyaTKoB nanbueB M obo3HayeHa
obnactb And npegbsaBrneHna kapT gocTtyna (cm. puc. 1). KoHCTpykumsa koprnyca TepmuHana
NMO3BOSISIET OCYLLECTBUTb KaK CKPbITYHO NOABOAKY Kabenewn, Tak N BHELLHIOW, CHU3Y.

B TepmuHane ycTaHOBrEHbl: 3HEproHe3aBMCMMasi NamsaTb, dHeproHesasucumbii RTC-tarimep
(4acbl peanbHOro BpeMeHMW) 1 3ByKOBOW MHAMKATOP (Nbe3ousny4dartens).

TepMmuHan uMeeT BCTpPOeHHble OeCcKOHTaKTHble cuyuTbiBaTeNnuM KapT gocTtyna dopmaTos
HID | EM-Marin v MIFARE.

" Mpy ycnoBuMM HasHa4YeHUs Kaxgomy Monb3oBaTento B MpaBax AocTyna He Goree ogHOrO unu AByX
OTNneyYyaTKoB.

2 Co cxemamy ngeHTudmkaumm «kapTta», «kapta u (Mnu) oTreyaTok» UM «kapTa U OTne4vyaTok Ha KapTe».
Cxema wugeHTudwmkaumm — 370 OAWMH M3 MNapaMeTpoB nNpaB AOCTyna COTpygHuKa (moceTtutens),
Xapaktepusylowun Bua ugeHtudmkatopa (KOMNnekta WAeHTUEUKATOpOB), KOTOPbIM OH  OOJDKEH
BOCMONb30BaTbCA ANS MOMyYeHUs MpaBa Ha Npoxo Yyepes3 TouKy Aoctyna. Beibop cxembl naeHTudukaumum
ONsi KOHKPETHOTO Nonb3oBaTens npounssoantcs B Web-nHTepderice TepmuHana.

3 3aBUCMT OT Hanuuus cBobogHOro MecTa B NamsiTy KapTbl. BO3MOXHOCTbIO 3anncy oTnevaTkoB narbLeB
obnapatot  kapTel cTtaHpaptoB  MIFARE Classic 1K, MIFARE Classic 4K, MIFARE Plus (X, S, SE),
MIFARE DESFire Ev1.

4 PoE-cnnummep no3BonsieT nogaBaTb NUTaHWe Ha TepMuHan no cetu Ethernet. Cnnuttep MOXeT
NCMNOnb30BaTbLCS C CETEBLIMY KOMMYyTaTOpamu, NOAAEPXKUBAIOLLMMM TEXHOMOTNIO Nepeaayn aNeKTPoOIHeprum
no BuTon nape PoE 1 coBMecTumbIMK co cTaHaapTom /EEE 802.3af.
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BuomeTpunyeckun TepmmHan ydeta paboyvero BpemeHn PERCo-CR11

TepmuHan obecneunBaer:
e cBA3b Mo UHTepdency Ethernet (IEEE 802.3);
noanepxky creka npotokonos TCP/IP (ARP, IP, ICMP, TCP, UDP, DHCP);
noagepXkKy NPUKNagHoOro ypoBHSA npoTtokonia obmeHa cuctem PERCo-Web, PERCo-S-20
(PERCo0-S-20 «lUkona»);
HacTpouky Yyepe3d Web-nHtepderic.

MpenycmoTpeHbl cnieayowme cnocobbl 3agaHunsa IP-agpeca, wWwno3a, Macku noaceT TepMuHana

Ha aTane KoHdUrypauum cuctembl: paboTa ¢ 3aBOACKMMM HACTPOWMKaMuW; Py4HOW BBOZA; NoryyYeHne
oT DHCP cepBepa (cM. pa3a. 8.5).
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Bud co cHamod
3a0Hel KpbiKkod

PucyHok 1. BHewHnn Bug PERCo-CR11

1 — >KKW ¢ ceHcopHbIM ynpaBneHuem, 2 — obnactb npeabsaBrieHnst KapT 4OCTyna,
3 — ckaHep oTne4YaTkoB nanbLes, 4 — kabenb Ethernet, 5 — kabenb nutaHua',
XP1 — nepemblyka Bblibopa cnocoba 3agaHus IP-agpeca

' CobntogaiiTe NONSPHOCTb NOAKMIOYEHUS Kabensi NUTaHNs B COOTBETCTBUM C PUCYHKOM.



PykoBOACTBO MO 3KCMyaTauum

6 MAPKUPOBKA U YINAKOBKA

Tele/IHaJ'I MMeeT MapKMPOBKY B BNOE STUKETKH, pacnonox(eHHon Ha 3agHen CTOpPOHE KopnycCa non
MeTanIn4ecknm OCHoBaHMEM. Ha 3TuKeTke HaHeCeHbl HauMEeHOBaHWe W3genunsd, ero CepVIVIHbIVI
HOMEpPp 1 aata U3rotoBrieHnA.

Takke Ha 3agHen CTOpOHE Kopnyca TepMuHana HaxOAWUTCS 3TMKETKA C YCTAHOBMEHHbIMU MpU
npounssoactee MAC- n IP-agpecom.

TepmuHan ynakoBaH B KapTOHHYIO KOPOOKY, NpenoXpaHsiioLLyl0 ero oT NOBPEXOEHWIn BO Bpemsi
TPaHCNOPTUPOBKM U XPaHEHUS.

7 TPEBOBAHUA BE3OINACHOCTH

MoHTax un TeXO6CJ'Iy)KVIBaHI/Ie TePpMUMHaANa OOoJMKHbl MPOn3BOANTLCA TOJIbKO KBaJ'IVI(bI/IU,I/IpOBaHHbIMM
cneunanmcrtamMmu, nsyvymeLLMMM HacTtosllee pykoBoACTBO.

2O 3anpewaemcs!
e JkcnnyatupoBaTb TEepMMHAN MPU  HaMNpPsPKEHMU MUTaHMS, He COOTBETCTBYIOLLEM
A0MNYCTUMbIM TEXHUYECKUM XapakTepuctmkam (Cm. pasa. 3).
e DOKcnnyaTupoBaTb TEPMUHAI B YCIOBUSIX, HE COOTBETCTBYHOLLNX TpeboBaHUAM yCnoBui
aKkcnnyataumm (cm. pasg. 2).
e lVcnonb3oBatb TepMuHanm B arpeccuMBHbIX Cpefax C CoaepXaHvem B aTmocdepe
KMCNOT, LWenoyen, macen n 1. n.

8 MOHTAX TEPMUHATIA

BHumaHue!

. MoaknoyeHne TEPMUHaNa W YCTAHOBKY TMepemMbldeK Tpoun3BOoAUTb TOJIbKO TpU
BbIKITlOMEHHOM OGOpyD,OBaHVIVI N OTKIMKOYEHHbIX UCTOYHUKAX MUTAaHUA.

8.1 OcobeHHOCTU MOHTaXa

Mpwn BLIGOPE MecTa yCTaHOBKM M3ennsa Heob6Xo4MMO yYnTbIBaTb, YTO:

e TepmuHan peKkOMeHOyeTCa MOHTMpOBaTb, ucxoaa U3 coobpaxeHua ypobctBa Ang
npuknagbiBaHUsl NanbLUEeB K cKaHepy, NpeabsBneHnst KapT 4OCTyna, NpocMoTpa UHgopmaLmm
Ha XKW n BBOoAa mnHdopmauumn ¢ nomollbto TadckpuHa YKKW. PekomeHgoBaHHasi BbicoTa —
120 - 150 cm ot nona.

e He pekomeHayeTcsa ycTaHaBNUBaTb TEPMUHAN Ha PacCTOSAHUM MeHee 1 M OT MoObiX BHELUHUX
cuvTbiBaTENEN M OPYrMX WMCTOYHWKOB 3MEKTPOMArHUTHbLIX MoMex. Bbrmsko pacnonoXeHHble
WMCTOYHUKN SMNEKTPOMArHUTHbIX MOMEX YMEHbLIAKT AanbHOCTb CYUTbIBAHWUA KapT M MOryT
BbI3bIBaTb cbom B paboTe ycTponcTea.

e YCTaHOBKa TEpMWHaNa Ha MeTannM4ecKyto NOBEPXHOCTb M 3a Hee He gonyckaeTtcs!

8.2 MWHcTpyMeHTbl n 060pyaoBaHue, He06XxoAMMbIe AN MOHTaXa

OnekTponepdopatop MowHocTbo 1,2-1,5 kBT;
cBepna TBepaocnnaBHble: @5 mm, 320 Mum;
HOX MOHTaXHbIN;

YPOBEHDb;

pyrneTka 2 m.

lpumeyaHue:
[onyckaeTcssi NpMMeEHeHne APYrnx MHCTPYMEHTOB, HE CHuXawwmux Tpebyemoe KayecTBO
MOHTaXHbIX paboT.

8.3 MWUcnonb3yembie kabenu

Mpoknagky kabenen HeobxooumMo nNpou3BOAUTL C COGNIOOEHMEM MpaBwun  SKchnyaTauum
3NEKTPOYCTaHOBOK. Tunbl kabenen, ucnonb3yemble NpY MOHTaXe, yka3aHbl B Tabn. 1.



BuomeTpunyeckun TepmmHan ydeta paboyvero BpemeHn PERCo-CR11

Mpwn npoknagke kabenen NnpuaepXMBanTechb CreayroLmnx pekoMeHaaunin:

e [lpoknagky kabenen HeobxoAuMMO NPOU3BOAUTL C COOGMOAEHMEM NpaBwun 3KCNyaTaumm
3M1EKTPOYCTaHOBOK.

¢ He npoknagbiBanTte kabenu Ha pacctossHUM meHee 30 CM OT UCTOYHMKOB 3SIEKTPOMArHUTHbIX
NOoMeX.

o [lepeceyeHune Bcex kabenen ¢ cnnoBbIMK KabensiMm 4onyckaeTcs TONbKO NOA NPSAMbIM YIIIOM.

o JlioBble yonuHeHnsa kabenen JOMKHbI MPON3BOAUTLCSA TOMBKO METOAOM MamKu.

lpumeyaHue:

Bo3MOXXHble NCTOYHUKN ANEKTPOMAarHUTHbIX NoOMeXx:

L] CyHnTbIBaTesun, [ pene nepemMeHHOro Toka,

e JWHMWN Nepefay NepemMeHHOro Toka, ¢  TUPUCTOPHbIE PEerynaTopbl CBETa,
o ANeKTporeHeparophbl, o MOHUTOPbI KOMIMbOTEPOB,

o aneKkTpoaBuraTersnu, o JINHUK nepenay KOMIMbTEPHbLIX U

TenedOHHbIX CUrHarOoB.

Ta6nuua 1. Kabenu, npumeHsieMble NPy MOHTaXe TepMuHana

Ne KabenbHoe Makc. Tun
Kabens coeauHeHue OnuHa, m
YeTblpe BUTbIE Napbl HE HKE MATON KaTeropum ¢
1 TepmuHan — Ethernet 100 P P 2 P
ceyeHnem nNpoBoaoB He MeHee 0.2 Mm-.
BY>XMIbHbIN Kabenb ¢ cedeHneM NpoBOAOB HE
2 TepmuHan — UM 10 Asy 2 poBoA
meHee 0.75 mm* (Hanpumep, LLUBBIM).

8.4 Tllopsnok MOHTaxa

Mpn MOHTaXe TepMuHana NpuaepXxmBanTech cneayroLlen nocnenoBaTensHOCTU AENCTBUN:
1. Pacnakyinte kopobKy 1 npoBepbTE KOMMMNEKTHOCTb TEPMUHAnNa.

2. Onpepennte MecTo YCTaHOBKM TepMUHana.

3. lMpousBegunte pasmMeTky W pasgenky OTBEpPCTUM Ha YCTaHOBOYHOW MOBEPXHOCTM ANs
KpenneHns MeTannmMyeckoro OCHOBaHWs W NpoBoAKM Kabenew nuTaHus w  Ethernet
(c™m. puc. 2).

4. Tlposegute kabenu nutaHus u Ethernet Kk MecTy ycTaHOBKM TepMuHana (cm. Tabn. 1
KoHCTpyKumst kopnyca TepMmuHarna rno3BosisieT OCyLLECTBUTb Kak CKPbITYIO MOABOAKY kabene
Tak U BHELLHIOW, CHU3Y.

).
n,

5. OcnabbTe BWHT, paCHOHO)i(eHHbIVI B HWXHEWN 4YacTu KOpnyCa TepMuHana un erI'IFlLLl,I/II‘/'I ero K
mMeTasyimn4eCKomMmy OCHOBaHUIO. CHMUTE MeTannnyeckoe OCHoBaHMe.

6. 3aer|'IVITe MeTarnnmnyeckoe oCHoBaHME Ha yCTaHOBO‘-IHOI7I NOBEPXHOCTU C NOMOLUbIO YeTbIpeX

LLYPYMOB.
7. Tlpu HeobxoaMMOCTU yCTaHOBUTE NepeMbldKy (Oamnep) Ha pa3bem XP1 cornacHo pasg. 8.5.
BuumaHue!
* PekomeHagyeTcsi oCTaBnATb 3anac AnuHbl Kabenewn, NOAKMIOYEHHbIX K TepMuHany,

O0CTaTOYHbIV AN OTBEAEHMS TepMUHaNa OT CTeHbl U A0CTYNa K NepeMblYKaM.
8. TlMogkniounTte kabenb NUTaHUA K KNEMMHOW konoake +712V Ha nnaTe TepMuHana.
9. TlopgkntounTe Kabenb Ethernet kK pasbemy Ha nnate TepMuHana.

lpumeyaHue:
Mopsaaok nogknioyeHus TepmuHana Yyepe3 PoE-cnnuttep onucaH B MNpunoxexun 1.

10. YcTaHoBuTte TepMUHaN Ha MeTaryin4yeckoe oCHoBaHue 1 3akpenmte ero ¢ NnoMoLbo BUHTa B
HWXHEN Yactn Kopnyca.
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PucyHok 2. PaameTka oTBepCcTUi ANA YCTaHOBKU TePMUHanNa
(nyHKTMpPOM noka3saHbl rabapuTbl Kopnyca u MecTo AnA oTBepcTUA nop Kabenum)

8.5 BbIb6op cnocoba 3apaHuna IP-agpeca

Bbibop cnocoba 3agaHus IP-agpeca TepMuHana OCyLeCTBNAETCS YCTaHOBKOM WU CHATUEM
nepembidkM (gkamnepa) Ha pasbeM XP71 Ha nnaTte TepmuHana. [nsa goctyna Kk pasbemy XP1

HeobXoOUMO CHSITb 3aJHIOK KPbILWKY TepMWHana, OTBMHTUB 7 BWHTOB. BO3MOXHbI crneayolime
cnocobbl 3agaHus IP-agpeca:

1. TNonb3oBaTtenbckuii pexnm. lNepembldka cHATA.

e Ecnun IP-agpec (wnt3, macka noacetuM) He 6bi M3MEHEH MNONb3oBaTerieM, TEPMUHAn
paboTtaeT ¢ 3aBoackummn yctaHoskamu: IP-agpec n MAC-agpec ykasaHbl B nacrnopte 3l un
Ha nnaTe TepMuHana; macka nogcetm 255.0.0.0; IP-agpec wnto3a 0.0.0.0.

e Ecnun IP-agpec (wnt3, Macka nogcetu) 6bin M3MEHEH nornb3oBaTenem, TO TepMUHan
cpasy, 6e3 nepeknoyeHnss NMTaHus, HayMHaeT paboTaTb C HOBbIMU HACTPONKaMMU.

llpumeyaHue:

.~ W3meHeHue ceTeBbIx HAacTpoek TepMmHana Bo3moxHo oT MK yepes Web-uHtepdenc nnu
13 INO. MNpu atom TepmmHan u MK gomkHbI HAXOAUTLCA B OAHOW MOACETMU.

2. «IP MODEY. lNepeMblivka B nonoxeHue 1-2.

e paboTa B ceTsX C gUHaMMYeckuM pacnpegenennem IP-agpecos, TepmunHan nonydaet IP-
agpec (wnto3, macky nogcetun) ot DHCP-cepsepa.

3. «IP DEFAULTY. lNepemblyka B NOSIOXEHUM 2—3.

e TepmuHan pabotaeT ¢ 3aBogckumm yctaHoBkamu IP-agpec n MAC-agpec ykasaHbl B
nacrnopte 3l M Ha nnaTte TepMuHana; Macka nogcetm 255.0.0.0; IP-agpec wnto3a
0.0.0.0.

e [laponb gnga goctyna k TepMmuHany cbpacbiBaeTcs.
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9 SKCIJTYATALUA
9.1 BknroyeHue TepMuHana

Mogknounte UM K ceTm Cc Hanps)KeHMeM M 4acTOTOMW, yKa3aHHbIMW B €ro 3KchnnyatauuoHHOM
OOKyMeHTaumn. Ha akpaHe TepmuHana nosBUTCA OKHO 3arpy3ku, MO OKOHYaHMM KOTOPOW Ha
3KpaHe NosiIBUTCA OCHOBHAs MHAMKALUNS AEXYPHOro pexunma (cm. pasa. 9.9).

9.2 MopkntoyeHue no cetu Ethernet

[na nogkntoyeHus k TepmuHany no cetn Ethernet Heob6xoaMMO, YTOGLI KOMMbIOTEP HAXOAMIICS B
OOHOW MOACeTW C TepMuHanoMm. [ns 3Toro npuv NepBOM MOAKIOYEHUM MOXeT noTpeboBaTbcs
N3MEHWTb CeTEeBblE HAaCTPOWKN KOMMbIOTEpa.

Mo ymonyaHuto TepmuHany BblgaH IP-agpec 13 10-n nogcetn, noatomy Heobxoaumo fobaBuTh B
aononHuTeneHble napameTpbl TCP/IP komnbloTepa IP-agpec: 10.X.X.X (X-NPON3BOMbHbIE YnCna) U
macky nogcetn 255.0.0.0. Hanuume Ttakux cepsepoB nnun cnyx6, kak DNS n WINS, He TpebyeTcs.
TepmuHan npy 3ToM AOMKEH ObiTb NOAKMOYEH B TOT XK€ CErMeHT CeTU UMM HenocpeacTBEHHO K
pasbeMy CeTEBOW KapTbl KOMMNbIOTEPA.

MNMocne noaknoYeHnss ceTeBble HACTPOMKM TepMMHana MOXHO W3MEHUTb Ha PEKOMEHAOBaHHbIEe
cucTeMHbiM agMmuHucTpaTopom u3 MO nnn yepes Web-nHtepdeiic.

9.3 KoHdwurypauus

Mopsagok koHdurypaunm TepMmmHana:

1 MogkntounTteck kK Web-uHTepdency TepmmHana ¢ noMoLLbLio koMnbtoTepa no cetn Ethernet (cwm.
MpunoxeHnue 2., n. 2).

2 [anbHenwwyo KoHUrypaumo MoXHO npomnssoautb nnbo Yyepes Web-nHtepderic, nnbo yepes NO:
e CeteBoe 10 PERCo-Web;
o CeteBoe «baszoeoe 10 S-20» PERCo-SN01 (PERCo0-SS01 «llikona»);
o CeteBoe «PacwupeHHoe 10 S-20» PERCo-SN02 (PERCo0-SS02 «llikona»).

HononHutencHoe O Bbl MoxeTe npuobpectn y oduumanbHbix gunepos komnaHum PERCo.
Takke ykaszaHHoe [1O, NOpsSAOK ero NUUEH3MPOBaHUS W 3NEKTPOHHbIE BEPCUMM PYKOBOACTB
nonb3oBatens Ha O pgoctynHbl Ha canTe komnaHum PERCo http://www.perco.ru B pasgene
Moppepxka > MporpammHoe obecneyeHue.

i BHumaHue!

= Bo BHyTpeHHIOIO NnamATb TepMuHana 3arpyxeHa cneumanbHasa Bepcus 10 PERCo-Web,
KoTopasa nossondeTt opraHusoBate CKY/[l Ha 6ase gaHHoro TepmuHana, 6e3 cepeepa Ha
otaenbHom [K.

[ns Havana paboTbl co BcTpoeHHon CKY[ agMuHucTpaTopy HEO6X0QMMO MCNONb30BaTh
MeHeXep CUCTeMbI, AN Yero Hy>kHo BorTu B Web-uHTepdenc TepmuHana ¢ NnoMoLLbo
KomnbtoTepa no cetu Ethernet (cm. MpunoxeHue 2, n. 2) n B agpecHon cTpoke 6paysepa K
IP-agpecy TepmuHana pob6asutb Homep nopta :49000 (napa «norvH-Nnaponb» Ang
nepBoro Bxoda: admin-admin). 3atem Heobxogumo 3anyctutb Web-cepeep u cepsep
CUCTEMbI.

B panbHenwem gns padotel B O goctatouHo BonTtn B Web-mHTepdenc TepmmHana n B
Opaysepe Kk |IP-agpecy TepmmHana gobaeBuTtb Homep nopTta (no ymondaHuio ato :8080).
lMpn nepBom Bxoge nonb3oBaTento GyoeT npeanoXeHo co3gaTb Napy «OrMH-Naponby
AN CAHKUMOHMPOBaHUA NOCNeayoLWmnx BXO40B B CUCTEMY.

B03MOXHOCTM BCTPOEHHOW cucTembl 6e3onacHocT PERCo-Web orpaHuyeHbi’.

MopsagoK NUUEH3NPOBAHUA, HAaCTPOWMKM, a TaKkKe XapakTepUCTUKU U anroputm paboTbl C
MO nogpobHO onucaH B 3KcnnyaTauMoOHHOW AoKymeHTaumm cuctembl PERCo-Web.
AKTyanbHas Bepcusi pannos AOCTyMHa B 9NEKTPOHHOM Buae Ha caunte komnaHum PERCo
no agpecy: www.perco.ru, B pasgene NMopaepxka> [JokyMeHTaLmA.

' OrpaHuyeHus BcTpoeHHot PERCo-Web: konndectBo coTpyaHukoB — go 500, nocetutenein — go 500,
nogpasgenedni — oo 100, cobbiTnini — oo 1 MMH, MakcMMmanbHOe KOM-BO KOHTpomnnepos B cucteme — 10.
Ecnn Bo3moxHocTen gaHHon BcTpoeHHo CKY[ HepoctatouHO, Bbl MOxeTe npuvoBGpecTy MOMHOLIEHHYHO
cuctemy 6esonacHocTn PERCo-Web nnn PERCo-S-20 onst yCTaHOBKM Ha OTAEITbHOM CepBepe.



http://www.perco.ru/
http://www.perco.ru/

PyKOBOLI,CTBO no 3Kcnnyartauun

- B PwManagerLightFront

c o @ 10.1.214.112:49000 @D IND € =

Menempxep PERCo-WEB 2.0

Cuctema

WEB CepBep CepBep cucTeMbI

3anyuweH 3anyweH

3anycTUTb OCTAHOBUTL 3anycTuTb OCTaHOBWTDL

CocTosHue cepeepa

Mcnonb3oBaHo NaMATU
19%

3lf PERCo-WEE 2.0

&« c @ © & 10.1.214.112:8080 @ % IND & =

PERCo-WEB 2.0

NoruH

admin

Napone

PucyHok 4. OkHo Bxoaa Bo BcTpoeHHyto CKY[l «PERCo-Web»

9.4 Cxembl nageHTudukaummn
Cxema uageHTUdUKaLMKN — 3TO OCHOBHOM NapamMeTp npaB AOCTyna coTpydHuKa (nocetuTens),

XapakTepusylLmi Bua nageHtndukatopa (KoMnnekta naeHTnuKkaTtopoB), KOTOPbIM OH OOSHKEH
BOCMNOMb30BaTbCA [ANs MOMyYeHUs npaBa Ha npoxod 4epe3 Touky fAocTtyna. Bbibop cxembl
naeHTuduKaumMnm Ona Kakgoro KOHKPEeTHOro nonb3oBartens npoussoautca B Web-nHtepdelice
TepmuHana B pasgene Jocmyn — lMonb3oeamernu (INpunoxeHue 2).

[aHHbI napameTp B TepmuHane PERCo-CR11 MOXeT nMeTb criegylolmne saHavyeHms:

cxema ngeHTtudukauumn "kapra" — npoxod OCYLIECTBSIETCA MO NPEABSBIEHNIO TONbKO KapThl
UnM cMapTqgoHa;

cxeMa nageHtTudumkaumm "KapTta M oTne4vyaTtok™ — NPoXo4 OCYLIECTBSeTCs No npeabsBneHuto
CHa4yana kapTbl unm cmapTdoHa, 3aTemM oTnevaTka nanbLa;

cxema uvageHTudukaumm "Kapta WM oTtneyvatok" — Npoxod OCyLWecTBRAsieTcs no
npeabasneHnto Nnbo kapTbl (cMapTdoHa), Nnbo oTnevaTka nanbua;
cxeMa ugeHTMduKauum "KapTa M OTneYaToK Ha KapTe" — npoxo[ OocyllecTBhAsgeTcd no

npeabsiBNEHUIO CHavana kapTbl C NpeaBapuTernbHO 3anucaHHbIMU Ha Hee (cM. pasg. 9.7.2)
oTneyaTkamu nasnbLEB, a 3aTeM OoTnevyaTka nanbLa U3 Crnmncka 3anmncaHHbIX Ha KapTe.

9.5 TpuHuUMn paboTbl cuntbiBaTensa EMM/HID

CuutbiBaTENs EMM/HID o6GecneuvBaloT cuuTbiBaHME koga C uaeHTudumkatopoB Proximity ¢
paboyen 4vactotom 125 kly npowmssogctea HID Corporation tuna ProxCard 1, ISOProx I,
6penokoB ProxKey Il (ctaHgapTHbIx dpopmatos HID: 26 6ut (H10301), 37 6ut (H10302, H10304)),
a Takke npoussoactea EM-Microelectronic-Marin SA.

10
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CuutbiBaHME KOAa MPOUCXOOWUT MpU NoAHEeceHUn uaeHTudmkatopa K cuuTbiBatento. Npu aTom
noeHTnMKaTop MOXET HaxoauTbCs B KapMaHe, B OymaxHuke wunu B nwobom gpyrom
pagmonpo3padyHomM KOHTenHepe (dyTnsape).

MpenoenbHOe pacCcTosiHMe, Ha KOTOPOM cuuTbiBatenem obecneymBaeTcs  CYUTbIBAHME
NnoeHTMMKaATOPOB, 3aBMCUT OT Tuna naeHTndmukaTopa (cMm. pasa. 3).

HanpseeHue Mone cuvTeIBATENSA
T MHTEHMA AKTHEMIHPDYET
CTOYHUK NOEHTHEDMKETD
CUMTBIBETENA : AeHTHd P
nuTaHuA 2 -
<
CunTEIBaTENE o WUaeHTi-
noceinaeT i churatop
AaHHEle £
BHewHwi - CHTPOTEDY 3 -«
KOHTRONNep LoeHTMdMKaTOD
OTNpaBnaeT faHHkIe

H& CHHTLIEETENE

PVIC)IHOK 5. q)yHKLIMOHaﬂbHaFI cXemMa, nosAcCHALWan pa60Ty cyuTbiBaTens

Bo BKMHOYEHHOM COCTOSIHMM CUYMTbIBATENb M3fydaeT BONM3M cebsa HuskodacToTHoe (125 klw)
9NeKTpoMarHnuTHoe none. MaeHTudukatop, oOka3biBasCb B 3TOM MOne, akTMBU3MpyeTCca U
HayMHaeT nepefaBaTb NHAMBUAYANbHbBIA KOOUPOBAHHbIVA CUrHas, NPUHMMAaEMbI CYUTbIBATENEM.

CunTbiBaTENb NPeobpasyeT NPUHSATLIA CUrHaN B COOTBETCTBUM C TPEOOBaHMAMM NPOTOKONa CBA3N
1 nepenaeT Nony4YeHHbIN Kog naeHTudgmkaTopa B TepMuHan.

9.6 MNpuHumn paboTbl cuntbiBaTensa Mifare

CuutbiBaTtens  Mifare  obecneuuBaeT  (3aBOACKAA  yCTaAHOBKA) YTEHME  YHUKarbHOroO
noeHtndukatopa UID c kapTbl nnun tpaHcnoHaepa ISO/IEC 14443 A/MIFARE; a Takke 4TeHue
YHUKanbHbIX MAEHTUOMKATOPOB €O cMapTdoHoB ¢ dyHkumen NFC. dusmyeckuin npuHUMN
CUMTbIBAHNA WOEHTUUKALUNMOHHON mHGOopMauun ¢ kapTbl Mifare aHanormvyeH ykasaHHOMY B
pasa. 9.5 (paboyas yactota — 13,56 MI'u).

Kpome TOro, ¢ uUenblo NOBbIWEHUS YPOBHA Ge30nacHOCTM cucTemMbl OCTyna npegycMoTpeHa
BO3MOXHOCTb  UCMOMb30BaHUA OOMNOMHUTENbHON UAEeHTUMUKaUMOHHON uHdopmauun D u3
BHYTPEHHEN namATU KapTbl unu TpaHcnoHaepa ISO/IEC 14443 A/MIFARE, npwn atom TpebyeTtca
AONonHUTENbLHOE NporpammupoBaHmne (ganee — kKoHguaypauyusi) cumtbieatens B [10 PERCo-Web
(ecTb BCTpOEHHasA B KOHTpOSep, CM. npumedaHuve B pa3a. 9.3) unn PERCo-S-20.

i BHumaHue!

[nsa paboTbl ¢ MAEHTUMKALNOHHOM MHbopMaLumen 13 3awmeHHon obnactu kapT (B TOM
yucne u gns 3anucu oTneYyaTKoB NanbueB Ha KapTy, CM. pasg. 9.7.2) Bce Ucnonb3yemMble B
cucTeMe KapTbl nosib3oBaTenien Heobxoammo nepcoHnduMumMpoBaTth, T.. 3anucatb B HUX
KOHchurypauuio ans cumtbiBatenen u kapt Mifare, 3agaHHyl0 Ha [OaHHbIA MOMEHT B
cucteme CKY[l. Coenatb ato moxHo nocpeacteom MO PERCo-Web nnn PERCo-S-20 c
NCMonb30BaHNEM KOHTPOSIbHOro cumutbiBatenss PERCo-MR08, nepcoHudukaums kapT
yepes cuutbiBaTtens TepmuHana PERCo-CR11 He npeaycMoTpeHa!l

CuunTbiBaHME KOoOa NPOUCXOAMT MpPU MOAHECEHUM MAeHTUdMKaTopa K cuuTbiBaTento. Mpu aTom
noeHTnMKaTop MOXET HaxoauTbCs B KapmMaHe, B OymaxHuke wunu B nobom gpyrom
pagnonpo3pavyHoM KOHTenHepe (dyTnsape).

9.6.1 Ocob6eHHOCTU paboTbl co cmapTdoHamu ¢ hbyHkumen NFC:

UTob6bl CMapTgoH MCNoNb30BaTb B Ka4YecTBe maeHTudurkaTopa gocrtyna, Heobxoammo, 4YTobbl Ha
HeM Obina BkoveHa dyHKUmMA ucnonb3oBaHua NFC (B HacTporikax caMmoro cmapTtdoHa).

B cmaptdoHe ¢ OC “Android” B kayecTBe ugeHtTudmkatopa AoCTyna UCMNomnb3yeTcs YHUKamnbHbIV
noeHTndukatop, reHepupyembin npunoxeHnem «PERCo. foctyn» (6ecnnatHoe, umeetcs Ha
pecypce «Google Play»). oBymsi cnocob6amu:

— nubo cny4anHbiM 06pa3om (BEPOATHOCTb COBNAAEHNS MOEHTUMUKATOPOB HUYTOXHO Mana);

11



PyKOBO[J,CTBO no sKkcryataunn

— nnbo Mo XenaHu nonb3oBaTensd MOXHO ucnonb3oBatb IMSI — nHOMBMAYaNbHLIN HOMEP
aboHeHTa, accouMMpoBaHHbIN ¢ SIM-kapTon cmapTdoHa, B 3TOM cryvyae MpuioXeHue
MOXeT 3anpalunBaTb AOCTYN K KOHTakTaM TenedoHa.

[nsa koppekTHon paboTbl npunoxerHns «PERCo. floctyn» Heobxoanma Bepcua OC “Android” 5.0
W BblLLE.

B cmaptcoHax “Apple” (OC “0S”) B kayecTBe uaeHTUMKaATOpPa WCNONb3YETCH YHUKaIbHbLIN
Token, NpuBA3aHHbIA K O4HON U3 GAHKOBCKMX KapT, SMYNIMPOBaHHbIX Ha cmapTdoHe, (T.e. nepea
ucrnonb3oaHnem B CKY[l Heobxogmmo Oyger Ha cMapTdOHE akTMBMPOBATb WMMEHHO 3Ty
GaHKOBCKYHO KapTy), yCTaHOBKa LONONHUTENBHOMO NPUIoXXeHnsa He Tpebyetcs.

Ons wucnonb3oBaHua cmapTdoHa ¢ dyHkumMen NFC B KayecTBe wuaeHTUdUKaTopa AocTyna
HeobXxoaMMo:

1. B nporpammHom obecnedeHnn CKY[Ll PERCo B pasgenax, KacalLwmxcs HacTpomku paboTkl ¢
kaptamn MIFARE, BkNOUUTE (PYHKUMIO MCMOMNb30BaHUA cMapTgoHa (MO yMOmn4yaHuK Ha
cuMTbiBaTENSAX M B NporpaMmMmHom obecneveHun PERCo — BknoyeHa).

2. 3aHectn ngeHTudmkatop co cmaptdoHa B 6a3y AaHHbIX, Kak OObIYHYIO KapTy gocTyna:
e BpPYYHYIO, NONy4MB HOMep uaeHTudumkaTopa B cmapTdoHe yepes npunoxeHne «PERCO.
DocTyn» (Tonbko ons cmapTtdoHoB Ha OC “Android”);
e aBTOMaTM4YECKM MpPU MOMOLLM KOHTporbHOro cyntbiBatens PERCo (MROS8, IR18, IR15.9),
nogkntodeHHoro K MK ¢ yctaHoBneHHbiMm 10 PERCo-Web, PERCo0-S-20 unn PERCo-S-20
«likona».

,El,anee CMapT(bOH MOXHO WMCNOoJ1b30OBaTb B Ka4decTBe I/I,El,eHTI/I(bI/IKaTopa npn npoxogax 4epes
cHnTbIBaTENN:

- [Onga GonblunHCTBA coBpeMeHHbIX cMapTdoHoB ¢ OC “Android” nocne 3arpysku NpunoXxeHus
«PERCo. [ocTtyn» AOns WCNonb3oBaHWs ero B KayecTBe uaeHTudukatopa AOCTaTOYHO
pa3bnokMpoBaTtb CMapTOH M MOAHECTM ero K cuuTbiBaTento (B HacTponkax TenedoHa
o6sa3aTtenbHO AomkeH ObiTb paspelseH obmeH AaHHbiMM no NFC). OgHako Ansa HeKoTOopbIX
Moaenen cmapTOHOB MOXET MOHadobUTbCA Kaxabl pa3 nepeq NoAHECEHMEM OTKpbIBATb
npunoxexne «PERCo. foctyn».

- [Onsa cmaptdoHoB “Apple” (OC “i0OS”) AocTaToOuHO NPUMNOXKNUTL CMaPTPOH K CHUTLIBATENO, NPU
3TOM CMapTdOH AOIMKEH aBTOMaTMYEeCKn nepenTtn B pexum “Apple Pay” (pexum onnatbl), U
nponTtn ayteHTudukaumo (“Face ID” wnn “Touch ID”). MNMpwu aTom, ecnu K naeHTudukaTopy B
CKY PERCo npwuBszaHa 6aHKOBCKasi KapTa, He YCTaHOBfiEHHasa B cMapTdoHe no
YMOM4YaHuio, TO OOMNOMHUTENbHO elle ee npuaeTcs BblbpaTb U3 cnucka 6aHKOBCKMX Kapr,
NPUBSA3aHHbIX K CMapPT(OHY.

lMpumeyaHue:

" B CKY[O PERCo ans naeHTUdnKaLumn ¢ NOMOoLLbI cMapTdOoHa UCMNONb3YIOTCA TOMNBKO Takne
OaHHble, KOTOpble HMKakMM o06pa3oM He MOryT MOBMUATL Ha ypoBeHb 6GesonacHocTu
NnepcoHanbHbIX AaHHbIX BNagerbla, B TOM Yncnie 1 Ha 6e30MacHOCTb AaHHbIX O GaHKOBCKMX
KapTax.

9.6.2 KoHdurypaumsa cuntbiBaTtens Mifare

Mo ymon4yanuio cumtbiBaTeENb Mifare ckoHdurypmpoBaH gns pabotel ¢ UID (6e3 3awutbl OT
KonupoBaHus) n co cmapTdoHamn ¢ yHkumen NFC. KoHdurypmposaHue cuutbiBaTena Mifare
ans paboTbl C AOMNONHUTENbHON UAEHTUMUKALUMOHHON WHpopmaumen ID (¢ 3awmton OT
konmpoBaHus) npounssoauTcs npu nomolum MO cuctem PERCo-Web?! nnu PERCo-S-20 (nopsigok
KOHUrypauum — cMm. B PykoBoacTteax nonb3oarens gaHHoro 10).

9.7 TMopsapok paboTbl CO CKAaHepPOM OTNeYaTKoB NnasnbLeB

9.7.1 MpuHUMN fEenCcTBUA CKaHepa oTneYyaTka nanbua

B TepMUHane B Ka4vecCcTBe CKaHepa oTnedyaTka nanbua WUcnonb3yeTcAa MoAyJlb Npoun3BoACTBa
MOI’phO. Onsa CKaHMpOBaHUA OTneYvaTKa nanbua nofib3oBaTtesib AO0JDKEH NPUNOXNTb KOHYKUK nanbua
Nno BCEW AOfMHEe OKHa Moayna CKaHepa napanneribHoO ero OCh 1M HeMHOro npuxatb. Mocne
CKaHMpOBaHMA oTneYyaTtka nanbla Moayrnb no OCO60My anropmntmy cosgaet yHMKaﬂbeIVI wabnox-

1 B namsaTn koHTponnepa umeetcst BctpoeHHas CKY[] PERCo-Web, cm. MNMpumevaHue B pa3g. 9.3.
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naTTepPH UMK Tak Ha3blBAaEMYIO «CBEPTKY» OTnedvaTtka, Kotopas u ncnonbsyetcsa B cucteme CKY/[ B
KayecTBe wmaeHTudukatopa nonb3oBatens. B Web-nHtepdeiice tepmmHana un B CKY[ nog
TEPMUHOM «OTMEYaToK Manbua» nogpasymMeBaeTCd MMEHHO ero cBepTka. [locne nonyyeHus
CBEPTKM TepMMHAN B 3aBUCUMOCTU OT pexunma u pesyrnbTaTa paboTbl C OTNEYaTKOM CreHepupyeT
COOTBETCTBYOLWME COObITUSA, a Takke nHanKaumto Ha XKKU n 3BykoByto nHgmkaumio (cm. pasg. 9.9).

| BHumaHue!

Mpy onpeneneHHbIX YCroBMsIX (HanpuMep, MOBbILEHHAs CYXOCTb UMM BNAXXHOCTb KOXMW,
NoBpeXAeHUst NanbLa U T.4.) CKaHep MOXEeT He pacro3HaBaTb Ball OTrnevaTok nanbua. B
TaKMX Ccny4vasix noAywte Ha naneL WnvM BbICyLUUTE KOXY W nonpobyiTe elle pas,
OTCKaHMpyWTE OTnevaTok Apyroro nanbua. Ecnu oTnevaTok nanbua OTCKAHMPOBAaTb He
nony4aeTcsi, UCMosnb3ynTe Apyrne cnocobbl ayTeHTUMKALUN.

lMepea wvcnonb3oBaHMEM B KayecTBe uaeHTudmkatopa OTneyaTok nanbla nosib3oBaTtensi
HeobXxoANMO 3aperncTpmpoBaTb B cucTeme (3aHecTu B 6a3y JaHHbIX aHanorMyHoO KapTe goctyna)
UK Xe 3anucaTtb ero Ha KapTy goctyna Mifare (Tonbko ans cxembl ngeHtudukauumn "kKaprta u
oTneyaTok Ha KapTte", pa3g. 9.4), 3aperMcTpupoBaHHyl0 B CUCTEME 3a [aHHbIM MOfb30BaTeNneM
(pas3g. 9.7.2). 3To MOXHO NpoussecTu B pasgene Joecmyn — lNonb3zoeamenu Web-nHtepderica
TepmuHana (cm. Mpunoxerne 2) unn B NO cuctem PERCo-Web n PERCo-S-20.

lpumeyaHue:

" Ecnu B namsiTb TepMUHana He OblNo 3aHECEeHO HM OAHOro oTnevaTka nanbua (Hanpumep,
npu MNepBOM BKIOYEHWN TepmuHana), Moayfb MOXET He MoACBeYMBaTbCS MOCTOSIHHOW
NHAMKaumen (KpacHoro LBeTa), YTO He TOBOPUT O €ro HEMCTPaABHOCTM.

9.7.2 lMopsApnok 3anucu oTnevaTka nanbua Ha kapty Mifare

TepmuHan nogaepxusaet OYHKLUMIO 3anucK oTneyaTka nanbla Ha KapTy goctyna Mifare (gaHHon
BO3MOXHOCTblO obnapatT kapTthl ctaHaaptoB MIFARE Classic 1K, MIFARE Classic 4K,
MIFARE Plus (X, S, SE) n MIFARE DESFire Evl). JaHHasa doyHKUMS NO3BONSIET YCKOPUTL NMpoLecc
aBTOpM3aumm Nonb3oBaTensa B CUCTEME, TaK Kak Mpu 3TOM CUCTEMOWN He TpPaTUTCHA BPEMS Ha MOUCK
HY)XHOro oTrnevaTka B 0ase AaHHbIX Monb3oBaTenen, a CpaBHEHWE MPeAbsiBIIEHHOro oTnedartka
Npon3BOANTCA Cpady C OTnevyaTKoM, 3anuMcaHHbIM Ha kapTe. [Ons ee peanusauum B npaBax
A0oCTyna nonb3oBaTtens He0o6X04MMO YCTaHOBUTL CXEMY UAeHTUMKaummM “KapTa U oTne4yaTok Ha
KapTe", cM. pa3g. 9.4.

| BHumaHue!

““ Banucb oTneyaTka nanblia NPOW3BOAWUTCA B 3alLMLIEHHYIO 0BnacTb KapTbl, MO3TOMY
3apaHee HeobxoaumMo ByaeT NepCoHNMUUMPOBaTEL KapThl NoNb3oBaTenen, T.e. 3anncaTb B
HUX KOH(Urypauuio ons cumTbiBatenen n kapt Mifare, 3agaHHyl0 Ha OaHHBIA MOMEHT B
cucteme CKY[ (cm. pasa. 9.6). 3anucatb 0TnevaTok nanbLa B He NePCOHNUDULIMPOBAHHYHO

KapTy Henb3as!

3anucb oTnevaTka nanbua Ha KapTy ocywlecTBnsaeTtca B pasgene Jocmyn — [Monb3oeamenu
Web-uHTtepgenca tepmmHana (Mpunoxenne 2, n. 5.2) unm B MO PERCo-Web n PERCo S-20.
Mpn atom B Web-uHTepdence TepmmHana nepeg HaxaTMeM Ha KHOnky «3anucaTtb Ha Mifare»
HeobXxoQMMO 3apaHee OTCKaHMpPOBaTb W 3aKPEnuTb 3anucbiBAaeMble Ha KapTy OTnevaTku 3a
nonb3oBaTtenem.

KonnyecTBo oTneyvaTkoB, 3anncbiBaembix Ha kapTy Mifare, 3aBucut ot Hannumsa cBo6ogHOro mecrta
B €e MaMsiTu 1 orpaHnYeHo npou3BoanTenem — He 6onee 5 WTyK. 3anucbiBalOTCs OTNeYaTkM Ha
KapTy B nopsiake odepedHoctu no cnucky B Web-uHTepdence, nocne 3anmcu pekoMeHayeTcs
NPOBEPUTL NOMNbITKAMI NPOX0Aa, Kakne oTrneYaTKn 3anmcarnmuchb, a kKakme — Her.

9.8 OGHoBneHue BcTpoeHHoro MO

O6HoBneHne BcTpoeHHoro 1O u dopmaTuposBaHne namaT BO3MOXHO npwu nomowmn Web-
nHTepdgenca TepmmnHana B pasgene Cepsuc (cm. [Npunoxexwne 2. , n. 8).

9.9 Pexumbl paboTbl U MHAMKAUUA TepMUHanNa

[ocTynHa 3BykoBas MHAMKaUMsS U nHankauma ¢ nomolbio XKK. B Tabn. 2 npeacrasneH nepedeHb
BO3MOXHbIX COOBLLEHNI, oToBparkaeMbix Ha YKKW B pasnnyHbix pexxnmax paboThbl.
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Ta6nuua 2. UHaukauusa XXKU

Nupoukauunsa Pexum paboThl

D9=1500

Bbibepute «Bxoa» unu «Beixog» ﬂe)KyprlVI pexunm.

2 W =

Havano npeHtTucpukaumm.

[Ons Havana mngeHTudukaumm kocHutecb Ha KKU
3Hayka «Bxog» wvnn «Bbixog» (B 3aBMCMMOCTM OT
091 500 aToro nocne naeHTnuKaLmm TepMuHan
creHepupyeT cobbiTMe BXoda Wnu BbIXxoga gaHHOro
COTPYAHMKA), 3HAYOK BbIOENUTCA YBEnM4YeHneM

— cBoero pasmepa. [logHecuTe kapTy (CmMapTdOH)
% @ @ Unn NpUnoXxuTe naney, K ckaHepy otnedvartka. Ecnu
No UCTEYEeHMO 3-X CekyHg umaeHTudumkaTop

npeabssneH He OyageT, TepmuHan nepevaeTr B
DEXYPHbIA PEXUM.

MogHecuTe KapTy unv NnpunoXxXunuTe naney K cCkaHepy

YcnewHas ngeHtTudmkaumsa 6e3 HapyLueHUn
npaB gocTyna.

Ha skpaHe BbicBeTuTCa PUNO coTpyaHUKa 1 Bpems
Cokonos A.B. naeHTnduKaumn. TepMuHan creHepupyeTt cobbiTie

08:55 B cucTeMe 6e30MacHOCTV O Mpoxofe COTPYAHMKA
=) D

©6e3 HapyLLIeHWA.

HeypayHasa naeHTUdmKaums.

MpeacTaBneHHbIN naeHTudmkaTop (kapTa,
[laHHble He PacrosHaHbl cMapTdOH, oTneyaTok nanbua) He
nonpobyiite cHoBa 3apeructpypoBaH B cucteme 6e30MacHOCTU UNn

HenpaBWNbHO OTCKaHMPOBancAa OTneyaTok nanbua
(Heobxognmo OydeT MOBTOPHO OTCKAHMPOBATb

% ' \O oTneyvyaTok nanbua).

YcnewHasn I/IAeHTVI(bVIKaLIVISI COTPyAHUKA C

= e perucTpauuven HapyLleHUs AocTyna.
OKONOB A.D.

09:32 BbiBOA MH(pOPpMALMM O HApYLLEHUN:
Peructpaums ¢ HapyLueHWem 1. «Pernctpauus ¢ HapyLLEHMEM BPEMEHNY,
BPEMEHU U 30HaJIbHOCTHU 2. «Peructpauus c HapyLweHnemM 30HarnbHOCTU»,
3. «Peructpaunsa ¢ HapyLleHnemM BpeMeHu 1

> 30HanbHOCTUY.
D \@ @ 4. «Bxopn (Bbixo) NOBTOPHOY.
5

. «HapyLwieHve 3oHansHOCTU»
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Pexunm paboTbl

O BbiBOA OTYETa NO COTPYAHMUKY.

Bananc: Ona nonyyeHna oT4yeta' KocHWUTecb 3Hauka
«banaHc» Ha oakpaHe XKW. TepmuHan BblgacT
WHopMaumoHHoe  coobuieHne ¢ npocbbon
COTPYAHVKY unAeHTUdUUMpoBaTbCca (Kaptom wnm
nansuem). lNocne ycnewHon wugeHTUUkaumm Ha
akpaH XKW 6GygyT BbiBedeHbl [[aHHble Mo
NOEeHTUMMLMPOBAHHOMY COTPYAHUKY: GanaHc u
3a00JPKEHHOCTb MO paboveMy BpeMEHW, U CMNCOK
BPEMEHUN HapyLLeHUn rpaduka paboTbl N0 BUgAM.

3E,U.DJ1>KF.‘HHDCTI:I

HapyweHnwus:

Coxonoe EX- BBoa 06bACHUTENBHON O NPUYNHE OTCYTCTBUS.

OOKyMeHTa cHadana Bblbepute «Bbixog» — ans
reHepauuun cobblTva Hayana nepuoga OTCYTCTBUSA,
nnn «Bxoa» — Ans reHepaumm cobbITUS OKOHYaHUSA
nepuoga OTCYTCTBUSA, 3aTeM KOCHUTECb 3Hauka
«OTcyTCcTBME»2. B OaHHOM MeHW npeacTaBneH
CMMUCOK  BO3MOXHbIX  YBaXWTEMbHbIX  MPUYUH
OTCYTCTBMSI, U3 KOTOPOro nosib3oBaTesnb BblOMpaeT
Heobxoaumyo, M 3aTeM npeabsBnsAeT CBON
noeHTudukaTop.

[Ons Bxoga B MeH BBOAa OfpaBAaTenbHOro
~5

MeHI0 HacTpoek
(TonbKo ANA agMUHUCTPATOPOB CUCTEMBbI).

YT106bI BOWTU B MEHI0, kKocHMUTecb 3Hadvka PERCo B
BEpxHeM neBom yrny. TepmuHan  mHAOp-
MaUNOHHbIM COODLLIEHMEM MOMPOCUT MOOTBEPXK-
OEHNst npaBa Ha AOCTyN B MEHI0, ANnsa 4ero
nonb3oBaTtenb OOMKeH ObiTb 3aperncTtpupoBaH B
npasax goctyna B Web-uHTepdeice tepmmnHana B
KayecTBe agMuHuUcTpaTtopa. [ns noartBepxaeHus
9TOro npaea NogHecuTe CBOK KapTy AOCTyna wnu
NPUNOXMTE NareL K cKaHepy.

C nomoLbo «MeHIo HacTPoEeK» MOXHO:

e B pasgene «[lonb3oBaTenu»: BblIbpaTb 3apernCTpUpPOBAHHOIO B CUCTEME MNornb3oBaTens u
[06aBUTb UMK yaanuTe eMy MAEHTUMUKATOPbI A0CTYNa (KapTbl UNu oTnevaTku)s,

e B pasgene «HacTtponkuy: 3agatb IP-agpec u gpyrue ceteBble napaMeTpbl, HACTPOUTbL AaTy
BPEMS 1 APKOCTb IKpaHa,

e B pasgene «MHpopmaumnsa o cuctemer: NoNy4YnTb JaHHbIE O CETEBbIX HACTpoOKKax, LabnoHe n
BEPCUM NPOLLMBKM TepMUHana.

10 YCTPAHEHWE HEUCIMPABHOCTEN

Bo3MOXHblE HEWCMNPaBHOCTW, YCTPaAHEHWE KOTOPbIX MNPOWM3BOAMTCA MOKynaTenem, npuBeneHbl
HWxe. Ecnu HemcnpaBHOCTb YCTpaHWTb HE YAanocb, pekoMeHayem obpatuTbCs B OAMH U3
CEPBUCHBbIX LEeHTpoB KomnaHum PERCo. Cnucok cepBUCHbLIX LIEHTPOB MpuMBEAEH B nacnopTe
nsgenus.

T OTYeT MO COTPYAHMKY MOXKET MOfyYMTb TONbKO HEMOCPEACTBEHHO CaM COTPYOHWK MO CBOEW KapTe MM
oTneyarky.

2 Mo gaHHOMY cobbITMIO cucTemMa Ge3onacHOCTM co3gacT onpaBaaTenibHbIA JOKYMEHT ANS COTPyAHMKa C
nepvoaoMm: ecnu ato 6bino cobeiTue «Bxoa» — To OT npeapiayLero yxoaa ¢ paboTtbl U 4O 9TOro cobbITHS,
ecnu 3T1o bbino cobbiTe «Bbixog» — TO OT 3TOro cobbITUS U JO NOCMEAYOLEro BbixoAa Ha paboTy.

3 [Ins BblGopa nonb3oBaTens TepMuHan NpeanoxuT BUPTyarnbHyto knasuaTtypy. [JoctaTodHo HavyaTb Habop
ero amunum (MUNU UMEHW) COTpyAHMKA, NOL KOTOPbIM OH 3aperucTpypoBaH B CUCTEME, U TepMuHan
npeanoXuT Heobxoanmble BapuaHTbI.
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10.1 TepmuHan He paboTaeTt

rlpVI‘-II/IHaMI/I HencnpaBHOCTU TEPMUHaNa MoOryT ObITb:

1. OcnabneHune KpenneHna KremMmm Kabenen B KNeMMHbIX KOnogkax nnaTtbl TepMMHanNa —
noaoTaAHUTE OTBepTKOVI BUHTbI KNeMMHbIX KOJTOA4OK.

2. HeucnpaBHocTb UM TepmuHana — npoeepbTte AI.

3. Bbixog u3 CTpPOsi 3NMEeKTPO-pPaAuo-3NIeMEHTOB, YCTAHOBMIEHHbIX Ha nnate TepMuHana —
[AaHHbI TepMMHAN HeO6X0AMMO NpUCNaTh B PEMOHT.

10.2 HapyweHue cBA3U

MprymHaMn gaHHOM HENCNPABHOCTM MOTYT ObITh:

1. HenpaBunbHO BBeAeH Nnaponb K AAHHOMY TepMuHany.

2. HeucnpaBHOCTH, cBAA3aHHbIe ¢ KOMNbloTepoM (c 10, c 6aszamu gaHHbIX U T.N.).
[narHoctuka gaHHOM HENCNPaBHOCTU 3aKMOYaeTCs B 3anycke KOMaHab!:

ping x.x.xX.x, rge x.x.x.x — |P-agpec gaHHoro repmmHana.
Ecnu cBA3b ecTb, TO Bbl yBUAMTE CTPOKM BUAa:
OTBET OT X.X.X.X: umMcyo 6amur=32 BpemMa<lOmc TTL=128
Ecnu cBA3n (oTBETA) HET, TO NPOBEPbLTE NPABUNBHOCTb HACTPOMKN MapLLPYyTMU3aLuun B CETU.

3. HeucnpaBHOCTW, cBsA3aHHble ¢ obopypoBaHuem Ethernet, Haxogawummcs wmexay
KOMMNbIOTEPOM W TepMuHanom: KoHueHtpatop (HUB), kommytatop (SWITCH) mn npouee
ceTeBoe obopygoBaHue, BkMtoyasd kabenwn cBsasn. [duarHocTuka AaHHOW HEUCNPaBHOCTU
3aKno4aeTcs B 3anycke KomMaHabl:

ping x.x.x.x -1 576,rge x.x.x.x — |P-agpec gaHHoro TepMmvHana.
Ecnn cBA3b ecTb 1 cTaHAapTHbIE MUHUMAarbHblE NakeTbl (576 6anT) He dparMeHTUpyOTCS, TO
Bbl YBUOUTE CTPOKM BMUAa:

OTBET OT X.X.X.X: umMcyo 6anur=576 Bpemsa<lOmc TTL=128
B paHHOM crniyyae MOXHO yTBepxaaTb, YTO IP-nakeTbl He doparMeHTMpyloTCs OO0 pa3mepa
MeHbwe 576 6ant, u BbIOpaHHOE BaMW MOLKMYMEHMEe [AomkHO paboTaTth. Ecnn
NOMNOXUTENbHbBIA OTBET MONYyYMTb HE YAAeTCs, TO BEpOsSTHee BCEro Ha nyTu criegosaHus |P-
NnakeToB HaXOAUTCS CETEBOE KOMMYTUpYtoLee obopyaoBaHue, pparmeHTupytollee |IP-nakeThbl
00 pasmepa MeHble 576 6ant. [lpoBepbTe HACTpPOMKM 3TOro obopydoBaHus, Mpu
BO3MOXHOCTM yBenuubTe pasmep MTU. O6bl4HO 3TOT napameTp ob6o3HavaeTcs kak MaxMTU
uwnn IPMTU.

4, Ecnn y Bac BO3MOXHbl HECKOSIbKO BapuaHTOB KOMMYyTaLMM, TO BOCMNOJSIb3YUTECH
KomaHgon: ping x.x.x.x -1 576 -t. KommyTupys pasHbiMu cnocobamu, cMOTpuUTe
Ha BpeMs OTBETa, Bbibupasi coeanHeHne, aatoLiee MakcumMmarnbHO ObICTpbIA OTBET.

5. HeucnpaBHOCTW, cCBfi3aHHble C TepMMHanom. Bbixogq 13 CTpos  3NEMEHTOB,
obecneumBarowmx cBA3b No UHTepdpency Ethernet (IEEE 802.3). 0nsi anarHOCTUKN OaHHOW
HencnpaBHOCTN obpaTuTe BHUMaHWE Ha ABa MHAMKATOpa, YCTAHOBIEHHbIE B padbeme RJ45
nogkntoveHus k Ethernet:

o LINK — chakT nogkntoyeHus:
O 3€eneHbl FopuUT — TEPMUHAI «BUOWT» NoakrtodeHne K Ethernet,
O 3ereHbl He ropuUT — TepMUHarn «He BUauT» nogkrodeHne K Ethernet,
o ACT — dakt o6bMeHa gaHHbIMK
O XEenTbli, MUraeT — TepMMHan «BnanT» obmMeH aaHHbIMK no Ethernet,
O XEenTbll He TOPUT — TEPMUHAI «HE BUOMT» OOMEH gaHHbIMK no Ethernet.

Ecnu TepmuHan «He BMAMT» nogkntoveHus Kk Ethernet, nogkniounte ero K kabernto, Ha KOTOpoM
paboTaeT gpyron TepmuHan. Ecnn TepmuHan «He yBuauT» nogkntodeHmne Kk Ethernet, nnbo ceasb
C HMM He BOCCTaHaBNMBaeTCH, TO 3TOT TePMUHAN HEOOX0AMMO NpucnaTb B PEMOHT.

11 TEXHWUYECKOE OBCIYXXUBAHUE

TexHU4Yeckuin ocMOTp TepMuHana NpPOBOAMTCS OOCNYXMBAIOLWMM NEPCOHANOM He peXxe OOHOro
pa3a B 6 MecsiLeB 1 BKM4aeT B cebsl BbINOMHEHWE CreayoLmx onepauuii:

e OYMCTKM KOpryca TepMMUHanNa oT Nbifu, rpsi3an 1 NOCTOPOHHMX NPeaMETOB;

e [POBEPKM KaYecTBa KpenneHus:;

e [POBEPKM KayecTBa NOAKIOYEHUs kKabenen.

O6H3py>KGHHble npun ocMoTpe HegoCTaTku crnenyet HemenreHHo yCTpaHUTb.
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12 TPAHCMNOPTUPOBAHUE U XPAHEHUE

TepmuHan B OpUrMHanbHOM  YyMnakoBKe  MPeAnpUSATUA-U3roToBUTENs  [AonyckaeTcs
TPaHCMOPTUPOBaThL TOMbKO B 3aKPbITOM TPaHCMOPTe (CamorneTax, XXerne3HOAOPOXHbIX BaroHax,
KOHTEMHepax, 3aKpbITblX aBTOMaLLUHAX, TPoMax U T.4.).

XpaHeHne TepMuHana gonyckaeTcs B NOMELLEHMAX NpU TemnepaType OKpyXatowero Bosgyxa ot
+ 1°C po + 40°C 1 3Ha4YeHUM OTHOCUTENbHOW BNaxHOCTK Bo3dayxa 0o 80% npu +25°C.

MpunoxeHune 1. WMHCTPYKUUA NOo nogknroveHuto yepes PoE-cnnuttep

PoE-cnnummep (panee — crniummep) npegHasHavyeH Ons NogayyM NUTaHus Ha YCTPOWCTBA,
nogknoyaemble no cetn Ethernet. Cnnuttep pabotaeT ¢ nobbiMM CETEBBIMM KOMMYyTaTopamu
(manee — Switch), nogoepXuBalLWUMM TEXHOSOMNIO Nepefadn 3neKTPO3Heprum nNo BUTOW nape
PoE v coBmecTumbiMKM co cTaHgapTom IEEE 802.3af.

Cnnuttep npegcraBnsget cobor OfoK 3MEeKTPOHUKM B MNNAcTUKOBOM Kopnyce W cHabXeH
cneaylwmMmn pasbemamu:

Con 1 — pasbem gns nogknoyeHus kabensa Ethernet ot Switch.

Con 2 — pasbem nogkntodeHns kabens Ethernet TepMmnHana;

Con 3 — pa3beMm Bbixoga NUTaAHUA ON1S NOAKITIOYMEHUS Kabens nuTaHnsa TepMmnHana.

lMpumeyaHue:

[na HekoTopbIX Modenen cnnutTepa BblIOOP BbIXOAHOMO HaMPSXXEHUs1 OCYLLECTBRSETCA C
nomoLybto nepekntovartens. MNpu padote ¢ obopynosaHmem komnaHum PERCo Heobxogumo
nepeBecTu Nepeknovatens B nonoxeHue « 12B».

PoE-splitter TCP/IP OUT CON2
CON1 TCP/PIN 12v CON3
LAN+PoE tcrip T ] V+
v -
=D
Ka6enu: PERCo-CR11 12v XT4
1 - eumas napa 4%2%0.5 GND
2 - UIBBI 2%0.75 +12V
TCP/IP S1

PucyHok 6. Cxema noaknio4yeHMa TepMuHana yepes PoE-cnnutrep

Mopsaaok noaknoYeHns
Mpn  nogkroyeHMn  TepMuMHana  4epes3  CNUTTep  NpuaepXuBamTecb  cnegyrowen
nocnegoBaTeribHOCTU OENCTBUN:

1. Onpegenute MecTO YCTaHOBKM cnnuTTepa. He ycTaHaBnuBamTe CNAUTTEP Ha PacCTOSTHUM
Gonee 2 M OT TepMmHana.

2. MopkniounTe Kabenb Ethernet oT TepmmnHana k pasbemy Con2 cnnutrepa.

3. TlMogkniounte uenu nNUTaHua TepMuHana kK pasbemy Con3 cnnuttepa. Cxema nogknoyeHns
npvBefeHa Ha puc. 6 (WTekep ANA NOAKIYEHMS K pa3beMy BXOAUT B KOMMIIEKT MOCTaBKM
cnnutTepa).

4. TMopkniounTe Kabenb Ethernet ot Switch k pasbemy Con1 cnnutTtepa.
5. Tlocne Bepudukaumm mexay Switch n cnnuTTepoM Ha TepmuHan 6yaeTt nogaHo nuTaHue.

[ns oTKNIYeHns nuTaHus TepMuHana oTcoeguHuTe kabenb Ethernet (mgywun ot Switch) ot
pasbema Con1 cnnuttepa.
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Web-nHtepdenc PERCo-CR11

1. BO3MOXXHOCTU WEB-UHTEP®EWNCA

Ncnonb3oBaHne Web-nHtepderica nossonser 6e3 MHCTannsumMm Kakoro-nmbo AononHUTENBHOro
MO npon3BoanTb CrieaytoLmne OENCTBUS, KaK ANS caMOro TepMuHana, Tak v Ansi NoKMHYEHHbIX K
HEMY YCTPOWCTB:

N3MeHATb ceTeBble HAaCTPOWKKW, Naporb JOCTYNa U BpeMsi BCTPOEHHbIX YacoB TepMuHana.
3apaBaTb NapameTpbl cunTbiBaTENEN M hopmaT KapT AocTyna.

3aHocuTb B NamATb TepMuHana HoMmepa kapT OCTyna U onpefensaTb UM HeKoTopble npasa
gocTyna.

lMpocmaTtpuBaTb COOLITUS XXypHana pernctpaunm TepMmHana n CoXpaHaTb ux B chann.
KoHTponupoBaTb COCTOsIHME TEpPMMUHANa 1 NOAKMYEHHbIX K HEMY YCTPOWCTB, NpocMaTpmuBaTh
XypHan cobbITui.

MpoBOANTE AMArHOCTUKY TepMuHana, opmaTvpoBaHWe ero namatm u OBHOBMEHue ero
BCcTpoeHHoro MO (kpome napameTpoB 1 cogepkaHnsa Tekcta Ha XKKN).

2. NOOKNIOYEHUE K WEB-UHTEP®ENCY TEPMUHATIA

CBa3b Mexay TEpMUHANOM M KOMMbIOTEPOM OcyLlecTBnAseTca no umHrtepdenicy Ethernet (IEEE
802.3). Ybeantecb, 4TO KOMMNbIOTEP, C KOTOPOrO OCYLUECTBISAETCS MOAKMNIOYEHNE, U TEPMUHAN,
HaxoaAaTca B ogHow noaceTn Ethernet. MoxeT noTpeboBaTbCA M3MEHUTb CETEBbIE HACTPOWKU
KOMMblOTEpPa, HacCTPOMKM ucnonb3dyemoro Opaysepa u npoeputb paboTy ceTtu. |P-agpec
TepMunHana ykasaH B nacnopTe 1 Ha nnaTe TepMmuHana.

Onsa nogkntoyeHusa kK Web-uHtepgency TepmuHana:

1.

OTkponte Web-6paysep (Hanpumep, Internet Explorer).

lMpumeyaHue:

7 Web-uHTepdelic TecTupoBancs B COBMeCTHol pabote ¢ Web-6payaepamu: Microsoft IE

Bepcumn 10 unu Bbiwe, Google Chrome Bepcun 32 wunu Bbiwe, Mozilla Firefox Bepcun 32
unu Bblwe, Opera Bepcun 30 unu Bbiwe, Microsoft Edge w ona MacOS Apple Safari 9 vnun
Bbiwe. [lpu wucnonb3oBaHuu Apyrux Opay3epoB M yCTapeBLUMX BeEPCUA BO3MOXHA
HeKkoppekTHasi pabota Web-uHTepdenca.

BHumaHue!

Ona nogkntodeHns k Web-uHtepdency tepmmHana ¢ nomolubto 6paysepa MacOS Safari
HeobxoauMOo HaCTPOUTb KOAMPOBKY ANsA dharnna NpocToro Tekcta (cm.pasgen 9).

2. Bsegute B agpecHyto cTpoky IP-agpec TepmmHana n HaxmuTe kHonky Enter Ha knaBuaTtype.

Mpyn HeobxoguMmocTM BBeAWTe Naposfib AocTyna K TepmuHany. Mo ymomnyaHuio naposnb
OTCYTCTBYET.

OTkpoeTtcss rmaBHasa cTpaHuua Web-nHtepdenica TtepmuHana. Ha rnaBHOWM cTpaHuue
oTobpaxaetcs Moaenb, KOHGUrypauus, ceTeBble HaCTPOMKM TepMuHana wu Bepcus
BcTpoeHHoro [MO. MNpu Kaxgon 3arpyske rMaBHOW CTPaHULbl HA HEN OTobpaXkaloTcsa Tekylme
AaHHble, CYMTaHHbIE C TepMuHana. CTpaHuua UMeeT criegyoLwmin BUA:

HacTpoiku

Gateway default 172.17.0.1
KoHdgury pauma

IP default 172.17.1.106
Doctyn

MAC 02:97:02:17:01:6A
CobbiTiA _

IMask default 255.255.0.0
CocToAHue

@ Product PERCo-CR11

fEt Version app 1021 ‘@

Version web 1.0.21

BromeTpuy ECKMIA CHMTBIBATEND

Lagnox + cyuToiBaTeENs HID/EMM
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Ha CTpaHuue MOXHO BblOEITUTb Cliefyrlmne arnemMeHTbl:

1. TlMaHenb 3aronoBka CTpaHuULbl COAEPXUT NnorotTun komnaHum PERCoO n kHOMku Bbibopa s3bika
Web-nHtepdenca. Haxatnem Ha norotun komnaHum PERCO ocylwecTBnaeTcs nepexos Ha
rmaBHYyIO CTpaHuUy 13 apyrux pasgenos Web-uHTepdenca.

2. bokoeas naHenb HaBuraumm Web-nHtepdelrica. lNMaHenb MeeT crieayroLyo CTPYKTYpPY:

«Hacmpouku» «Bpemsi»
«Cemb»
«Cepsep»
«[Maponb docmyna»
«@opmam Kapmabl»

« TepmuHan YPB» «[Tpu4uHbIY
«A3bIK ducrines»
«Bx00/Bbix00»
«KoHgueypayusi» «LllabrioH»
«Pedakmuposamb» «TepmuHan YPB»
«Cyumblieamenu»
«@unbmpbl cobbimui»
«docmyr» «BpemeHHbIe Kpumepuuy «BpemeHHbIe 30HbI»

«lpa30HuUYHbIe OHUY
«HedenbHbie epachuxku»
«CKonb3awuti moOHe8HoU»
«CKonb3awuti noHeoenbHbIU»

«lTonb3osamernu»

«Cobbimusi»
«CocmosiHue»
«Cepsuc»

3. Pabouas obnacTtb cTpaHuubl.
3. HACTPOMKA

3.1 W3meHeHMe CUCTEMHOro BpeMeHu TepMuHana

[nsa nameHeHna BpeMeEHMN:

1. Haxmute B meHio Web-uHTepdeinca: Hactponku > Bpema. OTkpoeTcs cTpaHuua ¢ paboyei
obnacTbto crnegyowero suaa:

Aarta 29127018
Bpema: 0 -1 17
BpesenHIn 30HA: GMT+3 (Moscow) v

CHHNPOHHIAPOBATE & TTK:

CoxXpaHMTE

2. B nonsax seoga Aata, Bpemsa nsmeHuTe ycTaHOBMNEHHbIE 3HAYEHUS.
3. Bblbepute Heobxoanmoe 3HadeHne Onis napameTpa BpemeHHas 30Ha.
4. [N CUMHXpOHW3aUMW BpeMeHUM W [aTbl TepMMHana C YCTAHOBMEHHbIMW NapaMeTpamu Ha

nogkrtoyeHHoMm k  Web-uHTepdency komnbloTepe YycTaHoBUTE prnaok y napameTtpa
CuHxpoHusuposBarth c [K:.

5. Haxmute kHoMnky CoxpaHuUTb. BHeCeHHbIE N3MeHEeHUs ByayT COXpPaHEHbI.
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3.2 WN3meHeHMe ceTeBbIX HACTPOEK TepMUHana

Mpn nocTaBke TEpMUHAN MMEET CrieayroLme 3aBoACKME YCTaHOBKN (yKasaHbl B NacnopTe nsgenus
N Ha Haknemnkax Ha caMoM TepMuHane):

e yHuKanbHbIn MAC-agpec 00-25-0B-xx-xx—xx, [4€ xx — 4YNCro OT 00 4O FE;

e yHuMKanbHbIN IP-agpec 10.x.x.x, rge x —yucno ot 0 go 254;

e Macka nogcetm 255.0.0.0.

,D,J'IFI M3MEHEHUA CETEBLIX HACTPOEK TEPMMHANa:

1. Haxmute nocneposatenbHo B mMeHio Web-untepdenca: Hactponkn > Cetb. OTKpoeTcs
CTpaHuua c pabo4yern obnactbio cneaytoLlero sunaa:

IP agpec: IO . |0 . IC- . IO
Macka cetu: IO . |0 . IC- . IO
LWntoz cetu: IO . |0 . |0 . IO

CoxpaHuTb

2. B nons Beoga IP-appec, Macka noacetu, LLno3 ceTn BBeanTe HOBbIE 3HAYEHUS CETEBLIX
napameTpoB TepMmUHana.

3. Haxmurte KHOIKY COXpaHVITb. HoBble ceTeBble HaCTpOVIKM 6y/:|,yT COXpaHEHbI B TEPMUHAre.
3.3 W3meHeHMe HacTpoek cepBepa

[ns "aMeHeHUs1 HacTpoeK ceBepa BbINOMHWUTE Creayowmne AencTBUS:

1. Haxmute B MmeHio Web-nHtepderica: Hactponku - CepBep. OTkpoeTcss cTpaHuua C
paboyen obnacTbio cnegyroLlero Bmaa:

Apgpec cepeepa: 0.0.0.0
LWindgpoBaHne: SSL ¥
CoxpaHHTe

2. B OTKpbIBLLUEMCS OKHE Mpom3BeanTe HeOOXoaMMble N3MEHEHUS O NapaMeTPOB:
e B napameTpe Appec cepBepa 3a0aéTcsl agpec cepBepa;
e B napametpe WWndpoBaHue 3agaétca cnocob wngposanna: Het nnm SSL.

3. Haxmute kHonky CoxpaHuTb. BHeceHHble n3ameHeHnst ByayT COXpaHEHbI.
3.4 3apaHue napons AocTyna K TepMuHany

Mo YMOIN4aHUKO Naporsb A0CTYyMNa K TepMUHany He 3afaH. ,D,J'IFI CMEHbI U 3agaHnAa HOBOIo naposn4d:

1. Haxwmute B meHio Web-uHtepdenca: Hactponku - Maponb goctyna. OTkpoeTcs cTpaHuua
¢ pabouen obnacTtbio cregyowero suaa:

HoBklit naponk: esceee
MNoaTeepaWTe Nnaponb: (21111
CoxpaHuTb

2. B none HoBbIn naponb BBeOMTE HOBLIM Naponb TepMuHana, B nomne NoareepauTte naponb
BBEOMTE Naposib NOBTOPHO ANs NOATBEPXAEHUS NpaBuUnbHOCTM BBOAA.

3. Haxmute kHonky CoxpaHuTb. HoBLINM naponb 6yaeT coxpaHeH B TepMuHarne.
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3.5 ®opmaTt cuuTbiBaHUA NAeHTUPUKATOPOB KapT

| BHumaHue!

'~ o /3meHeHWe paHHOro napameTpa npu yXe BBEOEHHbIX KapTax AocTyna npuBedeT K
TOMY, YTO perncTpaumsa no aTMm Kaptam 6yaetT HEBO3MOXHA.

e [lpn nogknoyeHnn K TepmmHany, pabortaswemy nog ynpasnexHvem MO cuctem PERCo,
Tekywmn popmaT MOXeET ObITb HE NokasaH (He ByaeT BblOpaH HYM oAuH n3 hopmaTos). B
3TOM cny4yae popmaT cunTbiBaHUs naeHTudumkatopos kapT meHATe SAMPELLAETCA.

[ins Bbibopa hopmaTta cunTbiBaHMS MOEHTUUKATOPOB KapT AOCTyna:

1. Haxmute nocnegpoBatenbHo B MeHio Web-uHtepdenca: Hactpomkm > dPopmart Kapr.
OTkpoeTcs cTpaHuua ¢ paboyen obnactbio cneayowero Buaa:

Pexum paboTel : i
CYHThIBATENEM: Wiegand 26 J

CoxpanWTs

2. C nomoLblo packpbiBatoLlerocs cnucka Pexum paboTbl cuuTbiBaTenen Bolbepnte ognH 13
npeanoXeHHbIX PopMaToB N HAXMUTE KHOMKY COXpaHUTD.

3.6 Tepmunan YPB

3.6.1 MpuynHbI Npoxoaa He No rpaduky
[ns HacTPOMKM NPUYNH:

1. Haxmute nocneposatenbHo B MeHo Web-nHTepdenca: Hactponkn -> TepmuHan YPB >
MpuumHbl. OTKpoEeTCA CTpaHuMLua ¢ pabo4ver 06nacTbio cregytoLuero B1aa:

JdobaeunTe

MPHYHHEl NPOX0OAA He MO rpadUKy

MpuyuHa 1
MpuynHa 2
MpuyKHa 3
MpryuHa 4

MpuyKHa 5

2. [ns pobaBneHns HOBOW NPUYMHBI HAXXMUTE KHOMNKY [lo6aBUTb, AN UBMEHEHUS NapaMeTpoB
NPUYUHBI UMM ee yaaneHns Haxmuite B paboden obnactm CTpaHuubl Ha CTPOKY C €ro
HanmeHoBaHneM. OTkpoeTcsa okHOo MpuynHa npoxoaa He No rpaduky:

MNpuumHa npoxoga He no rpagMky .

CoxpaHMTh OTMEeHHTL

3. B OTKpbIBLUEMCA OKHE BBeOUTE Ha3BaHUE NPUYNHDbI.

4. Ona pobaBneHusi NpuUYUHbI M Nepedavn M3MEHEHHbIX NapameTpoB B TEPMUHAN HaXMuUTe
kHonKy CoxpaHuTb. OkHO MNMpuyunHa npoxoaa He no rpacduky dyaeTt 3akpbITo.
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5. Ons Bbixoga u3 okHa lMpuumHa npoxoga He no rpaduky 6e3 coxpaHeHus Vl3l\tjeHMl7l
HaXXMUTEe KHONKY OTMeHUTb. Takke 3aKpblTb OKHO MOXHO npu nomoLum kHornkn Close .

6. [Ons yoaneHus npuumHbl U3 Cnucka Haxkmute B pabodert obnactn CcTpaHuLbl Ha CTPOKY C ee
HauMeHoBaHMeM, oTkpoeTcs okHO lMpuyumHa npoxoga He no rpacdpmky. Haxmute KHOMKY

Ypanutb. OkHo lMpuynHa npoxopa He no rpacdpuky 6ygeTt 3akpbiTO, BbibpaHHasd npuynHa
Oynet yoanena.

3.6.2 A3bIk gncnnes

[nsa HacTponkn a3blka gucnnes BbINOMHUTE crnefyoume AencTBug:

1. Hactponkn -> TepmuHan YPB > Asbik gucnnena. OTkpoeTcs cTpaHuua ¢ pabouen
obnacTbto crnegytowero Buga:

Azbik

aucnnen: PyCCKMKA v

CoxpaHuTh

2. B OTKpbIBLUEMCS OKHE C MOMOLLIbIO BbiNafaloLLero cnvucka Bbibepute a3bIk AUcCnes.

3. HaxmuTe kHonKy CoxpaHuTb. I3MeHeHHble NapaMeTpbl ByayT nepeaaHbl B TepMUHarn.
3.6.3 Bxoa/Bbixop
[lna HacTPONKM NapaMeTpoB BXOAO0B U BbIXOA0B:

1. Haxmute nocnegosatenbHo B MeHio Web-nHtepdgenca: Hactponkn -> TepmuHan YPB >
Bxopa/Bbixoa. OTkpoeTcs cTpaHuua ¢ paboyen obnacTtbio cnegytowero suaa:

BpemMeHHaR
30HA z
EXoga:

BpemeHHaR
30Ha 1
EbIX0AaA:

CoxpaHuTe

2. B oTkpbiBwemcs OkHe Onsi napameTpoB BpemeHHas 30Ha Bxoga 1 BpemeHHas 30Ha
BbIXxoAa C nepeknoyaTtens Boibepnte HoMep BPEMEHHOWN 30HbI.

3. HaxmuTe kHomnky CoxpaHuUTb. VI3MeHeHHble napameTpbl OyayT nepeaaHsl B TepMUHar.

4. KOHOUT'YPALIUA

41 LWa6noH KoHdUurypaumm TepmmHana
i BHumaHue!

Mpn o6HOBNEHUN KOHdMrypauum no wabnoHy npoucxogut cbpoc npenbigyLuen
KOHGUrypauum TepMmmHana K npeaycMOTPeHHbIM ANg AaHHOro wabnoHa napameTtpam “no
ymonyaHuio”. Mpn 3TOM CNUCOK 3arpykeHHbIX WOEHTUUKATOPOB KapT OOCTyNa, a Takke
CBSI3aHHblE C HUMU JaHHble NONb3oBaTeNewn, Npasa 1 NapamMmeTpbl 4OCTYNa COXPaHAKTCS.

Ona tepmnHana PERCo-CR 11 poctynHo ABa wabnoHa KoHUrypauum:
e bBurnometpuyeckun cuntoiBaTenb + cuntoiBaTtens HID/EMM;
e BuomeTpuyeckum cuutbiBaTens + cuntbiBatennb Mifare.

[nsa nameHeHna KoHUrypauum tepmmHana:

1. Haxmute nocneposatensHo B MeHio Web-uHTtepdenica: KoHdumrypaumsa—-> LLabnoH.
OTkpoeTcs cTpaHuua ¢ paboyen obnacTtbio cnegyroLlero suaa:
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WaGnoH

BHOMETPHYECKWIA CHUMTBLIBATENb + CYWTLIBATENML HID/EMM

BMOMETPHYECKWIA CYMTHLIBATENb + CYATLIBATENL Mifare

2. B pabouen obnactn crtpaHuubl Bblbepute HeobxoOuMmbli BapuaHT KoHdurypauumn. CmeHa
wabnoHa KoHdurypauumn moxeT 3aHMMaTb 40 30 CekyHA.

4.2 HacTtpouka napameTpoB pecypcoB TepMuHana
4.2.1 Tepmunan YPB

[na HacTponkn napameTpos UNY:

1. HaxmuTte nocneposatensHo B MeHo Web-uHtepdpeiica: KoHndurypauma - PepgaktupoBatb
- TepmuHan YPB. OTkpoeTcs cTpaHuua ¢ paboyen obnacTbio criegyroLero snaa:

Homep Tun MY

1 NMKCOH

2. [ns uamMeHeHusi NnapameTpoOB HAXXMUTE Ha CTPOKY C HaumeHoBaHneM. OTKPOETCS HOBOE OKHO:

HcnonHHTeALHOR YETPOHCTDO u
| O6wxK gocTyn | AocTyn NO HANPABAESHHE -

JAWMTA OT NEPeSAMM HaDT

(anTHRacC): res "
Me pcoHanuIalHAz
BpemMAa oxHOAHHA OT CEpBEEPA; S000

Bpema oTobpameHna 3

CoXpaHHTe UTMEHHTE

3. B oTkpbiBlueMcS OKHe Ha Bknagkax O6wuiM goctyn M [locTyn no HanpaBrieHUio
npounsBeauTe HEOOXOAMMbIE U3MEHEHUSI NapaMeTpOB.

4. Haxmute kHonky CoxpaHutb. OkHO OydeT 3akpblTO, WM3MEHEHHble napameTpbl OyayT
nepenaHbl B TEpMyHarn.

5. [ns Bbixoga 6e3 coxpaHeHUsi BHECEHHbIX M3MEHEHUIA HAXKMUTE KHOMKY OTMEHUTb Ui KHOMKY
Close .
4.2.2 CuuTtbiBaTenu

[lnsa HacTponkn napameTpoB CUMTLIBATENS:

1. Haxxmute nocneposatenbHo B MeHo Web-uHtepdeinca: KoHdurypauma - PepaktupoBaTtb
- CuutbiBaTenu. OTKpoeTcs cTpaHuua ¢ paboyen obnacTbio cnegyrowlero suaa:

Jdo6aBHTb
WuTepcenc Nopt
Homep CBRIN HOOK IO EHHA Hny Hanpaenexwe
1 rs232 1 1 1
2 morpho 2 1 1
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2. na pobaBneHusa cunTbiBaTeNa HaXXmuTe KHonky [lo6aBuTb, 4Ns N3MEHEHUA napameTpoB Unu
yOaneHnss cuutbiBaTenss HaxmuTe B paboven obnactu cTpaHuubl Ha CTPOKYy C  ero
HanmeHoBaHueM. OTKpoeTcHa OkHO CunTbiBaTenb:

Homep: 2 b
HuTepdenc caran:  Morpho v
MNopr nogrnwyeHus: 1 v
HenonKuTeNRHOE o
YETROMETBO:
Hanpasnenwe: | L
Morpho
MNonoxeHne ceHcopa: v
EBepoATHOCTE
HECAHHLUHOHHPOBAHHOrD ¥
ﬂ.ﬂl‘l‘y‘{l{l.‘
DopMaT OTNEYATHA: L
¥oanuTh CoxpavMTe OTMEHMTE

3. B oTKpbIBLLUEMCS OKHE Mpoun3BeanTe Heobxoanmble N3MEHEHNs MapaMeTpoB:

B napameTpe Homep 3agaétcs Homep obaBNSeMoro cunTbiBaTens;

B napameTpe UHTepdenc cBA3n 3agaétcs nHTepdenc unm Tun CHUTbIBaTens;

B napameTtpe MopT nogkno4veHus 3agaetca nopT BbiOpaHHOro nHTepdenca unu agpec
Ha wuHe (RS-485 / Wiegand);

B napameTpe MWcnonHuTtenbHoe YCTPOUCTBO 3agaeTtca Homep WY, K KOTOpomy
NpVBA3bIBAETCS CYMTbIBATEND;

B napameTtpe HanpaBneHue 3apaetca HanpasneHve WY, K KOTOpoMy npuBHA3bIBaeTCS
cuuTbiBaTeEnb;

Morpho

B NapameTpe lNMonoxeHne ceHcopa 3a4aeTcs MNosiIoKeHne, B KOTOPOM cuuTbiBaTens byaet
NPOM3BOANTE MAEHTUDMKALMIO N BepUUKaLMIo ANs nanbua ¢ Y4ETOM ero BO3MOXHOIro
pas3BopoTa;

B napameTpe BepoATHOCTb HECaHKLMOHUPOBAHHOIO AOMNYyCKa 3a4aeTcsl BEPOSAITHOCTb
HEeCaHKLMOHMPOBAHHOIO Jonycka (owmnbka nepBoro poga), BblpaeHHOEe B MpOLEeHTax
4YUCIIO JOMNYCKOB CUCTEMOW HEABTOPU3OBAHHbIX NNLL;

B NapameTpe dopmaT oTneyvaTka 3agaeTcs oopmMaT OTneyaTKoB.

Trassir

B napameTpe SSL 3agaeTcsa BknodeHne WM poBaHua obmMeHa ¢ cepepom Trassir.

B NnapameTpe Aapec 3agaeTcs cTpoka ¢ IP-agpecom cepBepa Trassir.

B napameTpe MNMopT 3agaetcs Homep nopta cepsepa Trassir.

B NnapameTpe Maponb 3agaeTtcd naposib 4nsg aBTopm3aumm Ha cepeepe Trassir.

B napametpe lMonoca ABwXeHus 3agaeTcd HOMEpP MOMOoChbl ABWKEHUS ANS LaHHOro
HanpasneHuna NY;

B NnapameTpe Kanan 3agaetcs ctpoka ¢ ID kaHana cepsepa Trassir.

4. Insa poGaBneHnss cuuTbiBaTeENd C Ha3HAYeHHbIM HOMEPOM W nepefavv  M3MEHEHHbIX
napamMeTpoB B TEPMUHAN HaXMUTE KHOMKy CoxpaHuTb. OkHO CunTbiBaTenb OydeT 3aKpbiTo.

5. ,D,J'IH BbiXo4da U3 OKHa CuntbiBaTenb 6e3 COXpaHeHunA M3MEHEHUIN HaXMUTE KHOMKY OTMeHunTb.

Takke 3aKpbITb OKHO MOXHO Npu nomoLum kHomnku Close D
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6. [1na yoaneHusa cuuTbiBaTENSA U3 CAMCKa HaxXMuTe B paboden obnacTu CTpaHuubl Ha CTPOKY C

€ero HaumeHoOBaHWeM, OTKpOeTCs OKHO CuuTbiBaTenb. HaxmuTte kHomky YaanuTtb. OKHO
CuntbiBaTenb OyaeT 3akpbiTO, cunTbiBaTENb OYOET yaaneH.

| BHumaHue!

— I'Ipvl HeO6XOﬂ,VIMOCTI/I BO3BPATUTLCA K 3aBOACKMM YCTaHOBKaM MO YMOJIHaHUKO MOXHO,

nepesarpysums WabnoH koHdurypauum (cm. n.4.1).

423 PUNbLTPbLI COOLITUN

[lns HacTporikn UnbTPOB COOLITUI BLINOMHUTE CrieayloLmne OeNCTBUS:

1.

3.
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HaxmuTe nocnepnosatensHo B MeHto Web-nHtepdeiica: Kondurypauua > PepaktupoBaTtb
- ®unbTpbl cobbiTun. OTKpPoeTCs cTpaHuua ¢ paboyen obracTblo cnegyoLlero Bmaa:

AoBaBHTe

Homep KaTeropuA Kog Wy Hanpaenexue CoXpaHeHne

[aHHBie OTCYTCTBYIOT

[ns no6aeneHus HOBoro UnbTpa HaXMUTe KHoMkKy [lo6aBUTb, AN U3MEHEHUsI NapamMeTPOB
unu ypaneHust cunbTpa HaxmuTe B pabodent obnactu CTpaHuubl Ha CTPOKY C €ro
HaumeHoBaHeM. OTKPOEeTCS OKHO PUNbTP:

Homep: 1 v
Kateropua: foctyn no mgedHtudmxaTopy L
Kog: [MMpoxog "

HMenoAHHTeNBHOR
YCTPOHCTBO:

CoXpaHMTE OTMEHHTE

B oTkpbIBLLIEMCS OKHE Npou3BeauTe HEOOXOAMMbIE U3MEHEHNSI NapamMeTpOoB:

B napameTpe Homep 3agaetcs Homep unbTtpa (0T 1 go 20);

B napameTpe KaTteropus 3agaetca kaTeropumio codbiTus;

B napameTpe Koa 3apgaetcs kog cobbITus;

B napameTpe UcnonHuTenbHoe yCTPOMUCTBO 3agaeTcss Homep MY, kK KoTopoMy NpuBsi3aH

cunTbIBaTEND;

B napameTpe HanpaBneHue 3apaetcsa HanpasrneHve WY, K KOTOpoMy nNpuBSA3bIBaeTCS

cunTbIBaTEND;

B napameTpe [locTyn 3agaeTcsi BannaHOCTb NONb30BaTenNs: 3anpeLeH Unmn NnpocpoyeH;

B NapameTpe Monb3oBaTenb 3agaeTcd TUM Nonb3oBaTens: nocetutens / cotpyaHuk / TC;

B napameTpe TpeBOXHOCTb 3a4aeTCHA TPEBOXHOCTb: A UMW HET;

B napametpe HapyweHue BpemeHM u HapyweHue mecTononoxeHuUa 3agaeTcs

BO3MOXXHOCTb HapyLLUEHUS BPEMEHWN NN MECTOMOSOXEHMS: Oa UMW HET;

e B napameTpe HapyweHue wuaeHTUdMKaUMM 3agaeTca  NpUYMHA  HapyLUEHWSs
naeHTUdUKaUuKn: HeT kapTbl / HET nanbua / He Ta kapTa / HEeM3BEeCTHbI naney / HeT
oTne4yaTkoB nonb3oBartens B B/;

e B napametpe MNMoaTBepxaeHue 3agaetca cnocod noaTBepXaeHus: oguHapHoe / ABonHoe /
HapyweHue-HeT UID / HapyweHue-HenpasunbHbii UID / ABOMHOE C HapylleHnemMm — HeT
UID / pBoviHOe C HapyweHueM — HenpasunbHbii UID / HapyweHne — B3nom / 3anpet
komanpon MNAay;

e B napameTtpe Bepudukauua 3zagaetcs Bepudmkaums: noaTBepKaeHMe / 0TKa3 CYeTYMK
npoxogoB / oTka3 MNAY / otkas BBY / otka3 MO / TanmayT Bepudumkauumm / HET OTBETA
cYéTumk npoxona / Het otBeTa MAY / HeT oTBeTa BBY / HeT otBeTa 1O / HapyweHne —
B3/10M;
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e B napameTpe CoxpaHATb 3a4aeTcs BO3MOXHOCTb coxpaHeHusi B B[] cobbitus, ecrnv oHo
npoxoamt u4epes ¢unbTp (coBnageHWe BCEX YCTAHOBMEHHbLIX MNonen dunetpa C
COOTBETCTBYIOLWMMM MONAMM B cOObITUM (ecnu  Kakoe-nubo none B uUNbTpe He
YCT@HOBMEHO, TO CpaBHEHMsI MO Hemy He npousBoauTcs)). Ecnm B none "CoxpaHaTb"
ycTaHoBUTb "Aa", T0 Takoe cobbiTne Oyaet coxpaHeHo B B[], B NpOTMBHOM criyyae He
Oyner.

4. [ns coxpaHeHus punbTpa HaxxmMuTe KHoMNKy CoxpaHuTb. OkHO PunbTp OyOeT 3aKkpbITO.
5. [ns Bbixoga u3 okHa PunbTp 03 COXpPaHEHUs U3MEHEHUA HaXMUTE KHOMKY OTMeHUTb.
Takke 3aKpblTb OKHO MOXHO npu nomoLum kHornkn Close D

[Ona yoaneHns unbTpa U3 cnucka HaxmuTe B paboyer obrnactm cTpaHuubl HA CTPOKY C €ro
HaMMEHOBaHNEM, OTKPOETCS OKHO PunbTp. Haxmute kHonky Ypanutb. OkHO ®dunbtp Oyger
3aKpbITO, BbIOpPaHHbIN hunbTp ByaeT yaaneH.

5. O®OOPMJIEHUE OOCTYIMNA

5.1 BpeMeHHble KputTepum

511 BpeMeHHbIe 30HbI
EcTb ABe npeponpenenéHHble BpeMeHHble 30HbI - Ne1 - «Hukorga» n Ne2 - «Bcerga».
[lnsa HacTponkn BpeMeHHbIX 30H BbIMOMHUTE creaylowme encTaBus:

1. Haxmute nocneposatenbHo B MeHo Web-nHtepderica: loctyn > BpemeHHble Kputepumn
- BpemeHHble 30HbI. OTKpoeTcsa cTpaHuua ¢ paboden obnacTbio cnegytowero Bmaa:

AobaenTh
Homep MepWog gerAcTEHA
30HBI
1 Hukorga
2 Bcerna
3 00:10-01:40
3 01:50-03:30
519 03:20-20:25
521 00:10-01:40
521 01:50 - 03:30
522 00:10-01:40
522 01:50 - 03:30

2. [Ons pobaBneHust HOBOM BPEMEHHOW 30HbI HaXmuTe KHomnky [lo6aBuTb, ONS M3MEHEHUs
napameTpoB BPEMEHHOW 30HbI UK €€ yaaneHus HaxkmuTe B paboyen o6nacty cTpaHuubl Ha
CTPOKY C ee HanmeHoBaHnem. OTKpoeTCcs OKHO BpeMeHHble 30HbI:

HOMED 30HE: 3
Havano nepuoga: 0 Bt
OpoHYaHWE NepHoga: 23 =

CoxpaHHTR OTMEHHTE

3. B OTKpbIBLUEMCSI OKHE MPOV3BEANTE HEOOXOAVMMbIE U3MEHEHUSI MAPaMETPOB:
e B napameTpe Homep 30HbI 3a4aeTcs NOPSAKOBbIA HOMEP BPEMEHHOW 30HbI;
e B MapameTpe B NapameTpe Hauano nepuopa 3agaetcs gata Hadyana nepuoaa;
e B napameTpe OkoOHYaHUe Nepuoaa 3afaeTcs KOHel nepuoaa.
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4.

5.

[na coxpaHeHusi BPEMEHHOW 30HbLI U Nepegayn napameTpoB B TEPMUHAN HaXMUTE KHOMKY
CoxpaHutb. OkHO BpemeHHble 30HbI OyaeT 3aKpbITO.

[ns Bbixoga 13 okHa BpemeHHble 30Hbl 6e3 CoXpaHeHUs! U3MEHEHWUN HaXKMUTE KHOMKY
OTMeHUTb. Takke 3aKpbITb OKHO MOXHO Mpu nomoLum kHonku Close D

[Ons ypaneHust BpEMEHHOW 30HbI M3 CMUCKa HaxXmuTe B paboden obractm cTpaHuubl Ha
CTPOKYy C €ee HaMMeHOBaHWEM, OTKPOEeTCS OKHO BpeMeHHble 30Hbl. Haxmute KHOMKy
Ypanutb. OkHO BpemeHHble 30HblI OyaeT 3akpbiTo, BblOpaHHasi BpeMeHHas 30Ha OyaeTt
yaanexa.

5.1.2 Mpa3gHnyYHbIe OHK
,D,J'IFI HaCTpOVIKM npa3gHN4YHbIX ,D,HeVI BbIMOJTHUTE creayLuine ﬂeﬁCTBMHZ

1.

2.

28

HaxmuTte nocnegosatensHo B MmeHo Web-nHtepdenca: [loctyn > BpeMeHHble Kputepum
- Mpa3gHuyHbie aHn. OTKpoeTca cTpaHuua ¢ paboyen obnacTblo cneaytoLlero Buaa:

JoSagHTe
Oara Twn

010172018 1
020172018 1

0301/2018 1
L0 72018 1
0T 2016 1
105018 1
0412018 1
Qa3 2018 1
09052018 1
1200672018 1
202018 1
JN22018 1

[Ons gobaBneHus HOBOro MpPasgHUYHONO OHSA HaXMuTe KHoOMKy [lo6aBwuTb, ANS W3MEHEHMS
napameTpoB NPas3AHMYHOrO AHS UMW ero yaaneHus HaxmuTte B paboyen obnactu cTpaHuubl
Ha CTPOKY C ero HammeHoBaHneMm. OTkpoeTcsi okHO Mpa3gHUYHbIE OHU:

MpazgHuyHBIE AHKH '

Su Mo Tu We Th Fr 3a
1
ﬂara: 2 3 4 5 =} T B
2| 10| 11 124 13| 14 15
16| 17 18 190 20 21 22
23| 24 25 26| A7) 28 29
30 3
Tun: 1 T
CoxpaHHTe OTMEHHTE

B OTKPbIBLLUEMCA OKHE Bbl6epI/ITe naty un Tun npa3gHuka.

[Ona coxpaHeHWss M3MEHEeHUn W nepedayn napaMeTpoB B TEPMMHAN HaXMUTE KHOMKY
CoxpaHutb. OkHO Mpa3gHu4YHbIe AHKU OyaeT 3aKpbITo.

Ons Bbixoga u3 okHa MpasgHUYHbIEe AHU 6e3 COXpaHEHUSI U3MEHEHUN HaXXMUTE KHOMKY
OTMeHUTb. Takke 3aKpbiTb OKHO MOXHO Npwu nomoLun kHorku Close D
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6. [ns yganeHusa npasgHUMYHOrO OHS U3 CnMcKa HaxmuTe B paboden obnactu CTpaHuubl Ha
CTPOKYy C €ro HaMmeHoBaHWeM, OTKpoeTcs OkHO [lpa3gHu4Hble AHWU. HaxmuTe KHOMKy
Ypanutb. OkHo MNMpa3gHuyHble gHKM OyOeT 3akpbiTO, BbIOpaHHbIN AeHb ByaeT yaaneH.

51.3 HepenbHble rpacduku
,D,J'IFI HaCTpOVIKM npa3gHN4YHbIX p,HeVI BbIMOJTHUTE creaywLwine p,eIZCTBMHZ

1. HaxmuTte nocneposatenbHo B MeHo Web-nHtepdeiica: loctyn > BpemeHHble Kputepumn
- HepenbHbin rpacmk. OTKpoeTca cTpaHuua ¢ paboyern obnacTtbio cregyroLwero suaa:

Jo6aeuTb

Homep rpadpmka OeHe BpeMeHHasA 30Ha

1 MoHefenbHHE 1
1 BTOpHUK 1
1 Cpega 1
1 YeTeepr 1
1 MATHWHLA 1
1 CyogoTa 1
1 BockpeceHke 1
1 MpasgHug 1 1
1 Mpa3sgHug 2 1
1 MNpasgHug 3 1
1 Mpa3gHug 4 1
1 MpasnHug 5 1
1 MpasgHue 6 1
1 MpasgHue 7 1
1 Mpa3gHug 8 1
2. D,J'IFI p,06aBJ'IeHI/IFI HOBOIo HeaeribHOoro rpachKa HaXMUTE KHOMMKY D,OGaBVITb, ana nAMmeHeHuaA

napameTpoB rpaduka unu ero yganeHmsi HaxmuTe B paboyen ob6nacTn CTpaHuLbl Ha CTPOKY C
ero HammeHoBaHuem. OTkpoeTca okHO HegenbHbIN rpacdmk:

HepgeneHein rpaduie -

Homep
rpacHKa:

Adexs: [loHegensHHE v

BpemeHHan
I0HAZ .

CoXpaHHTe OTMEHMTE

3. B oTKpbiBWEMCS OKHE Npon3BeanTe HEOOXOANMbIE N3MEHEHWS NAapaMETPOB:
e B napameTpe Homep rpachuka 3agaet Homep rpaduka;
e B napameTpe [leHb 3agaeT AeHb Heaenw;
e B napameTpe BpemeHHas 30Ha no3BonseT BbIOpaTb HOMEP BPEMEHHOWN 30HbI.

4. [na coxpaHeHUs W3MEHEHUM W nepedayn napamMeTpoB B TEPMUHAN HaXMUTE KHOMKY
CoxpaHutb. OkHO HepenbHbIN rpadumk OygeT 3akpbITo.

5. Ons Bbixoga M3 okHa HepenbHbINM rpadmk 6€3 COXpaHEHUsI N3BMEHEHUN HaXMUTE KHOMKY
OTMeHUTb. Takke 3aKpbITb OKHO MOXXHO NpY NomMoLLm kHonku Close D

6. [Ons yoaneHusa HegenbHOro rpadvka 13 cnvcka HaxxmuTe B paboyvern obnactm cTpaHuubl Ha
CTPOKY C €ero HaummMeHOBaHMEM, OTKpoeTcs OkHO HepenbHbIn rpaduk. Haxmute KHOMKY

29



PyKOBOﬂCTBO norib3oBatesid

Yaanutb. OkHo HepenbHbIn rpadmk OyaeTt 3akpbiTo, BbIOpaHHbIV HefenbHbIn rpaduk 6yaet
yOaneH.

5.1.4 CKonb3Awunmn nogHeBHOM rpadmk

[nsa HacTponkn ckonb3sLwero NogHEBHOro rpaduka BbINOSIHUTE criegyolmne OeNCTBUS:

1. Haxmute nocnepoBatensHo B MeHw Web-uHTepdenca: [Hdoctyn —> BpemeHHble
Kputepun->Ckonb3awmnm nopgHeBHon. OTkpoeTcss CTpaHuua ¢ paboden obGnacTbio
cnegyoulero Bmaa:

JoBaguTe

HoMmep

rpagmia HéHe EpeMEHHAA I0H3

1 1 1

2. [Ons pobaBneHnsi HOBOrO CKOJb3SLLEro NOgHEBHOro rpadmnka Haxmmte KHOMKy JobaBUTb,
ONS U3MEHEeHWsi napameTpoB rpaduka unuv ero yaaneHuss Haxmuite B pabouven obnactu
CTpaHuLbl Ha CTPOKY C ero HammeHoBaHneM. OTKpoeTCcs OKHO CKOMNMb3ALWMUNA NOAHEBHOMN:

CHONBIAWMH NOGHEBHOMH -

Homep
rpacmKa:

Ha4ano: 27/12/2018

AdeHs: 1

EpemeHHan
JOHA:

LoXpaHHTL UTMEHHTE

3. B oTKpbiBLIEMCSI OKHE Npon3BeanTe HEOOBXOANMbIE N3MEHEHMS NApaMeTPOB:

B napameTtpe Homep rpacdmka 3agaetca Homep rpaduka;

B NnapameTpe Havyano 3agaetcsa fata Hadana OencTBus rpaduka;

B napameTpe AeHb 3a0aeTcs KONMYeCcTBO AHEN AN AaHHOMO rpadmka;

B napameTpe BpemMeHHas 30Ha 3agaeTcd HOMep BPEMEHHOW 30Hbl ANs BbIbpaHHOro AHA

rpaduka.

4. [na coxpaHeHWss M3MEHEHWA W nepejayn napaMeTpoB B TEPMUHAN HaXMUTE KHOMKY
CoxpaHuTtb. OkHO CKONb3ALWMK NOAHEBHOW OyaeT 3aKpbITO.

5. Ons Bbixoga u3 okHa CKONb3AWMMA NOOHEBHOW 0e3 COXPaHEHUS W3MEHEHUA HaXMUTE
KHOMKY OTMEeHUTb. Takke 3aKpbiTb OKHO MOXHO Npu nomoLum kHonku Close D

6. [nsa yganeHus CKonb3sWero nogHeBHOro rpadmka M3 cnmcka Haxmute B paboyen obnactum
CTpaHuUbl Ha CTPOKY C €ro HaMMeHoBaHMEM, OTKPOETCS OKHO CKOMb3AWMWMA NOAHEBHOMN.
Haxmute kHonky Yaanutb. OkHO CKoOnb3AWMNA nogHeBHOW OyaeT 3aKpbiTO, BblOpaHHbIV
rpacouk bygeT yoaneH.

5.1.5 CKonb3sAwWunn noHeaenbHbIN rpadmk
[nsa HacTponkn ckonb3sLero NoHeAenbLHOro rpadorka BbIiNOMHUTE Ccreayrowme enCcTBus:

1. Haxmwute nocneposatensHO B MeHo Web-uHTtepdeinca: floctyn -> BpeMeHHble KpuTepuun
- CKonb3Awmn noHeaenbHbIN. OTKpoeTCs cTpaHuua ¢ pabodenn obnacTbio crnegylowero
BMaa:
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AoGapkTe
Homep HegenbHbIA
S Hegenn rpaH
1 1 1

2. [Ona poGaeneHns HOBOrO CKONMb3SILLEro NoHeaenbHOro rpaduka HaxmuTte kHonky [lo6aBUTb,
ONS U3MEHEeHWsi napameTpoB rpaduka unv ero yaaneHuss Haxmuite B paboden obnactm
CTpaHWLbl Ha CTPOKY C ero HammeHoBaHneM. OTkpoeTcst OKHO CKOMb3AWMWN NOHeAeNbHbIN:

CHONLIAWMWH NOHeQeALHEH

Homep i -
rpadhsKa;

Havgano: 277127018
Hegens: |

HegensHbIA :
rpadpiin:

COXPaAMHTE OTMEHHTE

3. B oTkpbIBLLEMCH OKHE NMpoM3BegMTE HEODXOAUMbIE M3BMEHEHNS NapaMeTpOB:
¢ B napameTpe Homep rpacuka sagaetcs Homep rpaduka;
e B napameTtpe Ha4yano 3agaetca gaty Hadana AercTBus rpaduka;
e B napameTtpe Hepgens 3apgaeTtcs Konu4ecTBo Heaenb ANs 4aHHOTO rpaduka;
¢ B napameTpe HepenbHbIN rpadmk 3agaetcd HOMEP BPEMEHHbIX KpUTEPUEB HEAENBHOrO
rpacpuka ans BolopaHHOM Hegenu.

4. [Ona coxpaHeHua W3MEeHeHUMM W nepefadn napameTpoB B TepMUHAN HaXMUTE KHOMKY
CoxpaHutb. OkHO CKONb3ALWMIN NOHeAeNbHbIN OyAeT 3aKpbITO.

5. [Ona Bbixoga u3 okHa CKONMb3AWMWW NoOHedenbHbIN 6€3 COXpaAHEHNA N3MEHEHUN HaXMUTE
KHOMKY OTMeHUTb. Takke 3aKpbiTb OKHO MOXHO npu nomoLun kHorkn Close D

6. [Onsa yoaneHus ckonb3Awero NoHeAenbHOro rpaduka u3 cnucka Haxmurte B paboyven obnactu
CTpaHUUbl Ha CTPOKY C ero HauMeHoBaHMeM, OTKPOeTCs OKHO CKOMb3AWMUN NoHeAeNbHbIN.
Haxmute kHonky Yaanutb. OkHO CKONb3AWMN NoHeaAenbHbIN OyaeT 3aKpbiTO, BbIOpaHHbIN
CKOMb3SLWMNIN NOHeAerNbHbIN rpaduk byaeT yaaneH.

5.2 TlMonb3oBatenu

[nsa HacTponkn nHdopmaumm 0 NoNb3oBaTeNsax BbINOSHATE cregyowmne 4eNCcTBuUS:

1. Haxmwute nocneposatensHo B MeHw Web-uHtepdpeinnca: Ooctyn -> [lonb3oBaTtenw.
OTkpoeTcs cTpaHuua ¢ paboyen obnacTblo cnegyoLwero Bmaa:

JdoSaenTe COHpoCHTE aMTHAACEK
AWKy HT Ll ]
128 Hyroa 1 M
125 NoceTrTes C. O
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2. [Ona pobGaBneHuMsi HOBOrO Mnosib3oBaTensd HaxmuTe KHoMky [ob6aBwuTb, AN WN3MEHEeHUs
WHpopMaumm o nonb3oBaTene unu ero yaaneHusa Bblbepute HeobXoaNMMOro nonb3oBaTens B
paboyen obnacTtu ctpaHuubl. OTkpoeTcs okHO Monb3oBaTenb:

il | -.-.--:u-*-.-ll -

HefhinSyhfinsed S8

D& mdtndp | Dfujivk mpass

AHRDYET Wi 1D T AT

BHD:  Asswcangpos £, A

o AT CompaniTe TR T

3. B oTkpbiBlEMCS OkHe Ha Bkragkax OcHoBHoe, O6wue npaBa, MHaoMBMayanbHble npaBa
npounsBeanTe Heob6XxoaMMble N3MEHEHUS NapamMeTPOB.

4. C nomouwbto Bknagkn KapTbl BbiganiTe nonb3oBartento naeHtudukarop. [ns satoro:
BBoa naeHTucKaTopoB OT cYUThLIBaTenNs:

e [lpeabsaBute kapTy OOHOMY M3 CUMTbIBATENEW, BXOOALWMX B KOHMrypauumio TepmuHana.
OTkpoeTcst HoBoe OkHO BBOA KapThbl:

Homep Kaprs: 3543613

YRanHTe CoXpaHHTR OTMEHHTE

[na coxpaHeHua upeHTudumkatopa Haxmute kHonky CoxpaHutb. OkHo BBoa kapThbl
OyneT 3akpbITO, MaeHTUMKaTOpP KapTbl NOSBUTCS B paboyen obnactn cTpaHuubl.

BBoa naeHTUUKaTOpOB BPYUHYHO:

e B pabGouyen obnactu cTpaHuubl HaXmuTe kHOMKy BBoa Bpy4Hyr. OTKpoeTca okHO Beop

KapTbl:
Beon kapTei .

Homep KapTei: |1234

CoXpaHMTL OTMEHHTE

e B none Homep kapTbl BBeante naeHtudukatop kaptbl. Haxmute kHonky CoOXpaHUTb.
OkHo BBoa kapTbl OyaeT 3aKkpbiTO, MAEHTUMUKATOP KapTbl NosBUTCA B paboyen obnactu
CTpaHuUpbl.

Mpn HeobxogMMOCTM aHanornyHo fobaebTe Apyrne KapTol.

5. C nomouwpbto Bknagkm OTnevaTku NpucBOMTE NOMb3oBaTento oTnevaTku. [ns aToro:
o Haxmute «kHOMKy BKnMO4YMTL p[oGaBneHMe n nogHecuTe naney K CYMTbiBAKOLLEMY
YCTPOWCTBY.
e [Ina yoaneHusa Bcex OTneYaTkoB HaXmuTe KHOMKY YpaanuTb Bce. Bce otnedvatku 6ygyt
yaaneHbl U3 TepMmnHana.
e [Ina yananeHusa otneyaTkoB c KapTbl Mifare Haxmute Ounctutb Mifare n nogHecute kapty
K cumTbiBaTento. OTneyaTku ¢ kapTol OyayT yaaneHsol.
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o [lns 3anucm otnedvatkoB Ha kapty Mifare HaxmuTe 3anucatb Ha Mifare n nogHecute
KapTy kK cuntbiBaTento. Otnevatkmn n3 6a3sbl TepMmHana 6yayT 3anucaHbl Ha KapTy.

6. [ns coxpaHeHUs W3MEHEHUA W nepedayn napaMeTpoB B TEPMUHAN HaXMWUTE KHOMKY
CoxpaHuTb.

6. CObbITUA

[ns npocmoTpa XypHana cobblITUin pernctpalmm TepMmHana:

1. Haxmute B meHio Web-uHtepdenca: Cobbitua. OTkpoeTcsa cTpaHuua ¢ paboyen obnacTbto
cnepywoulero Buaa:

ONMCTHTE DuneTP
Oarta CobuiTHE
2912 2018 CramcTe CODMTHRA Ay A
123930 PErWCTRALEA
Nepooe FaH L Noasos

2. Tlo YMOIN4aHuto OTO6pa)KaPOTCFI BCe CO6bITI/IF|, XpaHAWwmnecda B namMdatTn TepMumHaa, rno 20
cobbITUIA Ha cTpaHuue. [ns nepemMelleHns no cTpaHuuam cnucka cobbiTU UCMNONb3ynuTe
KHOMKW, PacnofoXeHHbIE B HWXHEW 4acTu pabouen obnactn. Cobbitns B pabouen
obnacTtu cTpaHmubl oTobpaxkaroTcs B 00paTHOM XPOHOMOrM4YeCcKOM nopsake.

3. NmeeTca BO3MOXHOCTb BbIGOPKM B OTHET COObLITUIA NO KaTEropmsiMm U No BpemeHwu. [nga atoro
HaXXMUTE KHOMKY PUNBbTP, OTKPOETCA OKHO PUSBLTP:

-~

Hareropuwa: BubpaHo HaTeropHH: &

Hauano o, /01,2000 o (*l: o
AHanazoHa: -
Howey awanaszona: 31/12/2099 23 [ | 59
ran.'.u::l-u-.Tb OTMEBEHHTE

4. B packpbiBatowemcs cnucke Kateropus otmeTbTe hriakkamm Kateropum codbiTui, KoTopble
Heobxoaumo oTtobpaxaTtb B oTyeTe. [JoCTynHbI creayowme kKateropumn codblTui:
e [ocTtyn no naeHtudukaropy;
[ocTtyn 6e3 naeHTUPMKaToOpOB;
N3meHeHue coctosiHum O3;
MN3meHeHMe cocTOAAHUI BXoAo0B/ BbLIXOAOB;
PYyHKUMOHUPOBaHUE;
CepBuc.

5. C nomowbto nonen Hayano gananasoHa n KoHel Anana3oHa yCTaHOBUTE NEPUOA OTHETA.

6. Haxmute kHOnKy MpuMeHUTb ANd npuMeHeHus unbTpa, KHOMKy OTMEeHUTb A5 OTMEHbI
BHECEHHbIX B HErO M3MeHeHuin. OkHO PUNbTP 3aKPoeTCs, B OTYET ByayT BbiBEAEHbI COObITUSA
B COOTBETCTBUM C YCTaHOBKaMu punbTpa.

7. Ona ynaneHusa Bcex COObITUM M3 NaMATU TepMuHana HaxmuTe KHOMNKy paboyen obnactu
CTpaHuUpbl.

7. COCTOAHUE

[lna NnpocmMoTpa COCTOAHMS TepMMHanNa U COCTOSIHUA BCEX €ro pecypcoB HaxmuTe B MeHio Web-
nHTepdeiica: Coctosinme. OTKpoeTcs cTpaHuua ¢ paboyeri 06nacTbio cneayoLwero Buaa:
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8.

an
1.

9.

1.
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O6BekT CraTyc

Mcnonk30BHKME

NAND —

CeofoaHo Ha

ke 1720320k0

CEPBUC

11 0bCnyxMBaHUsa TepMyHana:

Haxmute B MeHio Web-nHtepdelica: CepBuc. OTkpoeTcsa cTpaHuua ¢ paboden obnactbio
cnepgywoulero Buaa:

NepeszarpyaMTe Yaanute Bce oTne4atiH 3 Morpho

CEHoBNEHHS
ECTPOSHHOTD BuiGepuTe ann | dain He BuGpaH

no:

O5HoBNEHME
HTTPS BuifepuTe bann | dann Me BuiGpan

Knk4a:

DOoHOEDE

AT An | Sann M H
H3oBpaReHHE: BriGepute qain | ©ain He Buibpa

,D,J'IFI nepes3arpy3km TepMmmHaria HaxXmMmte KHOIMKY I'Iepe3arpy3V|Tb.

Ona yoanenus Bcex oTnevaTtkoB u3 Morpho HaxmuTe KHOMKY YaanuTb BCe OTneYaTku U3
Morpho.

[Ona obHoBneHust BcTpoeHHoro MO TepMmHana (MPOLUMBKM) YKaXUTE C MOMOLLBI KHOMKM
BbiGepute cdarmn mMecTto pacnonoxeHus danna NpoLUMBKA U HAKMUTE KHOMKY 3arpy3uTb.
OGHOBNEHME NPOLUMBKM M KNOYa BCTyNnaeT B CUIy Nocne nepesarpyskv TepMmuHana.

Ona obHoBneHna HTTPS knioya ykaxuTe C MOMOLLbI KHOMKM Bbibepute dhamn mecto
pacnonoxeHus danna npownBKA U HaXMUTE KHOMKY 3arpy3uTb. HayHeT oTobpaxaTtbca
nporpecc 3arpysku canna, nepesarpy3nTb TepMUHAN MOXHO OyaeT TONbKO NOCe OKOHYaHUS
3arpysku.

[nsa 3arpy3ku hOHOBOro n3obpaxxeHns yKaxkute C NOMOLLbIO KHOMNKM BbibepuTe chann mecto
pacnonoxeHus anna n HaXKMUTE KHOMKY 3arpy3uTb.

OOBABNEHUE KUPUNNTUYECKOW (WINDOWS) KOOUPOBKM ANA
BPAY3EPA SAFARI HA MACBOOK

3anyctute TekcToBbIN pepaktop TextEdit, nanee Hactporku - OTKpbITUE U COXpaHeHue,
NMOSABUTCSA OKHO BMAA:
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Hacrporkm

Hosuiid fokyMmeHT = OTKpBITHE W COXPaHEHME ]

MNpw oTHPLITHUK dakna

"] MrHopuposate KOMaHas GopMaTHposana HTML

] Urnopuposate KoMakasl hopmaTHposadua RTF
MNpw coxpanveHuy danna

E ¥0anaTe peIepEHYID KONWIO haina

¥ NoBasnate pacwmpenue .txt K WMeHaM Hainos NPocToOro TeKcTa
ABTOMaTMYECKOR COXPAHEHME

ABTOMATHYECHOR COXPAHEHWE
MIMEHEHHEIX AOKYMEHTOR!

4}|
e

'L. Kamasie 30 cexkyHa,

Koauposka haMna npocToro TEKCTa

OTpeITHe dadnos: | Kupunnwyeckas (Mac OS) ?'
CoxpaneHmne Gainos: 8 Kunpunnwueckan (Mac O5) ?'
Bubop napaMeTpos coxpaHedna HTML-dalinos

Tun noKyMeHTa: 'L' HTML 4.01 Strict ?J'
CTunm: [ Embedded €55 ¥
Koauposka: | Unicode (UTF-8) 4]

W Coxpanats nycTee MecTa Ha CTpakWue

:i BepHyTb HACTPOWMKK NO YMONYAHWIO :‘

2. NameHnte napameTtp KogupoBka cpanna npoctoro tekcta B obeux ctpokax OTKpbITME
c¢dannos n CoxpaHeHue cannoB Ha Kupunnuyeckasa (Windows). [insa atoro:
e  HaXMuTe Ha CTpesnkKy Bblbopa B KOHLE CTPOKM — NOSIBUTCS OKHO Bblbopa:

r "

ABTOMATHYECKH
Unicode (UTF-16)
Unicode (UTF-8)
3anaaHoesponedcrkas (Mac 05 Roman)
JanaaHoesponedcrkas (Windows Latin 1)
AnoHckaa (Mac O5)
AnoHckaa (Shift JIS)
TpagruMoHHas KMTakckan (Mac O5)
Kopedckan (Mac OS5}

¥ Kupunnuwyeckas (Mac OS)
¥YnpoweHHaa kMTanckas (Mac OS)
KuTalckan (GB 18030)

HacTpoWTE CNMCOK KOAMPOBOK. ..

[ Fl

e Haxmute HacTpouTb CNMCOK KOAMPOBOK, B TMOSIBMBLUEMCHA OKHE OTMETbTe
Kupunnu4yeckasn (Windows):

8.0.6 HacTpoika CnMcKa KOAMPOBOK

OTMETETE KOAWPOEKK, KOTOPWE Bbl XOTHTE KCMOAL3OBATS.

] Pycekan (DOS)
E Eupunauyeckaa (Windows)

] Kuprnnuyeckan (KOIB-R) B

"] Desanrapu (Mac OS)
] Mypmyxi (Mac O5)

=

NyasapaTtn (Mac O5) -

( BubpaTe Bee :, :_ OUrCTHTE BCe CrangapTHeie _j

L
i

3. Job6aBneHne KOANPOBKM 3aBEPLLEHO.
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Call-ueHTp: 8-800-333-52-53 (6ecnnaTtHo)
Ten.: (812) 247-04-57

[MouToBbLIN agpec:
194021, Poccus, CankT-lNeTepOypr,
[MonunTtexHuyeckas ynuua, gom 4, kopnyc 2

TexHnyeckas nogaepxka:
Call-ueHTp: 8-800-775-37-05 (6ecnnaTHO)
Ten.: (812) 247-04-55

system@perco.ru - o Bonpocam o6CcnyXnBaHUs 3NEKTPOHUKM
cucteM 6e3onacHoCcTh

turniket@perco.ru - no Bonpocam o6Cny>XMBaHUsS TYPHUKETOB U
orpaxgeHum

locks@perco.ru - No Bornpocam o6Cny>KMBaHns 3amMKOB

soft@perco.ru - No BoONpocam TEXHUYECKON NOAAEPKKN
nporpamMmmHoro obecne4vyeHus

WWW.perco.ru

Kop. 29.05.2023
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