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PykoBoacTBo agMuHucTpartopa

1. BBepeHue

[aHHoe pykoBOACTBO cuctemMHoro agmuHucTpaTopa N0 « PERCo-S-20 "llikona"» (nanee —
pyKogodcmeo) npeaHasHa4yeHo Ansg agMUHUCTPATOPOB CUCTEMbI, @ TaKKe ANA CUCTEMHbIX
aAMUHUCTPATOPOB KOMMbIOTEPHbLIX CETEN U COTPYAHWMKOB CNyxX6 (nogpasgeneHunn) no
noggepXke nporpaMMHOro M annapaTtHoro obecnedeHus. B pykoBOACTBO BKIHOYEHDI
crnegyrowme onnucaHus:

HaCTpoWKa NoKaribHOW CETU U CETEBbLIX NapamMeTpoB KOHTponnepos u [NK cuctemsl;
MHCTanNAuMsa n nuueHsnposanue MO;

HacTpomnka napameTpoB paboTbl PpeCcypcoB CUCTEMbI (KOHTPOMNEPOB, CYNTbIBATENEMN,
Ny v aop.);

HaCTPOKKa paccCblfikn coobLLeHnI;

HaCTpOWKa cepBepa CUCTEMbI U cepBepa BUAEONOLCUCTEMbI, CO3LaHUS 1 yNpaBneHus

BO.

PykoBoACTBO [AOMKHO MCNONb30BaTbCA COBMECTHO C PYKOBOACTBAMW MoOrfb3oBaTeNs
ncnons3yembix mogynen 0.

lpumeyaHue:
oKcnnyaTauMoHHasa AOKYMeHTaumsa [AocTynHa Ha cante komnaHun PERCo,
PacnonoXXeHHOM no agpecy WWW.PErco.ru, B pasgene

NMopnepxka > [lokyMeHTauums.

MpuHATBIE B PYyKOBOACTBE COKpPALLEHUSA U YCIOBHbIE 0003HAYEHMS:
APM — aBTOMaTn3anpoBaHHoe paboyee MecTo;
B — 6a3a gaHHbIX,
Y — ncnonHutenbHoe yCTPOUCTBO;
O3 — oxpaHHas 30Ha curHanuaauum;
Orl1C — oxpaHHO-NoOXapHaa cMrHanmsaums;
OC - onepauunoHHas cuctema;
OLUC — oxpaHHbIN Wneng curHanmsaumm;
M3 — noxxapHas 30Ha curHanmsaumm;
MK — nepcoHarnbHbIN KOMMNLIOTEP;
MO — nporpammHoe obecneyeHmne;
MMKOIT — npnbop NpUEMHO-KOHTPOSbHbBIV OXPaHHO-NOXKaPHbIN;
MWC — noxapHbIn Wnend curHanmsaumm;
PK[ — pexxvm KOHTpons A4ocTyna;
Cb - cnyxb6a 6e3onacHocTy;
CKY[ — cuctema KOHTpONA 1 yrnpasneHnsa JOCTYMNOM;
CYB[ — cuctema ynpaBsneHus 6aszamun gaHHbIX;
WC — wnend curHanusauuu.


http://www.perco.ru/support/dokumentaciya/
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2. CocTaB cuctemMbl

Cucmema «PERCo-S-20 "LLIkona"» (nanee — cucmema) npegHasHadeHa ans obecnevyeHns
6e30nacHOCTM  LIKOMbl, MOBBbIWEHUS YPOBHSA KOHTPOMS OUCUMMAMHBI, a Takke
aBTOMaTmsauum obecneveHnsa y4yebHbIX NpoLEeCcCoB.

CTpykTypHas cxema CUCTEMbl MokKa3aHa Ha pUCYHKe Hwxe. Bce ycTponcTBa cuUCTEMb
paboTaloT B eaMHOM MHM(OPMaLUMOHHOW cpede nepedayvn OaHHbIX, peann3oBaHHOW Ha
ocHoBe ceTn Ethernet. Kaxgoe ycTponctBo cuctemsbl (KoHTponnep, MNK), nogknoyaemoe K
ceTn, OOIMKHO MMEeTb (pnKcupoBaHHbIN IP-agpec ans cBsasm n obMeHa gaHHbIMKU C OpYrMu
yCTpOMCTBaMu N cepBepaMmn CUCTEMBbI.

BHumaHue!

| Mms obecne4veHus MHGOPMaLMOHHOMN 6e3onacHocTu HaCToATENbHO
pekoMeHayeTCcs pasfefieHne CyLLeCcTBYOLLEN UNKU co3aHne OTOENbHOW NOoKanbHON
cetn Ethernet ona koHTponnepoB u cepBepoB cuctembl. lNpn atom [K c
ycTaHoBneHHbIMK Moaynsamu MO ansa APM MmoryT HaxoanTbCs B CETU NPEeAnpUaTUS.

B cocTaB cucTteMbl MOryT BXOAWTL CrieaytoLimne YCTPOMCTBa:

e KoHTponnepbl pgoctyna, peructpauumn, ATIl M 3NeKTpoHHble NpoxoAHble And
opraHusaunn HeobxoanMoro Konn4yecTasa Touek npoxoaa nogcuctemol CKY[, a takke
BruomeTpuyeckme KOHTPOneps.I.

e T[IMKOIT ansa koHTpons OWC v MNWC n opraHnsaumm nogemnctemol OlNC.

e OpauH MK ¢ yctaHoBRNeHHbIM cepBepomM cuctemsl 1 cepsep b (CYB) ons cosgaHns
n obecnyxusanmns B[ cuctembl. Hactponka cepsepa cuctembl n CYB[, a Takke
paboTa ¢ B[] ocyliecTBnsieTcss C NOMOLLbIO Moaynsa «LjeHmp ynpaerneHusi».

e Heobxogmumoe konunvectBo [1K c¢ ycTtaHoBneHHbiM 1O gna opradmsauun APM.
MonHoMouns Ha goctyn Kk pasgenam 1O BblgawTcs He3aBUCUMO. JTO NO3BOSISET
opraHusosatb APM uHOuBMAOyanbHO AN KaXxgoro onepartopa B COOTBETCTBUM C
BbINONMHAEMbIMU UM OOIMKHOCTHBIMU 00S13aHHOCTAMM.

e OauH unn Heckonbko [NK ¢ ycTaHOBNEHHbLIM CepBepoM BWUOEONOLACUCTEMbI ONH
3anncu, XpaHeHust 1 NpocMoTpa KagpoB C KaMep Buaeonoacuctembl. Hactporka
cepBepa BugeonoacucTeMbl U co3gaHve annoB BUAeOapxmBa OCYLLECTBIISETCH C
nomoupbto MO «LjeHmp ynpaeneHusi audeonodcucmemoli».

e |P-kamepbl (U1 aHanoroBble Kamepbl, NOAKNOYEHHbIE K IP-cepBepam).
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3. TpeboBaHUA K nepcoHany, annapaTtHbIM U NPOrpaMMHbIM
cpeacTBam
TpeboBaHus K nepcoHany

PykoBoAcTBO paccuuMTaHO Ha nonb3oBaTens, obrnagalwwero BbICOKMM  YPOBHEM
kBanudpukauum B obnactn UT n npakTu4eckumm 3HaHusamMu o6 yCTaHOBKE, HaCTPOWKE U
conpoBoXxaeHun npunoxenun B cpege OC cemenctea MS Windows, a Takke HacTponke u
ynpaBneHumM cuctemMamu, OCHOBaHHbIMWU Ha apXUTeKType "KnueHT-cepsep" B ceTaX Ha
ocHoBe npoTtokona TCP / IP.

Tpe6oBaHus K annapaTHbIM cpeacTBaMm

Onsa pabotbl cepBepoB u APM cuctembl Heobxogum [K, oTeBevawowmi crnegyrowmm
MUWHUMAanbHbLIM TEXHUYECKMM TPEBOBaAHUAM:
e [lpoueccop: Intel Core i3 (c YacToTOM He MmeHee 3.6 ['Ty). OnepatuBHaga namsaTb: 4 6.
e O6bem anckosoro npocTtpaHcTea: 500 6.
e BuoeokapTta n MOHUTOP C pa3spelleHnem He meHee 1920x1080 nukcenen.
e YctpounctBo uteHus DVD-guckoB (gns yctaHoBkn O ¢ guctpmbytmsHoro DVD-
ancka). Knasmatypa v MaHUnynaTop «MblLliby.
e CeTtb Ethernet. 10-BaseT, 100-BaseTX.

lpumeyaHue:

Cnucok nopgepxmBaembix cuctemon SMS-nposavgepoB ansa otnpaBku SMS-
coobuleHnn pasmelleH Ha cante komnaHum PERCo, no agpecy www.perco.ru, B
pasgene MmaBHasa > Noaaepxka > MNMO.

KonnyectBo kamep (B peXxume MOCTOSAHHOW 3anMcu) Ha OAWH cepBep onpenensertcs
CKOPOCTbIO 3aMnCKU Ha XEeCTKUM OUCK U napamMeTpamu BUOeO (paspelueHune, Kogek u T. A.).
Mpn pabote ¢ 06bI4HBIM HDD 1 npu ctabunbHom coegmHeHun no LAN pekomeHayeTtcs
ncrnonb3oBaTtb He 6onee 15 kamep Ha cepep. Mpn ncnonb3oBaHMK cneunann3npPoBaHHbIX
ansa 3anucn Bngeo HDD, obbeamHeHun mx B RAID-maccuBbl U getanbHOM HacCTpOWKe
KayecTBa BMOEO C KamMep MOXHO [OOMTbCA YyBENUYEHUS KONu4ecTBa Kamep,
nogaepXmBaeMbix O4HMM CEPBEPOM BULAEOMNOACUCTEMDI.

Ba)xHo: xecTkme Oucku ¢ nomeTkon "Archive" He npeagHasHavyeHbl Ang 3anucu BUOEeO C
Kamep.
TpeboBaHuA K NpOorpaMMHbIM CpeacTBam

Onsa pabotbl cepeepoB n APM cuctemsbl Ha K gormkHa ObiTb YCTaHOBMEHA NIMLEH3NOHHas
Bepcust OC cemenctsa Microsoft Windows.
e PekomeHgoBaHa k ucnons3osaHuo Bepcust OC Windows 7 Pro.
e BoamoxHo ucnonb3osaHne OC Windows 8.x, Windows 10, Windows Server 2003
SP2, 2008, 2008 R2, 2012, 2012 R2.
e Bo3moxHO, HO He pekomeHaoBaHO ncnonb3osaHuio OC Windows: XP SP3.

[na cepBepoB CUCTEMbI M BMAEOMNOACUCTEMBbI OOMYCTUMO MCMOMb30BaHWE 64-GUTHbIX
Bepcumn OC.


http://www.perco.ru/support/programmnoe-obespechenie/
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4. MNopanok NnoaroToBKU CUCTEMbI K paboTe

MNocne 3aBepLUeHus MOHTa>HbIX paboTt npuaep>XxmeBanTech cnegytoLen
nocrnegoBaTenbHOCTU OEUCTBUN NPU HACTPOMKE CUCTEMBbI:

1.

10.

11.

O3HakombTeCh C pa3paboTaHHON CTPYKTYPHOW CXEMOW CUCTEMBI, UCNOSIb30BAHHOW Npw
MoHTaxe. Onpegenute, Ha kakue MK BygeT yctaHoBNEH cepeep cuctemsl 1 cepsep b[,
cepBep Bugeonoacuctemsl u mogynm MO ansa opraHnsaumm APM.

Mpn HeobxoammocTn yctaHoBuTe n Hactponte DHCP-cepBep. na yCTaHOBKM MOXET
ncnonb3oBatbces MK ¢ OC cemenctea Windows vnn Linux.

B cooTteBeTcTBMM C TOMonorveM u Mapwpytusauumendn B NoKaribHOW CceTu npu
HeobxoauMOCTN 3MeHUTe ceTeBble HacTporkn K 1 KOHTPONIEpPOoB.

[MpoBepbTe cBa3b Mexay K cepBepa cuctemsbl, KoHTponnepamu, MK APM.

YcraHoute cootBeTcTBytowme MO Ha BbiGpaHHble TMK.

3anyctute «ljenmp ynpaeneHusi» Ha 1K c ycTaHOBMEHHbIM CEPBEPOM CUCTEMbI U

cosganTe HoByro Bl.

B cpok oo 30 gHen nocne Havana ucnonb3oBaHWUs CUCTEMbI NPUOBPETUTE NNLIEH3UID
Ha Mcnonb3yemble MoOynM W BBeOUTE K4 akTMBauMv Ha BKNagke YnpaBneHue
JNINLEH3UAMM.

3anyctnte  «KoHconb  ynpaesnieHusi» NOL4  YYETHOW  3anNUCbi0  NTABHOrO
agMuUHUCTpaTopa Ha ogHom mn3 MK.

Mepengute B pasgen «KoHgucypamop» n npousseante nobasreHne yCTPOUCTB
CUCTEMbI B KOHGUIrypauuio.

Mepengute B pasgen «flomeweHusi», cCo3gante CNNCOK NOMELLEHUN YUPEXOEHUS U
pacnonoxute [JoGaBneHHble B KOHUIypauul CUCTEMbI YCTPOWCTBA B 3TUX
NOMELLIEHUSAX.

Mepenante B pasgen «HasHaYeHue npae docmyna orepamopoe», co3fanTe
y4YeTHble 3anucu W BblganTe MofIHOMoOYMA Ans onepaTtopoB kKaxgporo APM B
COOTBETCTBUN C UX AOSMKHOCTHbIMM 06s3aHHOCTAMKU. 3aganTe naposib Ans yY4eTHOM
3anncn ADMIN.
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5. CeTeBble HACTPOUKMU

5.1. Ucnonb3yemble ceTeBble NOPTbI U NPOTOKOSbI
i BHumaHue!

—— B OC cemeinnctBa MS Windows pna WM3MEHEeHMss MakKCUMaribHOro Kosnm4yecTtBa
OLAHOBPEMEHHbIX  MONYOTKPbITbIX ucxogsawmx TCP  coeguHenun  (half-open
connections unu connection attempts) pekomeHayeTcs ncnonb3oBaTb NporpamMmmy
Half-open limit fix. Mo ymonyaHuio B Bepcun XP SP 2 n 6onee no3gHux Bepcusax OC
paspeluaeTtcs umeTb He 6onee 10 nonyoTkpbITbiX ncxoaswmx TCP coegnHeHun.

Ons yHKUMOHMPOBaHNA cUCTEMbl Heobxoammo obecneunTb OOMEH OaHHbIMU MeXay
KOHTponnepamu, cepsepamm 1 APM cuctembl no cetn Ethernet. [Ina nepenaym gaHHbIX
NPUKNagHbIM NPOTOKOSIOM CUCTEMBI UCMONb3YHTCA Kak agpecHada nepegada nakeTtos Ha IP-
agpeca ycTponcTs rno npotokony TCP, Tak 1 luMpokoBseLaTensHas paccblfika no npoTokony
UDP. ins obMeHa nakeTamu B CUCTEME UCMONb3yeTCs CTEK MPOTOKOSOB, NPUBEAEHHbIN Ha
PUCYHKE HUXe:

MpWEnamHod YpoEEHE ( MpuenagHold npoTokon S-20 )
‘ i
TpaHCNOpTHEIA YPOEEHE ( TCP ) ( LUDP )

IC: P Y
( DHCP )

CeTeBOW ¥pOEEHE

KaHankeHe# ypoEeHE ARP

TuzKdeckMi YPOEEHE C Ethernet )

CTeK NnpoTOKONOB, UCNONb3yeMbIX ANns o6MeHa B cucteme

Mpu nepegade nakeToB UCNOSL3YIOTCA CETEBbIE NOPTbI, YKa3aHHble B Tabnuue Huxe. 3Tn
NOpThl AOSMKHbI ObITb CBOGOAHBI M HE AOSMKHbI UCNOMb30BaTbCA APYrMMU CUCTEMaMN U
cnyxbamn B ceTn npeanpuatna. B cucteme He nopaepxusaeTca dparmeHTauuns
IP-nakeToB. Hannune takmx cepsepoB unu cnyxo, kak DNS n WINS, He TpebyeTcs.

lpumeyaHue:

Mpn wucnonb3oBaHMM MEXCETEBOro 9KpaHa (davepsBona, OpaHgmayapa),
YCTaHOBMEHHOIO AOMNOSTHUTENBHO UNKN MHTerpuposaHHoro B Windows, Heobxoammo

npu KOHUrypaumm obecnednTs BO3MOXHOCTb goctyna MO 1 yCcTponcTB CUCTEMbI K
YyKa3aHHbIM CeTEBbIM NopTam.


http://half-open.com/home_ru.htm
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Ucnonb3yemble B cucteme ceteBble NOPThI
MpoTtokon| MopTt HasHauveHue
18900 [koHbUrypaumsi ceTeBbiX NapaMeTpoB KOHTponnepa

UDP

18901 [wmpokoBeLLaTenbHble Kagpbl (TONbKO MEXAY KOHTpONnnepammn) BHYTpU NOACETH
18902 [nopT KOHTpoNnepa ans KoHdburypauum, ynpaeneHus u guarHoCTUKn
18903 [nopT KOHTpoONMepa Ansa npuema xXypHana perucrpaumm

TCP 18904 [nopT KOHTpoONnepa Ansa pernctpaumm MHANLMPYHOLLEro yCTponcTea

18905 [nopT KOHTpoNnepa Ansa pernctpaumm sBepudnumpytoLLero ycTpomcTaa
18906 [nopT KOHTpoNnepa Ansa npyema u aHanmMsa MOHUTOPUHIa

%@ Xa610.1.1.1-i % Xa610.3.1,1-1
noaceTu noacetu

i : @Q
Cepsep cuctembl APM

Koutponnep PERCo-5-20 Koutponnep P 12'?: : KoHTponnep IP10.31.5
IP10.1.1.2 P20 Ao IP10.2.1.2 W IP10.3.1.2

| ‘%i | %]\’ [_ | %1
KoHTponnep APM KoHTponnep APM KoHTtponnep APM
IP10.1.1.3 IP10.1.1.6 IP10.2.1.3 IP10.2.1.6 IP10.3.1.3 IP10.3.1.6

: S : S [’ TR | Sy
Kowtponnep U : Kowtponnep U S Kowtponnep  © APM
IP10.1.1.4 AFM IP10.2.1.4 ARM IP10.3.1.4 srmac

IP10.1.1.7 1P10.2.1.7 03.1.

Mpumep cxeMbl opraHM3aLUum LUMPOKOBeLLATEeNIbHOW pPacChInkKu

Mpn paboTe cUCTEMblI B HECKOSIbKUX MOACETAX ANs OpraHu3aumm LUMPOKOBELLATENbHON
paccbifiku nakeToB (nepefayn mHdopmauum O 30HaNbHOCTU) NpousBeauTe crnegyolmne
HaCTPOWKU:

1. Boigenntb oanH n3 MK cuctemol B Ka4ecTBe LWito3a (MapLpyTtmsatopa). Yicno ceteBbix
KapT, yCTaHOBMEeHHbIX B 3TOM [1K, OOMKHO COOTBETCTBOBATb YMUCIY MOAKMYaAEMbIX
noaceten. Hanpumep, ecnn B cucTteMe uCnonb3yeTcs Tpu noacetn, To Ha atom [1K
AOJIMKHbI ObITb YCTAHOBMEHbLI TPU CETEBbIE KapThl.

2. [MponsBeguTe HaACTPOMKY CeTeBbIX WHTepdencos kaxagon ceteBon kapTbl [1K,
BblAENEHHOro B KayecTBe LUMo3a.

lMepen HacTponkon noaceTen HeobxoanMo nNpoBepuTb, YTObLI IP-agpec 6bin cBoboaeH
N He 3aHAT ApyruMmmn yctponctesamu. Hanpumep:

— IP-agpec: 10.1.1.1, Macka nogceTu: 255.255.0.0

— |IP-agpec: 10.2.1.1, Macka nogceTu: 255.255.0.0

— |IP-agpec: 10.3.1.1, Macka nogceTu: 255.255.0.0
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3. BkntounTtb Ha K, ncnonbdyemMom B Ka4yecTBe Lunto3a, MapLipytusaumo naketos TCP/
IP. ns atoro B BeTke peectpa OC Windows BbINONHUTE:

HKEY_LOCAL_MACHINE\SYSTEM\Current Control Set\services\Tcpip\ Parameters
ycTaHoBUTE 3Ha4yeHue napameTpa: IPEnable Router = 1

lpumeyaHue:

S ononHuTtenbHas MHAOPMALMS O BKMKOYEHUM MaplupyTusaumm naketos B OC

Microsoft Windows XP pocTtynHa Mo ccbifke: https://support.microsoft.com/ru-
ru/help/314053/tcp-ip-and-nbt-configuration-parameters-for-windows-xp.

4. YctponctBam (koHTponnepam, [1K) nogcetm ycTtaHOBUTE COOTBETCTBYHOLME 3TOW

noaceTn ceTeBble HACTPOUKU.

e Hanpumep, gna yctponcts 10.1.1.1-1 noaceTu:
IP-agpec: 10.1.1.x, rae x=2, 3,...
Macka noacetu: 255.0.0.0
OcHoBHoM wnto3: 10.1.1.1

e Hanpumep, ans yctponcts 10.2.1.1-1n noaceTu:
IP-agpec: 10.2.1.x, rae x=2, 3,...
Macka nogcetu: 255.0.0.0
OcHoBHoM wnt03:10.2.1.1

e Hanpumep, gna yctponcts 10.3.1.1-1 noaceTu:
IP-agpec:10.3.1. x, raoe x=2, 3,...
Macka noacetu: 255.0.0.0
OcHoBHoM wnto3: 10.3.1.1

5.3. Jo6aBneHue ceteBoro nHrepcenca MK

Ona pobaeneHus ceteBoro uHTepdenca (IP-agpeca n mackm noacetun) K BbinonHuTe
cnepyowine OencTens:

1. OTkponTe okHOo cBouncTB lMogknoyYyeHMe No NoKanbLHOM ceTw.

@ MNogknroYeHne No NOKANEHOW CETH: CBOHCTEA

Cete

MNoaknoyeHe Hepes!

I? Realtek PCle GBE Family Controller

CimMeyeHHEIE KOMMOHEHTEI HMCNONESYHTCA 3TMM NOOKNDYEHWEM

H_J_]- KnmeHT ana ceTei Microsoft
’:]:J_]ﬁ OBWMA 0ocTyn K Gaidnam M NpuHTEpam anA ceTted Mi
’IE MnaHnposLMK nakeTos QoS
A IF sepoun 4 (TCP/1Pvd)
4 MpoTokon MyneTMNNExcopa ceTesoro apanTepa (Mai
. Opaiisep npotokona LLOP (MaiikpocopT)
& P sepewm 6 (TCP/IPvE)
m >

YCTaHOBMTL... ¥ oanuT: CeolicTea

Crcaqne

L)

MpoTtokan TCPAIP. CTaHRapTHRIA NpoTokon riofansHb
ceTell, 0BeCNEYUBEIOWMA CEASE MEXOY PaSNHYHEIMK
B3aUMOASACTBYIOWMMA CETAMK,

QK | | OmagHa
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2. Boigenute komnoHeHT IP Bepcuu 4 (TCP/IPv4) n HaxmuTe kHOonky CBoMcTBa.
OTkpoeTcsa okHo CBouncTBa: IP Bepcuun 4 (TCP/IPv4):

Ceoictea: IP sepoun 4 (TCP/IPv4)

Obwue

MapameTpel IP MOXHO HAZHEYATE SETOMATHHECKM, ECIW CETE
NoAOEMEMBEET 3TY BOSMOMKHOCTE, B NpOTHBHOM CNy4Yae ysHaNTE
napameTpel IF v CeTeBOro a0MMHMCTPETOPE.

) NonyuuTs IP-3ApeC A5TOMATHHECKH

(#) MnonbsoBaTh cienyowmi IP-agpec:

IP-agpec: | .. T |

Macka noaceTk: |255 2585 .0 . 0 |

COCHOBHOM Wko3: | 1720475 0 o184 |

Mony4uTe agpec DNS-Cepeepa aBTOMaTHYECKH

(®) McnonesosaTs cnenyiowme aapeca DNS-cepeepos:

MpeanounTaemelid DMNS-cepeep: | 172 . 17 . 0 .193 |

ANbTEpHATHEHEIM DNS -cepeep: | i ; : |

[ MoaTeepaTE NapaMeTpil NP BIXonE | T ———— |

0K || OTMeHa |

3. B oTkpbiBluEMCA OKHE ybBeguTecb, YTO MNepeknyaTesNlb HaxoauTcs B MNOSIOXKEHUM
MUcnonb3oBatb cneaywowun IP-agpec, nocrne 3T0Or0  HaXMmMuTe  KHOMKY
[dononHutenbHo.... OTkpoeTcs okHO [lononHuTenbHble napameTpbl TCP/IP:

HononnurensHele napamerpel TCP/IP

MapameTpel IP | DNS | WINS

IP-agpeca

IP-agpec Macka noaceTH
172.17.0.227 255,255.0.0

10.1.2.227 255.0.0.0

AofaEuTh. .. | |H3MEHH‘I’I:... | | ¥YaanuTe

OcHOBHbIE WNKO30I:

Lntos
172.17.0.194

MeTpuxa
ABTOMaTHYECKMA

|ﬂoEanrb... | |H3MEHMT|:-... | | ¥aaniTb

ABTOMaTHHYECKOE HASHAYEHHE METPMKK

MeTpHia MHTephefca;
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4. B o6nactn IP-apgpeca HaxxmuTe KHOMKY [lo6aBuTh.... OTKkpoeTca okHo TCP/IP- appec:

TCP/IP-appec

IP-appec:

Macka nogceTu: | 255 .0

| AobaenTh || OTMEHA |

5. B nonsa IP-agpec n Macka noaceTtm BBeauTe, COOTBETCTBEHHO, 3HA4YeHUNA:10.X.X.X n
255.0.0.0. Haxmwute «kHOMKy [ob6aBuTb. OkHO OyaeT 3akpbiTo, [0OGaBNEHHbIV
IP-agpec nosiButca B obnactu IP-agpeca okHa [ononHuTenbHble napamMeTpbl
TCPI/IP.

5.4. CeTeBble HAaCTPOMUKN KOHTpoOsepa

[nsa obecnevyeHns agpecHon nepegayvv AaHHbIX HeobxoamMmMo obecneyeHns YHUKarnbHOCTH
IP-agpecoB koHTponnepos 1 MK B ncnonb3yemom nogceT U ux HEM3MEHHOCTb Npu paboTe
CUCTEMBI.

KoHTponnepsbl cuctembl mMoryT pabotate ¢ IP-agpecamyn mn ceTeBbIMM HacTpoMKamu,
3a4aHHbIMM NpWU Npou3BOACTBEe, MonydYeHHbiMM oT DHCP-cepBepa wnu 3agaHHbIMU
BPYYHYIO.

[Mpn npon3BoACTBE KOHTPOepam CUCTEMbI 3aflaHbl crieqyloLme ceTeBble HaCTPOMKM:
e |P-apgpec: 10.x.x.X. B3Ha4eHNs X yKasaHbl B NacnopTe U Ha nnarte yCTPOMUCTRa,
e llnwo3: 0.0.0.0,
e Macka nogcetu: 255.0.0.0,
e MAC-agpec: yHUKanbHbIA, HEM3MEHSEMbIN B HacCTpoWKe, yka3aH B nacropte U Ha
nrarte ycTpomcTBa.

Boibop cnocobGa nonyyYyeHus ceTeBbIX HACTPOEK KOHTPOSNEPOM OCYLLEeCTBNASETCS
YCTaHOBKOW NepeMblyku (axamnepa) Ha pasbeM XP1 nnatbl KOHTponnepa. Pacnonoxexue
pasbema Ha nnaTte YCTPOMCTBA YKa3blBaeTCH B €ro 3KCnayaTalmMoHHON AOKyMeHTauuu. [Mpu
NPOV3BOACTBE NEPEMbIYKA HE YCTaHaBNMBAETCHA, YTO COOTBETCTBYET PYYHOMY PEXMMY
HaCTPOWKN.

BapuaHTbl ycTaHOBKM nepeMblYku Ha pa3bem XP1 koHTponnepa

Pexum Pasbem MpumevaHue

Ecnn ceTeBble HAacCTPOMKM He ObIfin N3MEHEHBI, TO

ﬂﬂﬂ KOHTponnep paboTaeT ¢ 3aBOACKMMM HACTPOMKAMMU.
3

«Py4HoU pexum»

Mpun nameHeHnn cetesblx HacTpoek n3 MO unu Yepes
(nepemblyka cHATa) | 1 2

Web-unHTepdenc, KoHTponnep HauymHaeT paboTaTtb ¢
HOBbIMM HacTponkamu 6e3 nepesanycka
Pexum npegHasHaveH ans paboTbl B ceTaX C

«IP MODE»
(NepeMBIUKa B _E OnHamunyeckum pacnpegeneHnem IP-agpecos.
P 1 EE o KoHTponnep nonyyaet ceteBble HacTponku ot DHCP-

nonoxexve 1-2)

cepsepa
KoHTponnep paboTaeTt ¢ ceTeBbIMW HAaCTpPONKaMu,
yCTaHOBIEHHbIMW Npu NpousBoacTse. [Naponb aAns

«IP DEFAULT» [ocTyna K KoHTpornnepy cbpacbiBaeTcs.

(nepembluka B E_ lMonb3oBaTenbCKkMe CeTeBbIE HACTPOWKN, eCrv OHM Bbinn
nonoxexve 2-3) 3adaHbl paHee, coxpaHstoTcs. [pu cneayrowem
BKIMOYEHUW, eCnn nepemblyka byaeT cHATa, KOHTponnep
HavHeT paboTaTb C HUMK

12
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i BHumaHue!

555 YeTaHoBKa U CHATYE NEPEMbIYKM JOMKHO NPOVN3BOANTHLCA TOMLKO MPU OTKMIOYEHHOM
NCTOYHUKE NUTaHMSA KOHTponnepa.

M3meHeHne ceTeBbIX HACTPOEK KOHTponnepa B « Py4yHOM pexume» MOXeT NPpOM3BOAMTCS
ot lK, ¢ yctaHoBneHHbIM pasgenom ceteBoro 1O «KoHnguaypamop» wnu vepes Web-
nHTepdenc koHtponnepa. lpu atom Heobxogumo, 4TOoObl KOHTponnep u K Obinn
noakroyeHsl K cetn Ethernet n Haxogunucb B 0QHOM NoaceTy (BO3MOXHO MOAKMIOYEHNe
KOHTpOIfepa HeNnocpeacTBEHHO K pasdbeMy ceTeBon kapThbl [1K). [Mpy nepBomM NoAKNHOYEHUN
K koHTponnepy [K moxeT notpeboBatbcs [obGaBUTb CeTeBOW UHTEPdENC B LECATOM
nogceTw.

5.5. Hactpomnka DHCP-cepBepa B OC Windows

[nsa paboTbl B CeTAX C AUHAaMMYeCKUM pacnpegenenunem IP-agpecos, korga KoHTponnepbl
nony4aroTt ceteBble HacTponkn ot DHCP-cepsepa, Heob6xoanmo ansa BCceX KOHTPOepoB
cucTeMbl c NOMOLLLbIO nepeMbIyKu Ha nnarte yCTaHOBUTb pexumm
«IP MODE».

Mpun HacTtponke DHCP-cepBepa HeobxoauMmo 3apesepBupoBaTb AvanasoH |P-agpecos,
BblAensemMblXx KOHTponnepam cuctembl. [locrne 4yero npueasate MAC-agpeca
KOHTponnepos K IP-agpecam 13 3ape3epBMpOBaHHOIO AnanasoHa.

Ans atoro (Ha npumepe HacTtporkn DHCP-cepsepa ansa cucrtemol Windows XP):

1. 3anyctute DHCP-cepsep. [Ona atoro Bblbepute nocnegosatensHo: [yck >
Mporpammbl > AamuHuctpupoBaHue > DHCP. Otkpoetca okHo DHCP.

_“,_W e — —— -
| et Ba || 4= = E)‘I}f{'m% [@@
CTpyETYRa I | ObnacTe [10.0.0.0] gwe
o T Tr— a1
[ bond [10.0.0.180] Odugse
) 24 O6nscre [10.0.0.0 P5_17000 | Casncia NS | Denomsrerero]
{2) NMyn sapecce
(D AcenaceaHreie aapsca __J O6nacre

=gl PesspenpIeaHng
Cal [10.0.0.182]) SK¥D_1_ted

[g® NapaneTpe! obnacTh Wrea clnactue
=) Tabmua BOOTP
5 Napame1pe cepeepa HaMamsnea IP-agpec: l 10. 0.0 .18

Konesaii IP-agpec: |1t| 0.,0.25

Cpok aefcreun speqanl anpecs ana DHCP-xnerros
" He fones

FAFdp3

% Bes orpadneH

Drescane |

| DK I Orreena | CLABHLIT |

2. 3apesepsupynTte pguanasoH IP-agpecoB ans KoHTponnepoB cuctembl. HasaHue
obnactm un onucaHue MoryT ObiTb NOObIMKU. OTO MHOpMauMs Heobxoauma Ang
CUCTEMHOIO aAMWHUCTpaTopa, MO3TOMY HasBaHWe [JOMKHO 6bITb  JOCTaTOYHO
nHpopmaTuBHbIM. PekomeHayeTca genaTtb o6nacTb HECKONbKO Oonblue, YemM Yncro

13
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KOHTPOINEepoB, KOTOPOE MNMaHUpyeTCs WCMoNb30BaTh. Takke 3adaBalTe TakKylo
obnactb agpecoB, koTopasi He GyaeT Bkn4aTb B cebs yxe cyuwecTtsyowme MK ¢
vKcMpoBaHHBIMM aapecamMu.

3. MpownsseauTe akTMBaLMIO 06NACTU:

[ -loix

File Action View Help
= OB XFRHEB R ®
DHCZP Scope [10, 100.50,0] whwarz-poe
= @?ﬁ*im-mﬂ-ﬂ Contents of Scope |
SR | Scope [10, 100.50.0] whv e —_—
) Address Pool Digplay Statistics. .. Ls
o : e
;@' idﬁﬁatl-mm Reconcile. ..
| 488 Scope Options
L) Server Options
|
|Ad:ivateﬂisscnpe | |

Mocne onepaumm DHCP-cepBep cmoxeT npegoctaBuTb MHAOPMaLMIO, Heobxoaumyro
KOHTponnepy ansa nonyyvexus IP-agpeca.

4. MNpoeeaute pesepBupoBaHue |P-agpecoB Ona KOHTPOSNepoB cuctembl. Ona atoro
KaXxgoMy KOHTponnepy cuctembl B cootBeTcTBue ¢ MAC-agpecoMm, ykasaHHbIM B €ro
nacnopte, BblganTte IP-agpec 13 co3gaHHoro guanasoHa. Onga ygobctBa gobasbTe
onucaHue, Kak ykasaHo B npumepe:

| oo o |[& = OB XEFB 2| &

Crpysryps | | [10.0.0.182] SKYD_t _test

DHCE Coowcroa: [ 1000.0.182] SKYD_1_test Tl x]
|2 [3) b00s [10.0.0.180]
=) (L) Ofimacre [10.0.0.0)P5_170C  Odwnee | Uingwta DN |
L) Myn aapecce T
L) ApimAtearrmie 2apECa -ﬂ Japeaepruporarmed v et
=1 |18 Peropenpogding
‘2 [10.0.0.162] SeYD_L

4B Napanetpe) ofnacra Wrest m s iEK‘I’U_ﬂ
(2 Tabmma BOOTP
(3 NepaneTpe: cepeepa Feslired j o
MAC-aapec: iuaﬂumm
D ariae: |Tpoanan

Mogaeprsmosr e “wne
* O6a

T rorero DHOP

" rorerks BOOTP
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5. BbinonHute onepauunio and Kaxgoro KoHTporsnnepa CMCTeMbI.

6. lNocne BKNIOYEHUS ANEKTPONUTAHMUA U MOAKMYeHNa K ceTu Ethernet KOHTponnepsol
OyayT oTobpakaTbCA B CNUCKE apeHA0BaHHbIX agpecos. [MpoeepbTe, 4TObbI B cTONOLE
O BPEMEHW apeHbl agpeca Haxogmnacb MHopmMauus 06 akTMBHOM pe3epBUPOBaHNN.

5.6. Hactpomnka DHCP-cepBepa B OC Linux

[nsa paboTbl B ceTsX ¢ AMHaMn4ecknm pacnpeneneHvem IP-agpecos, Koraa KOHTpOnneps.l
nony4yatoT ceTeBble HacTponkn ot DHCP-cepBepa, Heob6xoaMMo Anga BCEX KOHTPOMepoB
CUCTEMbBI C NOMOLLIbIO NEPEMbIYKM Ha NnaTe yCTaHoBUTb pexuM «IP MODE».

Ansa Hactponkn DHCP-cepsepa ISC DHCPD B cpene OC cemencTtBa Linux Heob6xoanmo
BHECTM M3MeHeHus B dhann KoHdurypauumn cepsepa: /etc/dhcp.conf. MNpumep BapuaHTa
rarna KOHurypaumm nokasaH Huxe:

# Mopacetb 10.100.0.0, macka cetn 255.255.255.0

subnet 10.100.0.0 netmask 255.255.255.0 { # macka nogceTtun 255.255.255.0

option subnet-mask 255.255.255.0;

#.p,manasoH agpecos ansa koHTponnepos # 10.100.0.10-10.100.0.254
range 10.100.0.10 10.100.0.254;

#onncaHue KoHTponnepos (proxod_1, ..., office_room_101) #o6paTtute BHUMaHMe Ha
TO, YTO HeobxoaMMo ncnonb3oBaTb #IP-agpec 13 BbigeneHHoro gnanasoHa

host proxod_1 {
hardware ethernet XX:XX: XX:XX:XX:XX; fixed-address 10.100.0.50;

}

.h.c.>st office_room_101 {
hardware ethernet XX:XX:XX:XX:XX:XX; fixed-address 10.100.0.37;
}

Onumn HacTpoek MaplupyTusaTtopa, JOMeHa, upokoBellaTenbHoro agpeca, DNS n 1.4.
nponuceiBatoTcs npu HeobxoaumocTtn. [na Gonee nonHoM MHGOpMauum O BapuaHTax
KOH(purypaumm socnonedymntecb komaHgon man dhcpd.conf.

UTtobbl BHeceHHble B hann /etc/dhcp.conf nameHeHus BcTynunu B cuny, Heobxoammo
nepesanyctutb cepBep. [ng 3TOro MOXXHO UCMOMb30BaTh CreayoLmne KomaHapl:

/ etc/ rc. d/ init. d/ dhcpd stop — onga octaHoBKY,

/ etc/ rc. d/ init. d/ dhcpd start — gns ero 3anycka.

5.7. BHelwHee noaknYeHUe KOHTpoOrsiepa K cepBepy
PERCo0-S-20 «Lllkona»

B cnyyasx, korga IP-agpec koHTponnepa LOMKEH CKpbIBaTbCs NO coobpaxeHmam 6e3onacHocTH,
BO3MOXEH BapmaHT NOAKMIOYEHNA KOHTpOnnepa K cepepy no BHewHeMy IP-agpecy cepsepa. Mpu
TakoM nogkntodeHnn cepeep 3anomuHaeT MAC-agpec koHTponnepa, npu atom |P-agpec
KOHTponnepa MOXeT OblTb MoObIM, MEHATbCA AMHAMUYECKW, a TakkKe KOHTPONnep MoxeT
HaxoauTbCsl BO BHELLHEN CETH.
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| BHumaHue!

£55 lanHast yHKUMSt BO3MOXHA TONbKO ANst KoHTponnepos CL15 (.1, .3,.7), CR11 (.1),
CR02.9, CT/L14 (.1) v ana BCTPOeHHOro KoHtposinepa CT13 (.1) 9neKTPOHHbIX
npoxodHbix KT02.9 (.B, .Q), KT05.9A, KTC01.9A.

C nomoLlblo KOHTponnepa, NOAKMIOYEHHOro K cepBepy CUCTEMbl MO BHELUHEMY
IP-agpecy cepBepa, HEBO3MOXHO BbldaTb MaeHTUdUKaTOp AOCTYyna.

[ns nogknioyeHus koHTponsepa kK cepsepy cuctemsl PERCo0-S-20 «LLikona» nNo BHELUHEMY
IP-agpecy cepsepa:

1. Yb6epgutecb, uyto KoHTponnep u NK nogkntoveHsbl kK cetn Ethernet n HaxoasaTcs B 04HOM
nogcetn (BO3MOXHO MOAOKIKOMEHME KOHTPOSiepa HEenocpeacTBEHHO K pasbemy
ceteBonn kaptbl [1K). [Mpy nepBom noakntodeHun K kKoHTponnepy [1K moxeT
notpeboBaTbCcs 000aBUTL CETEBOW MHTEPKENC B AECATOM MOACETU. Takke MOXeT
noTpeboBaTbCs OTKMAYUTL MPOKCU-CEPBEP B CETEBbLIX HACTPOMKax WCMONb3yeMoro
Hpaysepa. Hanuune takmx cepsepoB unum cnyx6, kak DNS n WINS, He TpebyeTcs.

2. Tllogkniountecb k Web-nHtepdency koHTponnepa. [Ana aToro BBegute B afpecHyHo
cTpoky 6Opaysepa |P-agpec koHTponnepa (ykasaH B Macrnopte W Ha nnaTte
KOHTposinepa), nocrne 4ero Haxmute kHornky Enter Ha knasuatype. [lpu
Heobxo4MMOCTU BBeAWTE Napofb AOCTyna K KoHTponnepy. Mo ymonyaHuio naponb
OTCYTCTBYET.

lpumeyaHue:

““" MNonkoe pykoBoACTBO No paboTte ¢ Web-nuHTepgencom cMoTpute B pyKOBOACTBAX
no aKcnnyaTauun Ha koHTponnepol CL15 (.1, .3, .7), CR11 (.1), CR02.9, CT/L14 (.1)
N 3NeKTPOHHble NpoxoaHble KT02.9 (.B, .Q), KT05.9A, KTCO01.9A.

3. Mepengute B nogpasgen Cepsep pasgena Hactpownkm B meHwo Web-nHtepdenca.
OTkpoeTca cTpaHuua ¢ pabo4den obnacTbio crneayoLwero Bnaa:

HacTpoitku AQpec cepeepa: ‘
Bpems
CeTb LN poBaHKe: Het i

Maponk AocTyna

CoxpaHMTk
dopMaT KapT

4. B oTKpbIBLUEMCS OKHE NMpOoU3BeanUTe HEOOXOANMbIE U3MEHEHWS:

e B none Appec cepBepa BBeauTe |IP-agpec cepBepa, Ha KOTOPOM YCTaHOBIEHa
cuctema PERCo-S-20 «Llkona»;

e B napameTpe WWndcgpoBaHue 3agante Tpedyembit cnocob wndpoBaHus.
5. Haxmute kHonky CoxpaHUTb. BHeCEHHbIE M3BMEHEHUS ByayT COXPaHEHbI.
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5.8. lpoBepka cBa3u mexay NK u KoHTponnepom

[na KOPPEeKTHOro (yHKUMOHMPOBAHUSA CUCTEMbI HEOOXoauMO obecneynTb YCTOMYUBYIO
CBs3b MO ceTu Ethernet mexay cepBepOM CUCTEMbI M BCEMU KOHTPONepamu cuctemslt. [Mpu
HeobxoamMmocTn npoBepku cBs3nm Mexay MK u ogHMM 13 KOHTPONNEepPoOB CUCTEMDI
npou3eeguTe cregyrowme AencTBus:

1. Bbibepute nocnepoatensHo Ha lMK: Myck > BbinonHuTb. OTKpoeTCH OKHO 3anyckK
nporpamMmmbl:

2|

Besgure MMA NpOrpamMMel, N34, ADKYMEHTS MM
pecypca MHTepHeTa, 1 Windows oTkpoeT mx,

OTHpLITE: l cmd.exe :J

OK OTMeHa Obzop...

2. B oTkpbiBLLEMCS OKHE BBeAUTE KOMaHAy: cmd.exe un Haxmute KHornky OK.

3. OTKpoeTcsa OKHO MHTepdenca KOMaHAHOW CTPOKM C 3arofIoBKOM:
C:\WINDOWS\system32\cmd.exe.

4. B OTKpbIBLUEMCS OKHE BBEOMTE KOMaHAY:
ping XX XX.XX. XX, rge XX XX.XX. XX — IP-agpec koHTposnnepa, C KOTopbIiM
HeobxoamMmo nposepuTb cBA3b (Hanpumep 10.0.103.253).

5. Ecnu cBA3b BygeT ycTaHOBMEHa, TO NOABUTCS OTBET CrieayoLlero suaa:
OtBeT o1 XX. XX.XX.XX: yncno 6ant=32 spema<10mc TTL=128.

o4 CUOWINDOWS S system32° cmd.exe

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauusa MakkpocosT, 1985-2001.

C:\>ping 16.0.103.253
ObMeH nakeTamu ¢ 10.0.103.253 no 32 baiT:

oT 10.0.103.253: 4ucno baiT=32 BpeMadliuMc TTL=100
oT 10.0.103.253: 4ucno baiT=32 BpeMa<imMc TTL=100

oT 10.0.103.253: 4ucno baiT=32 BpeMa<limMc TTL=100
oT 10.0.103.253: 4ucno banT=32 BpeMa<liMc TTL=100

CtatucTvka Ping gnAa 10.0.103.253:

MakeToB: oTnpaeneHo = 4, nony4eHo 4, notepaHo = 0 (0% noTepb),
MpubnuaHTenbHoe BpeMa NMpHeMa-nepeaadd B MC:

MUHWMManbHoe = OMcek, MakcHManbHoe 0 Mcek, CpegHee = B HMcCeK
C:%>
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6. Ecnn cBs3b He ycTaHOBNeHa, TO eCTb OTBET OT IP-agpeca He nonydeH, npoBepbTe
NPaBUNbHOCTb HACTPOWMKM MapLLpyTU3aUnm CeTu.

4 COWINDOWS Y system32' cmd.exe

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauuwsa MakkpocoeT, 1985-2001.

C:\>ping 10.1.1.4

OBMeH nakeTamu ¢ 10.1.1.4 no 32 BGadT:

HHTepEan
HHTepEean
HHTepEan
HHTepEan

OX¥HOaHHA
OXHOaHHA
OXHaaHHA
OXHOaHHA

and
ana
ana
and

sanpoca.
sanpoca.
zanpoca.
3anpoca.

ol x|

CtatucTHKa Ping gna 10.1.1.4:

NakeToB: oTnpaeneHo = 4, nonyd4eHo = O, noTepaHo = 4 (100% noTeps),

C:v>

7. KoHTponnepbl cucTeMbl He nogaepxusatoT gparmeHtayuto IP-naketoB. [Noatomy
HeobxoQMMOo yAoCTOBEPUTLCA, 4YTO IP-nakeTbl Ha BCEM MPOTSHKEHUM OT cepBepa
CUCTEMbI 0 KOHTpONnepa He oparMeHTUpyroTca. [ina aToro BBeguUTe Ty Xe KOMaHAay ¢
Kntoyom —l 1 ykasaHnem Ha pasmep OTnpaBnsAeMoro naketa AaHHbIX, Hanpumep, 576
OanT:

ping XX. XX.XX.XX -l 576.

. Ecnn cBa3b ecTb, a pasmep OTNpaBfeHHOro naketa coBnagaeTr C pas3Mepom,
Nnosly4eHHbIM B OTBETE, TO MOXHO yTBepxaaTb, YTO IP-nakeTbl pasamepom MeHbLue 576
0anT He (bparMeHTUpyoTCS:

OtBeT o1 193.124.71.56: uncno 6ant=576 spemsa<10mc TTL=128.

C W INDOWS system32omd.exe

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauua MankpocosT, 1985-2001.

C:\>ping 16.0.103.253

-1 576

0bMeH nakeTaMd ¢ 10.0.103.253 no 576 bGawT:

TTL=100
TTL=1080
TTL=108
TTL=100

GariT=576
barT=576
balT=576
GaliT=576

10.0.103.253:
10.0.103.253:
10.0.103.253:
10.0.103.253:

OTeeT
OTeBeT
OTBeT
OTBeT

oT
oT
oT
oT

HHUCAO
HHCNO
HHCNO
HHUCNO

BpeMA= THC
BpeMA<1HC
BpeHMA<1HC
BpeMA<THC

CtaTtucTHKa Ping gna 10.0.103.253:
MakeToB: oTnpaeneHo = 4, nony4eHo 4,
MpHBNU3HTeNBEHOE BpeMA MpHeMa-nepeaayd B MC:
MWHHMManbHoe = BMcek, MakcHManbHoe 1 Mcek, CpegHee =

notepaHo = @ (0% noTepb),
0 MCeK

CaN>
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9. Ecnv nonoxuTenbHbIM OTBET MOMYYUTb HE yOaeTCs, TO BEeposiTHee BCEero Ha nyTu
cnefoBaHus IP-nakeToB HaxoanTCs ceTeBoe KoOMMyTUpytoLee obopyaoBaHue (poyTtep,
KOHUEHTpaTop M ceTeBble MoAeMbl), aensuiee |P-nakeTbl Ha oparMeHTbl pasmepom
MeHblle 576 GanT. [NpoBepbTe HACTPOWMKM 3TOro 0BopyaoBaHUSA M MO BO3MOXXHOCTHU
yBeNMYbTE MakCMMarnbHbI pa3mep Gnoka AaHHbiX ogHoro naketa MTU (maximum
transmission unit). O6bl4HO 3TOT NapameTp obo3HavaeTcs kak MaxMTU wnum IPMTU.

10.Ecnun B ceTn BO3MOXHbl HECKOSbKO BapuaHTOB KOMMyTaLuK, TO Habepute komaHay C
Kroyom —t:
ping XX XX.XX.XX -l 576 —t.

11.KoMmmyTmnpys pasHbiMm cnocobamm, CMOTpUTE Ha BpeMSA OTBETAa, Bblbnpasa coeguHeHme,
Aarolee MakcMmMmanbHo 6bICTpbiv OTBET. [And BbiBoga cTatucTukm Haxmute: Ctri+Break
(Pause).

12.[Ana octaHoBku HaxxmuTte Ctrl+C.
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6. YctaHoBKa n yganeHue NO
6.1. Ctpykrtypa ceteBoro 1O

lpumeyaHue:

AKTyanbHyt0 Bepcuto yctaHoBoyHoro danna IO «Cemeegoe rnpozpamMMmHoe
obecrnie4deHue S-20» MOXHO 3arpy3uTb ¢ canta komnaHmm PERCo, pacnonoXeHHOro
no agpecy www.perco.ru n3 pasgena Nopaepxka > MporpammHoe obecne4yeHue.

B ctpykTypy ceteoro 10 BxogarT:

— CepBep Bl — CYB[ Ha 6a3e SQL-cepBepa Firebird.

— CepBep cuctembl — MOAYIb COOAEPXKUT cepBep cucteMbl Ans padotsl ¢ B[ cuctems
pasgen «leHmp yrnpaerneHus».

— CepBep BugeonoacucTteMbl — cepBep Buaeonoacuctemol U «LjeHmp ynpaeneHus
eudeornodcucmemol» ons paboTbl C BUAEOAPXMBOM.

— CepBep uHTErpaumm — Moaynb npegHasHayvyeH ans uHTerpauumn cUCTeMbl C UHTEPHET-
pecypcom «OneKTPOHHbIN AHEBHUK» (1dnevnik.ru) nunm aHanormyHbIM.

— KoHconb ynpaBneHusi. PackpblBaloWMNCS CAUCOK COAEPXKUT MNepedeHb Moaynen
cetesoro [10. [lpu BbIGOpe xoTs ©Obl OAHOrO MoAyns aBToOMaTuMyeckn Oyaer
ycTaHOBNeHa nporpammHasi obonoyka «KoHconb ynpaeneHusi» [AnNs 3anycka
pasgenos [M0.

— CepBep wuHTerpaumm c¢ OuomeTpuyeckon cucremonm SUPREMA - wmoaynb

obGecneynBaeT MHTErpauuioo Cc OUOMETPUYECKMMM  KOHTpOSepamMum  KOMMNaHuu
«Supremay.

BHumaHue!

£55 Mogyne CepBep WHTerpauum ¢ 6uomeTpuyeckon cuctemon SUPREMA

obecneynBaeT WHTErpauMio ¢ OMOMETPUYECKMMU KOHTpOMSepamMn, MMELLMMn
Bepcumto BHyTpeHHero MO ("npowmnBky") He MeHee YeM:

e N4 KOoHTponnepa BioEntry W2 —1.1.1;

e [ns KoHTponnepa BioEntry Plus (nnatopma BioStar 2) — 2.3.1.

6.2. YctaHoBka MO

Mpwn yctaHoBke MO npuaepxmBantecb cnenyolen nocnegoBaTenbHOCTU 4ENCTBUN:

1.

3anyctute yctaHoBoYHbIN pann SetupSchoolBase.exe nnu SetupSchoolExtend.exe.
Cnenynte ykasaHusIM MacTepa YCTaHOBKWM. BHuMaTenbHO O3HakomMbTeCb C
npegnaraeMon NHpopmaumen n IMLEH3NOHHBLIM COorfaLlleHneM.

ﬁ! ¥cranoska PERCo-5-20 pacwmpennoe MO Wkona, v, 2.9.8.2 — >
NMuuyensnonnoe Cornawenne
Mo#aNYICTS, NPOYTHTE CIEAYHOWLYIO BEMHYID MHOOPMALMID NEPE] TEM, KaK = S
MPOACTHMTE. _-
ﬂ
Momanyicra, Npe4THTE cneayrowee MuueHsuoHHoe CornaweHMe, Bel LomHHE
MPMHATE YCNOBMA 3TOMD COMNAWEeHKA Neped TEM, KaK NPoaoKHTE,
BAKHO! [IPOYUTANUTE BHUMATEJIEHO! )

[ToxamyiicTa, EHMMATelIBHO O03HAKOMBTECE CO CISOYHOIHMH
yenoenAaMH JimmerznorHore CorNalneHns nepel HCNoIb30EaHHeM
nporpammHore obecnederms PERCo-5502 pacumpennoe IIO
“Ixena™ wxounamm PERCo. Bl npimomMaeTe  VCNOBHA
HACTOANETD COTTAIICHHA VCT3HABIMEAA KOMMPYA HWIH HHEIM
obpazoM HCNOME3vA IporpammHoe obecnmedemne PERCo-5502

pacumpensoe [10 “ITkona™ xommamm PERCo © PERCo 2011. .

(@) A NPMHUMEID YCNOBMA COTNALLEHNA

(0) A HE NPMHMMEID YCNOBMA COrNALWEHMA

3anonHWTE BNaHK 3aaBkK Ha MO < Hazan Nanee > OTMeHa
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2. Ana NpUHATUA NUUEH3MOHHOINO COorfaweHns yctaHoBute dnaxok S npuHUMatlo
ycrnoBusA cornaweHus. B cnyyae HeobxoamMMocT HaXXMUTE KHOMKY 3anosfIHUTbL GnaHK
3aaBku Ha 0. [Npu atom B nporpamme MS Office Word 6yaeTt oTKpbIT 6naHK 3asBKM Ha

npunobpeTteHne nuueHsnn Ha MNO. HaxmuTe kHonky danee.
x

=

ﬁ';’;! ¥cranoeka PERCo-5-20 paciwwpennoe MO Wrona, v.2.9.8.2

Boibop nankk yCTaHOBKA
B kakyio nanky eel xoTuTe yoTadoeuTe PERCo-5-20 pacwwrperHoe MO Wkona,
v, 29827
Mporpamma ycradoenT PERCo-5-20 pacwwpentoe MO Wkona, v, 2.9.8.2 8

CNEA YHOLLYID MaNKY.
Hammute «flanees, 4Tobbl NpoAomHMTE. ECiK Bel X0TUTE BoIBPaTL APYrykD Nanky,

HawmuTe «Ofzops,
| rogram Files (x86)\PERCo\PERCo-5-20 pacumperHoe M0 LIJKona Dfzop...

TpebyeToA Kak MuHUMyM 37,2 MG cBofiogHoro AMCKOBOro NPOCTPEHCTES.

3. Mpn Heo6GXOAUMOCTU U3MEHUTE Ha3BaHME M PacnoNoXeHWe Mnanku, B KoTopyk Gyaet

npounssefeHa yctaHoska 10. Haxmute kHonky [anee.
ﬁ'ﬁ' ¥cranoeka PERCo-5-20 pacwwpennoe MO Wrona, v. 2.9.8.2 —

Buibop kKoMnoHeHToB
Kakue KoMNoHEHTE! A0MHHbI DBITh YCTaHoBNEHbI?

BrIBEPUTE KOMNOHEHTEI, KOTOPEIE Bbl XOTHUTE YCTEHOBWMTE; CHUMWTE QNEHKN C
KOMNOHEHTOE, YCTAHABNMEATE KOTOPEIE He TpelyeTca. HawmuTe «flanees, Koraa

Bbl GyAETE rOTOBLI NPOAOTHMTE.
Cepsep cMCTEME 161,9 M8 A
Cepsep MHTErpaumin 5,6 M
CepEep MHTErpaumMK © BHoMeTpHYECKDi cucTeMol SUPREMA 3,4 M

Cepeep BHASONOACHCTEMSI 10,3 MG
KoHcone ynpasnexma 127,38 Mb
KoHdurypaTop 3AME

Cepeep BMAE0N0ACMCTEME

TerylWMiA Beibop TpebyeT He MeHee 204, 2 MO Ha oucke,

4. OTmeTbTe dhonaxkamm mogynu cetesoro O, koTopble Heob6XxoaNMO ycTaHoBUTL Ha MK B
COOTBETCTBUN C pa3paboTaHHOM CTPYKTYPHOW CXEMOW CUCTEMbI. HaXmuTe KHOMKY

Oanee.
lpumeyaHue:

" Ecnu 6bin oTMeyeH ans yctaHosku moaynb CepBep B, To nepepn yctaHoskon MO
cucteMbl byaeT 3anyuweH ctaHgapTHbIA mactep yctaHoBkn SQL cepsepa Firebird.

5. CnenynTe ykasaHuMsM MacTepa ycTaHOBKWU. [locne 3aBeplleHuns yctaHoBku 10O rotoso K

pabore.
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lpumeyaHue:

Ecnn cuctema yxe ycrtaHoBrneHa, HO TpebyeTca yCTaHOBUTb AOMOSNHUTENbHbLIE
MOAOyfnM,  3anycTtute  YyCTaHOBOYHbIM  pamn  SetupSchoolBase.exe  unun
SetupSchoolExtend.exe n B okHe BbIGOp KOMMOHEHTOB OTMETbTE donaKkamm
Tpebyemble MOAynu, NOCEe Yero CreaynTe ykasaHnam Mactepa yCTaHOBKM.

6.3. YpaneHwue

[ns nonHoro yaanenus Bcex moaynen cetesoro MO c MK ncnonb3ynte ctaHaapTHbIN
KomnoHeHT MS Windows «YcmaHoeka u ydaneHue npoepammy». B OTKpbIBLLEMCS OKHE
Bblaenute cTpoky «PERCo-S-20 LlIkona» n HaxXmMuTe KHONKy YaanuTtb.
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7. O6HoBNeHue Bepcuu MO

7.1. OGHoBneHue MO cepBepoB
BHumaHue!

“52 Mpu obHosneHun MO moayns Cepsepa cUCTeMbl CBSI3b YCTPOWCTB CUCTEMBI C
cepBepom ByaeT HapyweHa n odbmeH nHgopmaumen ¢ bl 6yaet HEBO3MOXEH.

OobHoBneHue MO cepBepa cUCTeMbl

Ana obHoBnenus MO Ha MK, ncnonbayemom B KayecTBe cepBepa CUCTEMbI, BbINOSTHUTE
cnepyowine OencTens:

1. Y6egutecb, 4to BCTpoeHHoe MO (npoLumBkun) KOHTponnepos 06HOBNEHO 40 NOCeaHEN
BEpPCUN.
Mpn HeobxogmumocTn BbINONMHMTE OOHOBNEHMe BcTpoeHHoro [10  (NpoLmBOK)
KOHTPOSNEpPOB.

lpumeyaHue:

AkKTyanbHble Bepcumn BCTpoeHHoro MO (NpowmMBOK) KOHTPOMEPOB OOCTYMHbI Ha
cante komnaHum PERCo no ccbinke https://www.perco.ru/partneram/programmnoe-
obespechenie.php, Bknagka [MpowuBkun obGopyaoBaHUA. VIHCTpykuma Mo
OBGHOBNEHNIO BKMOYEHA B apxuB ¢ dhannom cootseTcTBytowero MO.

2. [NpoBepbTe LenoctHocTb Bl n ncnpaBbTe 0OHApPY>XEHHbIE OLLMOKMN.

3. Ypnanute Bce ceteBble moaynu NO PERCo S-20 «lkonax.

4. YcTtaHoBuTte HOBYIO Bepcuto [10.

lpumeyaHue:

AKTyanbHble BEPCUMM YCTAHOBOYHbIX hannos moaynen PERCo-SS01 «basoeoe
[10» w PERCo0-SS02 «PacwupeHHoe [10» nporpammMHoOro obecneveHuns
PERCo0-S-20 «lllkona» MOXHO 3arpy3ntb C canta komnaHum PERCo,
pacnonoXeHHOro Mo ccbinke  https://www.perco.ru/partneram/programmnoe-
obespechenie.php, Bknagka MO PERCo-S-20 LUkona.

5. Ckonupyinte c 3ameHou Bce dpannbl U3 apxuBa UpdateSchool.zip B Manky c
ycTaHoBMeHHbIM ceTeBbIM 10 (Mo ymonyaHuio: C: \Program Files\PERCo\PERCo-
S-20 6Hasosoe IO IIkosga WM C:\Program Files\PERCo\PERCo-5-20
pacumpentoe I10 llkoja).

lpumeyaHue:

ApxuB UpdateSchool . zip AOCTYyNeH ANsi CKaunmBaHus No ccbinke https://www.pe
rco.ru/download/support/download/UpdateSchool.zip.

6. MNMocne ycrtaHoBkn MO o6HoBuTE Bepcuio B[, gaxe ecnu Tekywas Bepcusa bl
akTyarnbHa.

O6HoBneHue MO cepBepa BUAeoONnoACUCTEMbI

ABTomaTunyeckoe obHosreHne moayns MO CepBep BuAeonoacucTeMbl BO3MOXHO, eCrn
Ha Tom e [NK yctaHoBneH oanH u3 mogynewn cetesoro MO, To ecTb MoxeT ObITb 3anyLieHa
«KoHconb ynpaeneHusi». B nHom cnyyae moaynb He0O6XOAMMO MOSHOCTBIO yaanuTb, a
3aTeM yCTaHOBUTb U3 YCTAaHOBOYHOIro dpamna.

7.2. O6HoBneHue NO APM

dyHKUMA aBTOMaTtMyeckoro o6HoBneHns pgoctynHa ana Bepcun 10 «KoHcosb
ynpaeJsieHusi», BbiNyLeHHbIX no3gHee Bepcun 3.6.3.0.
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®dyHKUMA NpegycMaTpuBaeT BO3MOXHOCTb OOHOBIEHUA moayns KoHconb ynpaBneHus v
BCeX ycTaHoBNeHHbIX Ha MK moaynen n pasgenos.

®yHKkumMsa 3anyckaetca nocne obHoenenus [10 mogyns CepBep cucTeMbl MNpu
nogkntoveHnn «KoHcosnu ynpaeneHusi» K cepBepy CUCTEMbI.

lpumeyaHue:

Ana paboTbl yHKUMM aBTOMatmyeckoro obHoBneHmsa MO Ha MK gomkHbl 6biTb

3anyLeHsbl criegyowme cryxosbl:
— «.Cepsuc asmomamuyecko2o obHosneHusi PERCo-S-20»;
—  «.Cnyx6b1 mepmuHanoe» MS Windows.

Ans obHoBneHus MO Ha APM BbinonHuTe cneayrowme AeNCTBUS:

1. O6HoBuTE 1O cepBepa cucTembl cornacHo nogpasgeny "O6Hosnenue MO cepBepoB”.

2. 3anyctute «KoHconb ynpaeneHusi».

3. Mpwu nogKnYeHNN KOHCONN K CepBEPY CUCTEMBI, HA KOTOPOM Bblna oGHOBNEHa Bepcus
MO, oTKpoeTCcs OKHO C COOBOLLEHNEM:

\1‘4) JocTynHo obHoBNeHWe MO ¢ Bepala 2.9.8.0 HA Bepalio 2.9.8.2,

B cNyYae Cornacka KoHCOME YIPSENEHIAA MEPESANYCTITCA SETOMATIMUECKA MOCNE OBHOENEHMA,
B clyYae OTkA3a BaM cnefyeT SamyCTITe MHCTANNATOR W YCTaHOBMTE Bepckia M0 2,9,8.2 Bpy YHYHD,

Brl XOTMTE MpOBECTI OBHOEBNEHME?

4. Ecnn HeobxogMmo 3anyCcTuTb npouenypy aBTOMaTMYecKoro OOHOBMEHUS, HaXmuTe
kHonky [a. OTkpoeTtca okHO MacTep aBTOMaTU4eCKOro O6HOBNEHUS.

5. Mpouenypa OGHOBNEHUA NPOM3BOAUTCA ABTOMATUYECKM W COCTOUT U3 CneayloLwmx
3Tanos:
e  OxnaaHue BbIrpy3Kkn NPUNOXKEHNIA.
Mony4eHne nakeTa 06HOBNEHMS OT cepBepa CUCTEMBI.
YcTaHoBKa naketa obHOBNeHus.
Peructpauus naketa oGHOBNEHUS.

Mpu aTom npoueaypa oGHOBMNEHMS MOXET OblTb NMpepBaHa Ha NtoGom aTane u Gyaet
BO306HOBNEHA Npu creaytollem 3anycke «KoHcosu ynpaeneHusi».

lpumeyaHue:

Ecnn dann naketa o6HoBneHua MO 6bin 3arpykeH paHee unm Bpy4HyH NMOMELLEH
B nNanky ¢ yctaHoBfeHHbiM [1O0 (no  ymonyaHmwo  C:\Program
Files\PERCo\PERC0o-S-20 6asoBoe [0 Illkoyma WNM C:\Program
Files\PERCo\PERC0o-S-20 pacumpeHuHoe IO IlkoJja), TO 3Tan NONyYeHus
0BGHOBNEHNA OT cepBepa cUCTEMbI ByaeT NPONyLLEH.

6. Mpn ycnewHoM 3aBeplUEHUN  YCTAHOBKM  OOHOBIIEHUS  MOSIBUTCA  OKHO C
COOTBETCTBYIOLWMM cooblieHnem, nocne 4ero OyAeT aBTOMaTUYECKM 3anyLleHa
«KoHconb ynpaeneHusi».

7. Ckonupynte C 3aMeHonm Bce oannbl C pacwumpeHvem .bpl K13  apxumea
UpdateSchool.zip B Nanky C YycCTaHOBMEHHbIM ceTeBbiM [1O (MO ymonyaHuio
C:\Program Files\PERCo\PERCo-S-20 6aszosoe IIO Ilkojsia Unn C:\Program
Files\PERCo\PERC0o-S-20 pacummpeHnuoe IO llkoja).
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lpumeyaHue:

" ApxuB UpdateSchool.zip [AOCTyneH [ANS  CKauMBaHWS MO  CCbIMKe

8.

https://www.perco.ru/download/support/download/UpdateSchool.zip.

Mepesanyctnte «KoHcosb yrnipassieHUs».

PyyHou 3anyck ooHoBneHusa MO Ha APM

Mpn HeobxogumocTn npouenypy OBHOBNEHNS MOXHO 3anyCTUTb BPYYHYHO, MPU YCrOBUM,
4710 Ha K yctaHoBneHa «KoHcosnb ynpaesneHusi». [Ina aT10ro:

1.

MacTep asToMatuecoro oBbHOBNEeHVA il

3N : ' -5-
B, ,“ IC.\Program Files\PER CoNPERCo-5-20 WKona J
\ BribepiiTe daidn Console 17k exe

3anyctute oT umeHn agMmuHuctpartopa ¢gann AUClient17k.exe, pacnonoxxeHHbIN B Nanke
C ycTaHoBreHHbIM ceTeBbIM [10. Mo ymonyaHuio: C: \Program Files\PERCo\PERCo-
S-20 6Gasoeoe II0 Illxosma WM C:\Program Files\PERCo\PERCo-S-20
pacmmpenHoe II0 lkosa. OTKkpoeTcs okHO MacTep aBTOMaTn4eCKOro oOHOBNeHUs:

— HacTpoiaki NapameTpos oBHOBNEHMA

CepBep CHMCTeMB!

|172.17.0.98
MopT AaHHE!x:

211

e

Katanor YCTAHOEKI,

W

TN \

OTMeHa Danee =

2.

3.

B oTkpbiBemca okHe ykaxuTte IP-agpec cepBepa cuctembl, C KOToporo Oyaet
3arpyxeHo obHoBneHme 1 NopT obmMeHa faHHbIMU C CEPBEPOM.

Ecnu B none Katanor ycTaHOBKW TEKCT BblefieH KpacHbIM LBETOM, TO HeobxoamMmo
yKasaTb narky, B KOTOpOW pacronoxeH dann 3anycka «KoHconu ynpaeneHusi». ns

3TOro HaXxmute KHomky ‘i cnpasBa oT nons. B oTkpbiBLleMCA OkHe Bblbepute dhann
Console17k.exe n HaxxmuTe KHOMKy OTKPbITb.

. B okHe Mactep aBTOMaTM4yeckKoro OGHOBMeHUA HaxmuTe kHonky [anee. byget

3anyuweHa ctaHgapTHasa npouenypa obHosneHus MO Ha APM, onncaHHas BbliLwe.

. Ckonvpynte Cc 3ameHoM Bce (pannbl C pacwmpeHnem .bpl U3 apxuBa

UpdateSchool.zip B Manky C YCTaHOBMEHHbIM ceTeBbiM [10 (no ymonyaHwuto
C:\Program Files\PERCo\PERCo-S-20 6aszoBoe IIO Ilkojia UnNn C:\Program
Files\PERCo\PERCo-S-20 pacmupeHHoe II0 IlkoJja).

lpumeyaHue:

" ApxuB UpdateSchool.zip [AOCTyNneH [Ans  CKauMBaHWS MO  CObIMKe

6.
25

https://www.perco.ru/download/support/download/UpdateSchool.zip.

Mepesanyctute «KoHcosnb ynpasrneHus».
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Cuctema PERCo-S-20 «LLkona»

8. YyeTHbIe 3anucu cuctembl

B cucteme npegycMoTpeHbl criegytowme TUnbl y4eTHbIX 3annucen Ana AocTtyna K pasgenam
«KoHconu ynpaeneHusi»:

YHuKanbHas ydeTHasa 3anucb rnaBHOro agMuHuctpartopa. lNpasa He orpaHuyeHsl. 1o
ymonyavunio gns ADMIN naponb He 3agaH. lMaponb y4yeTHOM 3anmMcu MOXeT ObliTb
n3mMeHeH B pasgene «HasHavyeHue npae docmyna ornepamopoey.

YyeTHasa 3anncb agMnHucTpaTopa. [lpasa He orpaHuyeHsbl. [1o ymonyaHuio He 3agaHa.
CospaeTtca u nsameHsietcsa B pasgene «HasHavyeHue npas docmyna orepamoposy.

YuyeTHasa 3anucb onepatopa. MpaBa Kaxgoro onepatopa orpaHuveHbl BblAaHHbIMU
nonHomouunsimu. Mo ymonuyaHuio He 3agaHa. CosgaeTca U U3MEHSIETCS B pasaene
«Ha3HayeHue npae docmyna onepamopoey.

B cucteme npefycMmoTpeHbl criegyowmne Tunbl yY4eTHbIX 3anucen ans gocrtyna Kk bl B
«ljenmpe ynpaeneHusi»:

YHuKanbHass ydeTHaa 3anucb agmuHucTtpatopa B[ (Administrator Sql Server).
Heobxoanma anga cosgaHus HoBown B n goctyna k okHy Hactpounka cepsepa B[l. o
yMon4yaHuioo 3agaHa ydvetHaa 3anuce SYSDBA ¢ naponem masterkey. [Maponb
y4YeTHOWM 3annucu MoxeT ObiTb M3MeHeH B okHe HacTponka cepBepa B[.

YyeTHble 3anucu nonb3oBaTtenen b. [JobaenswoTtca npu cos3gaHmm HoBon B[ Ha
Bknagke CospaHue u ynpaBneHue BMl. Heobxogumbl ana gocryna n MamMeHeHus
aTomn 6a3bl. Mo ymonyanuio scd17_user ¢ naponem scd17_password. lNocne co3gaHns
B[] naponb y4eTHOM 3annucu MoxeT BbITb M3MeHeH B okHe HacTponka cepBepa B[.
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9. «LleHTp ynpaBneHusa»

Moayne «l{eHmp ynpaeneHusi» npegHasHayeH ans:
e ynpasneHus n Hactponkn CYB/[ n cepsepa cucTembl,
e yrpaBfeHus NULUEH3UAMU HA cETEBbIE MOAYU CUCTEMBI,
e CcO30aHus, 06cnyXMBaHUS N pe3epBHOro konuposanuusa B cuctemsil,
e HACTPOWMKM NapaMeTpPOB PACChUIKM COODLLIEHUN,

9.1. YnpaBrieHMe NMUUEeH3UAMU
9.1.1. [lpuobGpeTeHune NULEH3UU

CeteBoe 0O cuctembl npuobpeTtaeTcs B coctaBe moaynen PERCo-SS01 «ba3zoeoe 10»
n PERCo-SS02 «PacwupeHHoe MO». [1pn 3TOM Kaxabl MOAYSb COCTOUT U3 HECKOMbKNX
pasgenoB. 3anyck pasgenoB ocyuwlectBnsietca w3 «KoHcosiu ynpaesneHus». [Ans
ynpoweHns npoueaypbl npuobpeTteHns nuueHsnn Ha ceteBoe [10, a Takke Aansa
3HaKOMCTBa C €ro BO3MOXHOCTAMMU, B TedeHne 30 aHen ¢ momeHTa nepsoro 3anycka 10
paboTaeT B 03HAKOMUTESNIbHOM pPeXUME.

B o3HakomMuTENbHOM pexnme paboTbl COXpPaHATCA BCe PYHKLMOHANbHbIE BO3MOXHOCTH
MO, HO B CTpoKe 3aronoBka okHa «KoHconu ynpaesieHusi» oTobpakaeTcs KONMYecTBO
OHEWN, OCTaBLUMXCA OO OKOHYaHUS O3HaKoMuUTenbHOro nepuoga. o npowecteun 30 gHen
pocTtyn k mogynam cetesoro MO, ana KOTopbiXx HE BBeOEH KMY aktusauun, Oyaet
3anpeLyeH.

i BHumaHue!

B cnyyae Bo3HukHOBeHMS B paboTte ¢ 10 Takmx npobrnem, Kak nycTble OKHa U
OrpaHunYeHHbIN (PyHKUnoHan, ybegmrechb, YTO CUCTEMON MUCNONb3YeTCA Ta Bepcus
MO, anga koTopon G6bINV BBEAEHbLI KOAbI aKTUBALINN.

Hanpumep, pabota c¢ 1O craHOBUTCA HeOOCTynHa, €cnu u3HadvanbHO Obin
npnobpeteH moaynb PERCo-SS01 «Bba3oeoe [M10», a notom 6bin yCTaHOBMEH
moaynb PERCo0-SS02 «PacwupeHHoe [10» pansa uMCnonb30oBaHuUS B
03HaKOMUTENTbHOM PEXUME, CPOK OENCTBUSA KOTOPOrO 3aKOHYUIICS.

UToObl NpoBEpUTb, Kakas BEPCUSA MUCMONb3YeTCAa CUCTEMOW, OTkponTe «KoHcosb
ynpaesieHUss», Ha NaHenn OCHOBHOMO MEHI0 rnporpammbl  Bblbepute
Momouwb > O nporpamme. OTKpoeTCs crnefyoLlee OkHO:

O nporpamme... n

Konconb ynpasnenna PERCo-5-20 "lllkona", Bepcna: 2.9.8.2
PERCo©), 2020. Bce npaea 3al{MllEeHbI.

OnucaHne Bepcua @aiin Oata

WKOMa pacwuperHoe Agpo)  Consolel7k.exe 17.09.2020 15:32:04
WKONa PaclinpeHHanA ) adpAccessPermission17k32se.bpl  17.09.2020 15:33:26
WKON3 paclinpeHHan ) adpPassDesigner1 7k32se.bpl 17.09.2020 15:33:44
WKOMZ paclupeHHas ) adpStaffAccess17k32se.bpl 17.09.2020 15:33:22
WKONa PaclinpeHHanA ) sacStaffAutoChangel17k32se.bpl  17.09.2020 15:33:34

KoHCone ynpaeneHua 2.9.8.2
BpemMeHHbIE KPUTEDKHK 2.9.8.2
OdopMnerdue Nponyckos 2.9.8.2
OocTyn COTpYRHWKOE 2.9.8.2
BpemMeHHaA 3aMeHa YYeTHLIX AaHHbIX 2.9.8.2

'

< >
MNeyate
B ctonbue Bepcusa cogepxuTtcs MHopMaums 0 BEPCUMU UCMONb3YyEMOro Moayns.

B kavecTBe ANEeKTPOHHOrIo Krito4a 3allunThbl Mo ot HECaHKUMOHNPOBAHHOIO NCNoJib30BaHUA
npuMmeHaeTcA OAuH M3 KOHTPOINepoB CUCTEMbI. BbinonHeHue beHKLI,VIVI ONEeKTPOHHOro
Kno4a 3alnTbl HE BIUAET Ha (*)yHKLI,VIOHaJ'IbeIe BO3MOXHOCTW KOHTpOnepa.

[ns ncnonb3oBaHUs KOHTpOMNepa B KayecTBe ONEKTPOHHOro Krwda 3awmtbl 10 ot
HEeCaHKLMOHNPOBAHHOIO MCMNOSb30BaHUS:

27



Cuctema PERCo-S-20 «LLkona»

e KOHTpOnnep pormkeH ObiTb gobaBneH B KOHGUrypauui CUCTEMbl B pasgene
«KoHngbuzypamopy;,

e [0OMKHa NOAOEepXUBaTbCA MOCTOSHHAS CBA3b MeXOY KOHTPOMNEpoM M CEpBEPOM
CUCTEMbI.

B cnyyae oTcyTCTBUSI CBA3U MeXY KOHTPONNEPOM 1 CEPBEPOM CUCTEMbI BCE BBEAEHHbIE
KMIOYM  aKTMBaLUUW He CMOryT MpOWTW NpPOBEPKY, W Moaynu OyayT 3anylleHbl B
O3HAKOMUTENBbHOM pEeXUME.

Ana npnobpeteHns NUUeH3nmn 1 NonyyYeHns Knyven aktneaumm mogynen MoO:

1. Bbibepute oanH n3 npuobpeTeHHbIX paHee KoHTponnepoB PERCo, kotopbin byaet
NCMNONb30BaTbCA B KAYECTBE ANIEKTPOHHOrO Knto4a 3awmTsl 0.

2. 3anonH1Tb 3aaBKy Ans npuobpeTteHns nuueHsumn Ha ceteBoe 10. B 3aaBke ykaxute
MAC-agpec BbIGpaHHOrO KOHTponnepa, nepedeHb npuobpeTaembix Moaynen u
kKonnyectso APM, Ha KOTOpPbIX KaXabl MOAYIb NNaHUPYeTCs UCMOoNb30BaThb.

lpumeyaHue:

3agBky Ons npuobpeTteHus nuueHsnnm Ha ceteBoe 1O MOXHO 3anofnHUTL

cnegyoowmmMmm cnocobamm:

— Ha cante komnaHnn PERCo, no agpecy www.perco.ru B pa3gene lNopgaepxka >
MporpammHoe obGecnevyeHue > MO PERCo0-S-20 > lMopsapnok nonyyeHus
npaBa ucnonb3oBaHusa NO PERCo0-S-20 n PERCo-S-20 Llkona.

— Ncnonb3ya 6naHk 3asdBkM, cOXpaHeHHbin npu yctaHoBke [10. 3anonHeHHbIN
6naHk Heob6xoamnmo oTnpaBuTb B komnaHuio PERCo no agpecy: mail@perco.ru.

3. lNocne nonyyYyeHns NUUEH3NOHHOrO CornalleHus, CoAepXXallero KIouM akTMBauuu
moaynen [0, Heobxogumo BBeCcTM UX B «LjeHmpe ynpaesieHusi» Ha BKNagke
YnpaBneHue nUUeH3nAMN.

9.1.2. BBoAa knrwy4ya akTmBauum

BBog knoyen aktmsaumm mogynen ceteBoro 10 cuctemsbl ocywecTBnseTca Ha BKNaake
YnpasneHue nuueHsunamu N0 «Ljenmpa ynpaeneHusi». Bknagka umeet crnegyoLwwmm
BUA;

i
HacTpoiika pacchinkl CoobLLeHMi [oNONHWTENBHBIE HACTPOIKKM CepBepa CUCTEMb HacTpoiika NEpUOANYHOCTH OYMCTEM B
YnpasneHue cepeepamMm CosgaHue W ynpaenenie b1 PE3epBHOE KONWPOBaHWe b1 YrpasneHue niLeH3aMin
"
=¥ PERC0-5502 PaclumpenHoe MO <lKoNa=, 03HAKOMUTEMEHBIH Nepro 33KOHYEH @
SMS-6LUnnnHP
Bepudukaums
BupeoHabnioaeHwe
BpeMeHHas 3aMeHa pacnucaHus
BpeMeHHbIEe 30HbI
BpeMA NpuCyTCTEMA
[M3aiiHep NpoMyCKoB
JvcuwnnuHa
[loCTyn COTPYAHMKOB W Y4YeHWKOB
MypHan sepuduKaLim
KondurypaTtop
Ha3Ha4YeHwe nNpaB AOCTYNa ONepaTopoB @
HepeneHele rpaduky
OnpaeaaTenbHbIE JOKYMEHTEI
OTYeT O BblAaHHBIX WASHTUDMKATOPaX
OT4eT no SMS
MnaHMpoBLMK 3aAaHuil no oTnpaske SMS
MoMeLLEHHA
PacnvcaHue
CobbITUA YCTPOACTB M JeACTBMA NOMNb30BaTenen
COTPYAHUKM U YHEHWKK
TWNbI NPa3AHUKOB
YNpaeneHue yCTpoicTeamm
YYeTHble aHHble
& PERC0-SM20 "Mopayns MHTerpaumu ¢ MO Trassir”, koA akTWBaLMK OTCYTCTBYeT
Bepcwn 10 - 2.9.82 Bepcwa b/l - 2.9.82
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1. Bbibop BKNagku okHa:
e YnpaBneHue cepBepamu;
CospgaHue u ynpasnexnue bl;
Pe3epBHOe konupoBaHue bl;
YnpaBneHue NnUUEH3NAMU;
HacTpounka paccblikKn COOOLLEHUMN;
JdononHutenbHbIe HACTPOMKU cepBepa CUCTEMbI;
HacTpounka nepuogm4yHocTu ounctkm bl.

2. lNaHernb MHCTPYMEHTOB BKNAAKN COOEPXMUT CrieayroLme afieMeHThbI:
e [ M3MeHUTL kog akTuBaumm (Ctrl+E) — kHoMka No3BoNsAeT BBECTU KoY aKTMBaLmm
Ans Moayns, BblAeneHHoro B paboyen obnacTtu BKagku.

. M Bbi6op KOHTponnepa, copepxawero nuueHsunro (Ctrl+N) — kHonka nossonseT
yKasaTb KOHTporinep, KoTopbli ByoeT MCrnonb3oBaTbCs B KA4YeCTBE 3MEKTPOHHOro
kntoya 3awmtbl MO OT HECaHKUMOHWPOBAHHOIO WCMOMb30BaHNA. BbiGpaHHbIV
KOHTponnep otobpaxaeTca B nosie cneea OT KHOMKMW.

3. Paboyas obnacTb BKknagku coaepxuTt cnucok mogyrnen cetesoro MO ¢ ykasaHuem
Konun4yecTBa NpnodbpeTeHHbIX no nuueHsnm APM.

BBoa knroya aktmBauum
[nsa BBoAa kno4ven aktuBaumm moaynen cetesoro 10 BbINoNHUTE cnegyoLwme 0eUCTBUSA:
1. 3anyctute «LjeHmp ynpaesieHus».

2. B oTKpbIBLUEMCS OKHE Ha BKNagke YnpaBrneHue cepBepamu ybeanteco, YTo 3anyLueHbl
FireBird SQL cepBep n CepBep cucrtembl PERCo0-S-20 Llkona. [Mocne aTtoro
nepenanTe Ha BKNagky YnpasrieHMe NIULEH3UAMMU:

HacTpoiika pacchlikv coobLieHuit [loNONHUTENbHBIE HACTPOIKK CEpBEpa CUCTEMB HacTpoiika Nepuogu4HOCTH OYUCTKM B
YnpaeneHue cepeepamu CozfaHue 1 ynpasneHve b Pe3epBHOE KONWpoBaHWe B Ynpasnenue niLeHsuaMu

a8 | |KoHTponnep 3amka (10.4.2.95), MAC: 00:25:0:00:35:ed | |m
=¥ PERC0-SS02 PacwmiperHoe MO <lUkona>, 03HaKOMUTeMbHBIA Neprog 3aKoHYeH

SMS-BUNAUHE

Bepudmkauma

BuaeoHabnoaeHue

BpeMeHHan 3aMeHa pacnucaHus

BpeMeHHbIe 30HbI

Bpems NpucyTCTBMA

[u3aiiHep NpomMycKkoB

AucuMnnuHa

[oCTyN COTPYAHWKOB W YYEHUKOB

JKypHan BeprbuKaLmmn

Kondwurypatop

HasHad4eHwe Npas AOCTYNa onepaTopoB

HegeneHele rpaduim

OnpaBaaTenkbHbIE JOKYMEHTb

OTYET O BblgaHHLIX WASHTUhWKaTOpax

OTYeT no SMS

MNaHUPOBLWK 3aaHuii No oTnpaBke SMS

MoMelLeHus

PacncaHue

COBLITMA YCTPOIMCTE M ASHCTBKMA NONL30BaTENEH

COTPYOHUKN 1 YHEHUKK

Tunbl NpasaHUKOB

YnpaeneHue yCTpoicTBaMu

YUeTHbIE JaHHbIe

# PERC0-SM20 "Mogynb uHTerpaumu ¢ MO Trassir", Ko aKTUBaLUWKW OTCYTCTBYeT

Bepcwn M0 - 29.82 Bepcwn bf1- 29.82

3. B BepxHen 4acTh OKHa HaXXMWUTE KHOMKY E! BbiGop KOHTponnepa, coaepxaliero
nuueH3unto. OTkpoeTca okHO CNNCOK KOHTPOSEpPOB:
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?-If Cnwncok KOHTpONEDOE

O "'El KoHTponnep ckopocTHoro npoxoaa N22 (aansHumi) (10.1.64.25), M... |~
O ’ﬂ KoHTponnep TypHukeTazamka (10.0,149,43), MAC: 00:25:08:00:9.,.,

~ [0 W NNKOmM 1oxp. 137, (10.1.28.64), MAC: 00:25:08:01:00:40
O & nneon 2 exp. 17, {10.1.28.561), MAC: 00:25:08:01:00:30 v

MevyaTe 0K OTHEHE

4. B OTKpbIBLUEMCS OKHE OTMeTbTe donaxkoMm koHTponnep, MAC-agpec KoToporo Obin
yKasaH B 3asdBke ans npuobpeteHns nuueHsmm Ha ceteBoe 0. HaxmuTte kHonky OK.
OkHo Cnucok KoHTponnepoB OyaeT 3akpblTo. HaumeHoBaHne BbIGPaAHHOMO
KOHTpOmnepa NosiBUTCA B BEPXHEN YAaCTU OKHA. DTOT KOHTponnep byaeT B AanbHeNLweM
NCMoNb30BaTbCHA B KAYECTBE ANIEKTPOHHOro KroYa 3awmnTsl 0.

5. Bolgenute B paboyen obnactu OkHa HasBaHMe MoAyns, A9 KOTOPOro Heobxogmmo
BBECTU KJTHOY aKTMBaLMN.

6. Haxxmute kHomky “® U3meHUTb Koa akTMBauuMum B BepxHel yactu okHa. OTkpoeTcsa
naHenb JIMueH3MOHHOEe cornaweHue Ans BBOAA KkYa akTMBauuu BblOENEHHOMO
MoAynsi:

NWUEH3NMOHHOE CornalleHue
Kog aKtueaumn;

| | o

7. BBeguTe KoY akTMBaLMMK, YKa3aHHbIA ONS BblAENEHHOro Moaynst B NMUEH3NOHHOM
cornaweHuun, 6e3 npobenos n pasgenutenen. Haxmnte kHonky OK. CepBep cucTembl
OCYLLIECTBUT NPOBEPKY BBEAEHHOMO KIto4a.

8. B cnyyae owmGku Npu BBOAE Krtova akTMBauuu (HECOOTBETCTBUM Kroya BbiGpaHHOMY
MOZYI0 UM KOHTPOMNepy) OTKPOETCS OKHO C COOTBETCTBYOLLMM COOBLLEHMEM.

9.B cnyyae HapyleHNss CBSI3W MeXay CEPBEPOM CUCTEMbI U KOHTPOSSIEPOM,
NCNONb3yeMbIM B KAYECTBE 3NIEKTPOHHOIO KIoYa 3aLLUmMTbl, OTKPOETCS OKHO:

¥npaeneHue AMLEHZNAMK

YCTpOMCTED IP-anpec |CDL—mnHME £ | WMrchopMaLa
10.1.55.50 1 HeT cBs3M.

| | MeyaTtb

10. B oTkpbiBluEMCA OKHe HaxmuTe KHonky OK. [llpoBepbTe HanuuvMe CBA3U Mexay
CepBepoOM CUCTEMbI U KOHTPOSINEPOM, YKa3aHHbIM B JIMLUEH3NOHHOM COrfalleHun.
[MoBTOPHO BBEOMTE KNIOY aKkTMBaLUMW, YKa3aHHbIA B NUUEH3MOHHOM CcorfalleHum ong
BblAeneHHoro B paboyen obnactn okHa Moayns.
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9.2. Cos3paHue n ynpaBneHue b[j
9.2.1. 3anyck n octaHoBka CYB[l n cepBepa cucrtemsl

3anyck u octaHoBka cepBepa CYB[] v cepBepa cucCTeMbl OCYLLECTBNAETCH Ha BKNaake
YnpaBneHue cepBepamu 10 «lfeHmpa ynpaesieHuUsI»:

HacTpoiika pacchinki coobLieHmit
YpaBneHue cepeepami

FireBird SQL cepeep

OCTaHOBUTE

Tun 3amycka
O AsTO

® BpyuHyto
O OTKNo4eHo

OK

e

[Bepcua cepeepa - WI-V2.5.7.27050 Firebird
2.5]

[Bepcus ODS B - 11.2]

[Bepcua knmenTa - fbclient.dll WI-
V6.3.7.27050 Firebird 2.5]

WcnonHaemelit daitn "C:\Program Files
\Firebird\Firebird_2_5\bin\fbserver.exe" -s

C030aHue W ynpaeneHue bl

[ononHUTENBHBIE HACTPOMKKM CEPBEPE CUCTEMBI HacTpoiika NepUOAMUHOCTM O4MCTHM B

Pe3epBHOE KONWpoBaHWe B : YNpaBneHue NMLeH3UaMI

Cepeep cucTembl PERCoO-5-20

OCTaHOBUTE

[
[

Tun 3amycka
@ ABTO

O BpyuHyto
O OTKNo4eHo

MapaMeTpel 3anycKa

Bxog B cUCTEMy
® C CUCTEMHOI YYETHOI 3anucbio

[ PaspewnThb B3aMMOZEMCTBIE C pabOYUM CTONGM

O C y4eTHO 3anucbio

Defaultinstance

fbserver.exe" -s Defaultinstance (Bxoa B
CUCTEMY C YYETHOI 3anncero LocalSystem)
CNWCOK yCTaHoBNeHbIX cepeucos Firebird
["Firebird Guardian - Defaultinstance”
"Firebird Server - DefaultInstance"]

G

WcnonHaemelid daitn C:\Program Files (x86)\PERCO\PERC0-5-20 pacwwpeHHoe MO Wkona\SServer17k.exe -s
Firebird SQL cepeep paboTaeT B WTaTHOM pEXUME.
Cepsep cucTemsl PERCO-5-20 paboTaeT B WTATHOM pexuMe. Bepous cepsepa cucTeMbl 2.9.8.2 (paclumpeHHasn)

OK OTMeHa

Bepcma M0 - 2982 Bepcua B/1- 2.9.82

1. Boibop BKNagKku okHa:
e YnpaBneHue cepBepamu;
CoszpaHue u ynpasnexHue bl;
Pe3epBHOe konupoBaHue Bl;
YnpaBneHune NMUEH3USIMU;
HacTpounka paccbiJsIKU COOOLLEHUMN;
HNononHutTenbHbIE HACTPOMNKK cepBepa CUCTEMbI;
HacTpounka nepuogn4yHoctu ounctkm bl.

2. KHonka OctaHoBuTb / 3anyctutb Firebird SQL cepBep nossonser oCTaHOBUTL /
3anyctutb cepBep CYB/[]. CocTtosaHmne cepBepa oTobpaxkaeTcs ¢ MOMOLLbI0 MHAMKATopa,
pPacnonoXeHHOro cnpaea OT KHOMKU:

4/ m — cepsep CYB/] 3anyLleH / ocTaHOBNEH.

3. KHonka OctaHoBuTb / 3anyctute CepBep cuctembl PERCo0-S-20 nossonsior
OCTaHOBWUTL / 3aNycTUTb cepBep cuctembl. CoOCTOsiHME cepBepa oOTobpaxaetcsa C
NOMOLLIbIO MHAMKATOPa, PAcnONOXEHHOIO crpaBa OT KHOMKW:

/ — cepBep CUCTEMbI 3anyllieH / OCTaHOBIEH.
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4. MNepekntovateny Tun 3anycka No3BonsaT ycTaHOBUTL cnocob 3anycka CYB[ cepsepa.
Mocne nameHeHnst NoNoXeHus nepeknovatenen Heobxogmmo Haxatb KHonky OK:
e ABTO — cepBep byaeT 3anyweH aBTomaTudeckm npu 3anycke OC.
e BpyuHylo — cepBep 3anyckaeTcs BPy4HY C MOMOLLbIO KHOMKN 3anyCTUTb.
e OTKNOYEHO — 3anyck cepBepa HEBO3MOXEH.

5. Nepeknoyatenn Tun 3anycka MNO3BONSAKT YCTaHOBUTbL crnocob 3anycka cepsepa
CUCTEMBI.
e ABTO — cepBep byaeT 3anyweH aBTomaTudeckm npu 3anycke OC.
e BpyuHylo — cepBep 3anyckaeTcs BPy4HY C MOMOLLbIO KHOMKN 3anyCTUTb.
o OTKNOYEHO — 3anyck cepBepa HEBO3MOXEH.

6. OK — KHonmka coxpaHeHna uamMeHeHun nocne mameHeHusa crnocoba 3anycka cepsepa
cuctembl nnn CYB[.

7. MapameTpbl 3anycka — none Ans BBoAa AOMNOMHUTENbHbLIX NapameTpoB Mpu 3anycke
cepBepa CUCTEMbI.

8. Bxoa B cuctemy — nepekroyatens No3BonseT BbibpaTh yHETHYIO 3anmcb Nonb3oBaTens
OC, oT umenm kotoporo OyayT 3anyckatbCsi cepBepbl. Ona KoOppekTHOW paboTbl
cepBepoB (co3gaHnst nouToBon n SMS-pacchinok) HeobxoamMmo, YTobbl NONB30BaTENtO
ObINM NpegocTaBneHbl NoSHbIE NpaBa agMmuHucTpaTopa MK.

e C cnCTeMHOM y4YeTHOM 3anuUcbio — 3anyCcKk CepBepoB OCYLLECTBNAETCA OT MMEHU
BCTPOEHHOW y4YeTHON 3anucu agMmmHuctpatopa [K.
e C yyeTHOM 3anuUCbK — 3aMyCcK CEPBEPOB OCYLLECTBNAETCSA OT UMEHU yKa3aHHOM

ydyeTHOM 3anucu. [ng Bbibopa y4eTHOM 3anucu Haxmute kHomky ‘1. OTkpoeTcs
OKHO BbIOop: "Monb3oBaTenb":

BriBepuTe TN ofbexTa:

| "MonezoeaTens” | Twnkl ofbeKToB. ..

B ChnegyiollEM MECTE!

| SV | PasmeweHie. ..

BeeavTe uMeHa BeiGMpasMen: 0B bEK TOB (DDMMEDE):

LononHuTensHo. .. JK Cmaeta

9. KHonku:
1 OK - npegHasHayeHa ons COXpaHEHUS1 BHECEHHbIX Ha NaHenn N3MeHeHun,
1 OTMmeHa — npeaHasHayYeHa Anst OTMEHbl BHECEHHbIX Ha NaHeNnM N3MeHeHUN.
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9.2.2. OnucaHue Bknagku «CospgaHue u ynpasneHune b»

Bknagka npegHasHadeHa onsg ynpasneHus Hactponkamu B v umeeTt cnegyowmn sua;:
i

HacTpolika pacchblikv cooBLIEHMIt [loNONHUTENbHBIE HACTPOKKK CEpBEpa CUCTEMB HacTpoiika NepuoaM4HOCTM OYUCTKM B

YnpaeneHue cepsepamn CospaaHwe 1 ynpasnedue b/1 Pe3sepBHOE KONMpOBaHWe b/l YnpasneHne NMUeH3naMmn
| - me®e-Bx ¢ 805 @ % 2 &
PacnonoxeHue 6a3bl AaHHBIX:
C:\SCD17k.FDB &
PacnonoxeHue apxueoB Hazkl AaHHbIX:
|C:\ | o
PacnonoxeHue BUAeoapxvBa BepudukaLm:
i\ &

YYyeTHasa 3anuck NoNb30BaTENA:
SYSDBA |
I'Iaponb none30BaTend.

[seeessece | @

FireBird

Bencwa M0 - 2982 Bencua B - 2982

@® M3meHeHue HacTpoek

O CozpaHve basbl faHHLIX

Bbi6op Bknaaku okHa:

YnpaBneHue cepBepamu;

Co3paHue n ynpaBneHue b,

Pe3epBHOe KonupoBaHue Bl;

YnpaBneHune NMUEH3USIMU;

HacTpounka pacCcbiJsIKU COOOLLEHUMN;
HNononHutenbHbIE HACTPONKN cepBepa CUCTEMbI;
HacTpounka nepuogm4yHocTu ounctkm bl.

2. [laHernb MHCTPYMEHTOB BKIagKu:

e W CoxpaHeHue HacTpoeK 6a3bl AaHHbIX (Ctrl+S) — KHONKa NO3BONSET COXPAHUTL
N3MeHeHNs, BHECEHHbIe B napameTpbl BJ.

e ® CoxpaHeHue 6asbl_faHHbIX, ONTUMU3ALUMUA W MPOBEPKa LIENOCTHOCTH
(Ctrl+B) — kHOMKa Nno3BonseT COXpaHUTb pe3epBHYyto konuto B[l B nanke, ykazaHHOM
B none PacnonoxeHue apxuBoB 6a3bl AaHHbIX. Ha3BaHne anna pesepBHOM
konuu: Backup1.fok. Mpu HaxaTum cTpernku cnpasa oT kHomnku ¥ oTkpoeTtcs MeHto,

nossonawowee BbibpaTb ¥ BoccraHoBneHwue B[ u 9 CoxpaHeHue B[] c

nocneayowmUM BOCCTaHOBNEHUEM:

— ¥ BocctanoBnenue B[ (Ctrl+R) — kHonka nossonsieT BoccTaHoBUTb B[] 13
CO3[aHHOW paHee pe3epBHOM KOMUKN, COXPAaHEHHOW B Narnke, ykasaHHOW B nose
PacnonoxeHne apxmBoB 6a3bl JaHHbIX.

_ 9 CoxpaHeHue B[l c nocneayrouwmm BocctaHoBrieHnem (Ctrl+A) — kHonka
Nno3BonsdeT coxXpaHuTb pe3epBHyto konuo Bl, a 3atem BocctaHoBUTL B[] 13
pe3epBHON KOMUU, YTO MO3BONHAET 3a cYeT Oo4MCTKM Bl OT yaaneHHbix paHee
COObITU MOHUTOpPUHra, perucrpauuu, Bepuukaumm Unn yyeTHbIX AaHHbIX
yMeHbWnTb pasmep B.

o WL YpaneHume pgaHHbIX MoHuTOpuHra (Ctrl+D) — kHOMka nossonseT yganuTb
coxpaHeHHble B B[] cobbiTMa MOHMTOPUHIa 3a yKasaHHbIN nepunoa.
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e & Ynanenue gaHHbIXx no cobbitusam (Ctrl+E) — kHonka nossonseT yaanutb
coxpaHeHHble B B[] cobbiTnst pernctpaumm 3a ykasaHHbIi nepuoa,.

o M Ypanenue ganHbix Bepudmkaumm (Ctrl+0) — kHoMka nossonseT yaanuTb u13
nanku, ykasaHHou B rnone PacnonoxeHune Buaeoapxumea Bepudumkaumm kaapsbl,
3anucaHHble C kamep HabrnogeHnsa npy NpoBeaeHUN npouenypbl Bepudukaumm, 3a
yKasaHHbI nepuoa.

e £ Ouunctka B[l OT yAaneHHLIX COTPYAHUKOB | YYEHNKOB — KHOMKa MO3BONSET
yaanuTb n3 B[] cuctemsl y4eTHble JaHHbIe yaaneHHbIX COTPYAHUKOB (YY4EHUKOB) 3a
yKasaHHbI nepuoa.

lpumeyaHue:

Ana  ymeHbluieHns pasmepa B[l nocne yaaneHus CoGbITUA  MOHMTOPWHrA,
pernucTpaLmm, BepudmukaLmm Unm y4eTHbIX AaHHBIX C MOMOLLIbIO KHOMOK ik, & & £
Heobxoammo onTummampoBaTb BIl. [Ina atoro coxpaHute pesepBHyto konuo B[,
NCNOoNb3ys KHOMKY ¥. CoxpaHeHne 6a3bl AaHHbIX, ONTUMMU3ALUA U npoeepka
LIeNTOCTHOCTU, @ 3aTeM BOCCTAHOBUTE M3 Pe3epBHOIi KOMWUK, UCTONb3Ys KHomKy ¥
BoccraHoBnexue Bl

o Hactponku cepepa Bl (Alt+N) — kHornka nossonsieT M3MEeHUTb HaCTPOWNKK
cepsepa B[l, nameHuTb nNaponb agMUHUCTpaTopa, co3A4aTb AOMOSHUTENbHbIE
y4YeTHble 3anMcun agMuHUcTpaTopa.

e & OnTMMM3aumsa nHaekcos (Ctrl+l) — kHonka no3BonseT oNnTMMM3npoBaTb paboTy
MO c b[]. PekomeHayeTcs npoBoANTb pa3 B HEAEN!o.

e il Cosganue 6a3bl aaHHbIX (Ctrl+N) — kHomnka nossonsieT cosaaTth Hosyo B[,
KHonka goctynHa npu ycTtaHoBKe nepeknioyarens Pexum B nonoxeHne CospaHue
6a3bl AaHHbIX.

o [€ 06HoBREHMNE Bepcun 6asbl gaHHbIX (Ctrl+U) — kHoMKa Nno3BonsieT NpMBeCTU B
cooTBeTcTBUE Bepcuto bl ¢ Bepcuen MO nocne ero oGHOBNEHUS.

o & Boccranoenenme npeabigyuwero napons_ ycrtpouctB (Alt+R) — kHonka
NO3BOMSET BOCCTAHOBUTbL Naposfib AOCTyNa K yCTpoMCTBaM cuctemsl. lNMpoueaypa
HeobxogMma B Crydae HeCOOTBETCTBUSA Maponsd, 3aJaHHOro B YCTPOMCTBaAX
CUCTEMbI, NApOto, COXpaHEHHOMY B BOCcCTaHOBNeHHon b/.

o ' Hactpowka pa6otbl co ctopoHHuM MO (Ctrl+1) — KHONKa NO3BONSET OTKPLITH
oKkHO HacTpouka pa6oTbl ¢ 1C (cTtopoHHuM MO) ona gocTtyna K 4ONONHUTENBHLIM
WHCTpyMeHTam noarotoBkm bBIl k wHTerpauum ¢ cuctemonm nporpamm 71C:
lMpednpusimue.

e ¥ [posepka uenoctHocTu 6asbl_pgaHHbix (Alt+B) — kHonmka nossonseT
npoBeputb hann b1 Ha HanM4yne ownoboK.

o %5 MNoka3aTb aKTUBHbIE CeaHChbl — KHOMKA NO3BOJISIET OTKPbITb OKHO AKTUBHBIE
ceaHchbl, cogepxaliee nHgpopmaumio 06 onepatopax, NOAKMNIOYEHHbIX K CEPBEpPY
CUCTEMBI:

B Axrusheie ceancn [m] x
v B | ||

KonnioTep nonssosatens Cepsep Bufiop o ArTHsHocTS

fata
MpuMeyaHue KOMMBIOTEPS MopT | Pasaen ¢ | Moapasaen Moayne CacTosHue 3anycka  |MpoAomHMTENEHOCT L

TIABHEIA AAMWHWCTPATOP SIV1 PO.PERCOCo 172,17.0,227 58412| 172,17.0.227 211 | Mepcodan | CoTpyaHuky PERCo-SMO2 Tlepconan’| OsHakomvTensHeNd neproa: 31.10,2018 00:00;22

OnepaTop

MR
nomsomarens| P-AIPEC ‘nupr IP-Anpec

MNevate Bexoa

Ha naHenu MHCTPYMEHTOB OKHa AOCTYMHbI Crieayowmne afieMeHTb:
- i HacTpoika o6HOBRneHUA nHcopmaLmum — Npu HaxaTum CTpernku cnpaea
OT KHOMKW OTKPOETCS MEHI0, NO3BONSIOLLIEE HACTPOUTb YacToTy OBHOBMEHUS
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3.

4.

5.

35

MHopMaUUKN O NOAKMIOYEHHbIX OnepaTopax WUn NPoOBECTU NPUHYAUTENBHOE
obOHoBneHue.

=it

— M OTobpaxeHue cTonbLOB — MPW HaXaTuM CTPENkM crpaBa OT KHOMKK
OTKPOETCA MEHI0, Mo3Bonsowee BblbpaTb CTONOUBI C  AAHHBIMM,
oTobpakaeMbiMu B paboyen obnactun BKnagku.

++

— 1 ABTOMaTM4yecKas HacTpoOMKa LWMUPUHbLI KONOHOK BKitoYeHa /| Py4yHas
HacTpoMKa LWMUPUHbI KOJIOHOK BKMKYEHa — KHOMKa Mo3BonsieT BblbpaTb
pexum nogbopa WnpuHbl cToNnbuoB B paboyern o6nacTtun okHa.

— =¥ MocnaTb coobueHne onepaTtopaMm B BbiGpaHHbIe CeaHCbl — KHOMKa
Nno3BonseT OTnpaBUTb MrHOBEHHOE cooluleHne BblIOpaHHbBIM B pabouyen
obnacTtn okHa onepaTtopaM. CoobuieHne NOSABUTCA B HUXKHEWN YaCTU KOHCOMK
ynpaBrieHus Kaxaoro oneparopa.

;-
— % 3aKkpbiTb BbIGPaHHbIE CEAHCbI — KHOMKA MO3BOMSET OTKMIOUYUTL OT B[
cUCTEMbI BbiOpaHHbIX B paboyernt obnacTtn okHa onepaTopos.

Paboyasa obnacTb Bknagku:
e PacnonoxeHue 6a3bl AaHHbIX — NOfe NO3BOMSET BBECTU Ha3BaHWe havna b n
yKkasaTb ero pacnonoxeHue. [lyTb MoxeT ObITb BBEAEH BPYYHYIO NN YKa3aH B OKHe

0O630p hannoB n nanok. [119 OTKPbITUA OKHA HAXXMUTE KHOMKY @YKamuTe c¢dann
B, cnpaBa ot nonsa BBoga. awn B[ pomkeH pacnonarateca Ha 1K c
yctaHoBneHHbiMn CYB[l u cepBepom cuctembl. HasaHue danvna B no
ymonyaHuo: C:\SCD17K.FDB.

e PacnonoxeHue apxuBoB 6a3bl AaHHbIX — NOSie NO3BONAET yKa3aTb NyTb K narnke
ANA COXpaHeHUs 1 nocnenyLlero BOCCTaHOBNEHUS dpanna C pe3epBHON Konuen
B. OgHoBpeMeHHO B nanke MOXeT XpaHUTbCS Tonbko ogHa konus BL. MyTb K
nokanbHOM nanke MoXeT ObiTb BBeAeH BpyyHyl. [na ykasaHua nankw,

pacnonoxeHHon Ha yaaneHHom [1K, HaxmuTe KHOMKy ah BbiGop nanku ans
apxuBoB B[] cnpaBa OT nong BBoAA M yKaXXuTe nanky B OTKpbiBLIEMCS OkHe O630p
nanok. O6patuTte BHMMaHuMe, 4TO K Nanke B 3TOM Chnyyae [OMKeH ObiTb
npegocTasneH obwmn goctyn.

e PacnonoxeHue Bnaeoapxmsa BepuduKaLmm — nore no3BosiseT ykasaTb narnky
ANA XpaHeHUs KagpoB C kamep HabnogeHud, 3anvcaHHbIX Mpu NpoBeaeHun
npouenypbl Bepudukaumm. Nyte MoXeT ObiTb BBEAEH BPYYHYHO UMK YKa3aH B OKHE

O630p nanok. [na OTKPbITUS OKHA HaXMUTE KHOMKY b Bbibop nanku
BuaeoapxuBa Bepucpukaumm cnpasa oT nons BBoda.

e YyeTHas 3anucb Nosib3oBaTenA — rnofie No3BoSISET ykaszaTb UMA Mofb3oBaTeNs
BL. YyeTHaqa 3anucb nonb3oBaTtens 3agaetcd npu cosgaHun b v ykasbiBaetcs B
cnyyae cMeHbl ucnonssdyemon b1. YyeTHasa 3anuck no ymonyaxuo: SCD17_USER.

e [laponb nonb3oBaTtensi — nosie NO3BOJSAET yKasaTb nNaposnb Ana gocrtyna k b[.
Maponb goctyna 3agaeTca npu co3gaHuvn B[l u ykasbiBaeTcss B crnyyae CMeEHb
ncrnono3yemon b[l. MNMaponb no ymonyaHuto: scd17_password.

MepekntovaTtens Pexxnm nossonseT BolbpaTb pexum pabdoTbl BKNaaKM:
e WN3meHeHue HacTpoek — ansa paboTsl ¢ havinom B[], co3aaHHbIM paHee.
e Co3paHue 6a3bl AaHHbIX — And co3gaHna Hoeon Bl.

MopT FireBird: no ymonyaHuio — c4eTYMK NO3BONAET NpU HEOOXOANMOCTN U3MEHUTL
ceteBo nopT obmeHa p[JaHHbIMM Mexay 3anyuweHHon Ha APM  «KoHcosbro
ynpaesieHusi» n cepsepom cuctembl (CYB[) FireBird. o ymonuaHuio 3agaHo
3HayeHue 3050.
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9.2.3. Co3paHue Bl
[nsa cosgaHusa Hosoro danna bL:
1. Banyctute «LjeHmp ynpaerneHusi».

2. HaBknagke YnpaBneHue cepBepamu yoeantecs, 4to Firebird SQL Server n CepBep
cuctembl PERC0-S-20 LLikona 3anyLieHbl.

3. [epengnte Ha Bknagky CosgaHue u ynpasneHuwe BI.

Ha naHenu Pexum yctaHoBuTe nepeknioyaTens B nosioxeHne CospaHue 6Gasbl
AaHHbIX. Bknagka npumeT crnegyowmn Bua;

3
HacTpoiika pacchinki CoDBLIEHMIT [IONONHUTENBHBIE HACTPOMKW CepBepa CUCTEMB HacTpoiika NepuoguYHOCTH OYUCTKM B
YnpasneHwe cepsepamMu Cosfanue 1 ynpasnedue b/1 Pe3sepBHOE KONMpOBaHWe b/l YnpasneHne NMUeH3naMm
| & - LI AR 1 B %
PacnonoxeHue 6azbl JaHHbIX:
C:\SCD17k.FDB &
PacnonoxeHue apxuBoB basbl AaHHbLIX:
|C:\ | o
PacnonoxeHue BuaeoapxvBa BepuduKaLmm:
i\ &
YyeTHas 3anucb Nonb3oBaTens:
SYSDBA |
Mapone none3oBaTens:
|rr1asterke\,rr |
MNapone agMuHucTpatopa bA:
|rr1asterke\,rr |
Pexxim Mopt
FireBird

O WameHeHwe HacTpoek

® Cozpanve basbl gaHHbIX

Bepcna MO - 2.9.8.2 Bepcwa B - 2.9.8.2

5. B none PacnonoxeHue 6a3bl AaHHbLIX YKaXuTe nanky, B koTopoun bygeT co3gaH cann
B. MNyTb kK nanke MoxeT 6bITb BBEAEH BPY4HYIO UK YKka3aH B okHe O630p nanok. [1ns

OTKPbITUA OKHA HaXXMUTE KHOMKY ah Ykaxute chann B[, cnpasa ot nons Beoga. n4d
NOBbILWEHNs 6e30NacHOCTM HEe PEKOMeEHAyeTCs NPeaocTaBnAaTb 0OWMIN JOCTYN K 9TOM
narike.

6. B none PacnonoxeHue apxMBOB 6a3bl AaHHbIX YKaxuTe NyTb K nanke Ang
COXpaHeHa U nocrieaylowero BOCCTaHOBNEHUA dpavna c pesepBHon konuen BL.
PekomeHgyeTtca xpaHuTb bavn ¢ pesepBHOW konven B[] oTaenbHO OT OCHOBHOIO
danna B[ Ha gpyrom xecTtkom gucke unm gpyrom lNK. INyTb K NokansHOW narnke MoxeT
ObITb BBeAEH Bpy4Hy. [Na ykasaHusA nanku, pacnosioXeHHon Ha yaaneHHowm [1K,

HaXXMUTE KHOMKY ah BbiGop nankm ana apxuBoB B[] cnpaBa OT nona BBoOAa U
yKaXXuTe nanky B OTKpbIBLLEMCS OkHE OG30p Nanok.

7. B none PacnonoxeHue BuaeoapxuBa BepudUKaLUM yKaxute narky, B KOTOPOW
OyayT coxpaHATbCA Kagpbl C Kamep HabnwaeHus npyu nNpoBedeHun npoueaypbl
Bepudmkaumu. MNyTb K Nnanke MoxeT OblTb BBEAEH BPYYHYIO UK YKka3aH B okHe O630op

&qi

nanok. [ns OTKPbITUS OKHA HaXMWUTe KHOMKY
BepudMKaumm cripasa oT Nons Beoja.

Bbibop nanku BupeoapxmBa
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8. B nonsax Y4yeTHas 3anucb nonb3oBatena v [aponb nonb3oBarens 3agante Mms
nonb3oBaTens, naponb Ana gocrtyna k bBA. Ot gaHHble ByayT Heobxogumbl npu
npoBeaeHun nobbix onepaunin ¢ bA.

9. B ctpoke Maponb agmuHuctpatopa B[l BBeaute naponb agamuvHucTpatopa b
(agmuHncTpaTopa cepsepa CYBM). Naponb no ymonyaHuto: masterkey.

10. Ha naHenn NHCTPYMEHTOB BKIAAKN HAXXMUTE KHOMKY T CoxpaHeHue HacTpoek 6a3bl
OaHHbIX.

11. Ha naHenu MHCTPYMEHTOB BKNaAKuN HaxmuTe kHonky B’ CospaTe 6a3y AaHHbLIX.

12. Hoeasa B[l 6yget cospaHa. B oTkpbiBLUEMCA NpW 3aBepLUEHMM Onepaumm OKHe C
coobuieHnem Haxxmnte kHonky OK.

9.2.4. OOGHoBneHue Bepcuu bl

O6HoBneHue Bepcun B[ nponsBoanTcsa ToNbKO B criydae ob6HoBneHus sepcum MO cepeepa
cucTtembl. B aTom cniyyae npu 3anycke «KoHcosiu ynpaesieHusi» U NOLKITHYEHUN K cepBepy
CUCTEMBbI NOSIBUTCS OKHO C COOOLLEHMEM:

Koncone ynpaenedna PERCo-5-20

DEHApPY#EHD HECOOTEETCTEME BEp oA MNC; Baza gaHHEBIX -
BepcrA 2.9.5.0, Cepeep cMCTEMEl - Bepona 2982,

OBHOBWTE bazy gaHHBX M2 LleHTpa ynpaeneHmnal

[nsa obHoBneHns Bepcum B BbINONHUTE crneayowme eNCTBUSA:

1. Mpwu ncnonb3oBaHun 64-pa3pssgHON ONepauUmoHHON CUCTEMBI:

e 3anyctute «ljeHmp ynpaesieHusi» WV nNepengute Ha BKNagky YnpasrieHue
cepBepamu.

e OcraHoBuTte cepeep CYB[] ¢ nomouubto kHonkn OctaHoBuThL Firebird SQL cepBep.

e Hangute cann security2.fdb B nanke, rae 6oina ycrtaHoBneHa crtapasa sepcus 10
(no ymonuyanuio: C:\Program Files (x86)\Firebird\Firebird_2_5).

e Ckonupynte c 3ameHon dann security2.fdb B nanky c¢ HoBoum Bepcuen [10
(no ymonuanuto: C:\Program Files\Firebird\Firebird_2_5).

2. Ypanute Firebird, vcnonb3ya cTtaHaapTHbIn KOMnoHeHT MS Windows «YcmaHoeka
u ydaneHue npoepamMmy. B OTKpbIBLLEMCS OKHE BblaenuTe CTPoKy «Firebird [eepcusi]»
N HAXXMUTE KHONKY YAanuTb.

3. Banyctute «ljeHmp ynpaesneHuss» wn nepengute Ha BkNagky CospgaHue wm
ynpaBneHue bA.
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4. Ha naHenu MHCTPYMEHTOB BKNaAKN HaXmuUTe kHorky & OGHoBneHne Bepcuu 6asbl
AaHHbIX. OTKpoeTcsa okHo OBGHOBNEeHne Bepcun 6a3bl AaHHbIX:

el = =
W OBHosneHne Bepcun Basbl JaHHbX

Maiin, NnpeaHazHAYEHHEIR ANA 0OHOBNEHWA:
ZiWProgram Files (x86%PERCoVPERCo-53-20 WronaswpdateStructure DB dll

2

pebyerca obHoBnexnne,

eKkylana sepcua b]] Mmenblue, uem Bepcua obHOBNEHUA..
r’-‘jl Nocne oBHOBNEHUA METaaHHER 6336l aHHL CNedyeT YUYecTs,
?. UTO NpegblgyLine COXpaHeHHLIe apXMEL] NepecTaHyT BT
AKTYaNbHEIMK. B cnyyae eoccTaHoEneHns B uz nwboro Uz HuX
Heobxogumo 3aHoeo obHOBKMTE Dazy QaHHLIX.
NOCAE ¥CNEWHOMO OEHOBMEHWA BAZEl HEOBXOOWMMO
BEINONHWTE NEFPEOAYY NAPAMETFOB BCEW CUCTEMBI!

Tekywan eepcua 2.9.8.0 Bepcwa oBbHoeneqna 2.9.8.2

5. B OTKpbIBLLEMCS OKHE ANsi u3MeHeHunsa nytn k dpanny UpdateStructureDB.dIl HaxxmuTe

KHOMKY il

Er
6. [Onsa 3anycka npouenypbl 06HoBRNeHus B HaxxmuTe KHOMKY 4| Mpuctynutb K
obHOBRNEHUIO.

| PekomeHgauwa: MPOWIBECTH COXPAHEHWE BA3BLI AAHHBLK
e MEPEA OEHOBNEHWMEM?

| Aa | | Het

7. Ona coxpaHeHna pesepsHoM Konuu Bl B OTKpbIBLUEMCS OUANOrOBOM OKHE HaXMuTe
kHonky [a. MicxogHas Bepcus B 6yaeTt coxpaHeHa B dpanne Backup1.fbk B nanke,
ykasaHHon B none PacnonoxeHne apxmBoB 6a3bl JaHHbIX.
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8. lNMocne okoH4yaHuWa npouenypbl o6HOBNEHUs B okHe OOHOBNeHue Bepcuu 6asbl
AaHHbIX nossuTcs coobueHne « ObHosrreHuUe 0aHHbIX MPOWIIO YCreuwHO»:

% Obrosnenne sepoun Basel gaHHBIX

aiin, NpegHazHAYEHHEIA ONA 0OHOBNEHWA:

Z%WProgram Files (x86)%PERCoVPERCo-53-20 WronaswpdateStructure DB, dll

=

(DbHOBNEeHWe JaHHBIX NPOLWNo YCNewHo

Nocne ofHOBNEHWA METadaHHLX Baskl AaHHLEX, CNegyeT yd4ecTb,
YTO NpeabiayLMe COXpaHeHHbIe apxiBbl NepeCTaHyT boiTe
BKTYENbHEIMK.B CNydae BOCCTAHOBAEHKMA WX HEODXOOWMO 33HOBO
0BHOBWTB.

MOCAE ¥CNEWHOMD OEHOBMEHWA BA3RI HEQOBXOAMMO
BEIMOMHKWTE NEFEAAYY NAFAMETFOB BCEN CUCTEMBI!

Texywan eepcun 2.9.8.2 Bepcva oBHoeneHun 2.9.8.2

9. Haxmute KHOMKY . B CTPOKEe 3arosyioBka OKHa Aa5a ero 3akpbliTus.
9.2.5. Co3paHue pesepBHOM Konuu bl

PesepBHasa konus B[l HeobxoouMma Onsi BOCCTAHOBIIEHUS [AHHbIX CUCTEMbI B Criyyae
noTepu ocHoBHoro dpanna b[.

lpumeyaHue:

. B cuctreme npegycmoTpeHa BO3MOXHOCTb PErynisipHOro aBTOMaTU4ECKOro
pe3epBHOro konmpoBaHust B[l nNo 3apaHee ycTaHOBMEHHOMY pacnucaHuio. [Ona
HaCTPOMKM pacnncaHna nepengmte Ha Bkrnagky PesepBHoe konupoBaHue Bl.

[ns coxpaHeHna pesepBHon konun Bl BbINONHUTE crieaylolme 4eNCTBUS:

1. 3anyctute «ljeHmp ynpaeneHusi» wn nepengute Ha Bknagky Cos3gaHuve wm
ynpaBneHue bA.

2. Ha naHenu WHCTPYMEHTOB BKMafKuW HaXMUTe CTPeriky crpaBa OT KHomku ¥ u B
Bbinagatowem cnmcke Bbibepute nyHKT CoxpaHeHne 6a3bl AaHHbIX, ONTUMU3ALIMA U
npoBepka uenoctHoctu (Ctrl+B). B[l 6yaeT coxpaHeHa B nanke, ykadaHHOMW B CTPOKe
PacnonoxeHne apxuBoB 6a3bl gaHHbIX, B ¢anne ¢ Ha3BaHueMm Backup1.fbk. B
yKa3aHHOW narke MOXeT COXPaHATLCS TOSIbKO OfHa pe3epBHas konus bl.

9.2.6. BocctaHoBneHue B[] n3 pesepBHON KONuUu

Ecnn ocHoBHOM chann B[ yTepsH, To nepen BocctaHoBneHnem B[l 13 pesepBHOM Konum
HeobxoQMMO npeaBapuTenbHO co3gatb HoByk B[, ykazaB B none PacnonoxeHue
apxuBOB 6a3bl AaHHbIX MECTO pacnonoxeHusa danna pesepsHon konum Backup1.fbk. Ans
BoccTaHoBneHua bl n3 pesepBHOU KoMK BbINOSTHATE crneayowne 4encTBus:

1. 3anyctute «lJeHmp ynpaesneHusi» v nepenante Ha Bknagky CosgaHue v ynpasrieHue

BA.

2. Ha naHenu WHCTPYMEHTOB BKNAZKW HaXMWTE CTpenky crnpaBa OT KHomku ¥ p B
BbiNagawwem cnucke Bblbepute nyHKT BocctaHoBnenme B[. Bbyget 3anyweHa
npouenypa BoccrtaHoBneHus b u3 dawnna Backup1.fbk, pacnonoxeHHoro B narike,
yKaszaHHoOW B none PacnonoxeHne apxuBoB 6a3bl AaHHbIX.
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3. ®ann c BoccTtaHoBneHHon B[l 6ygeT nomelleH B nanky ¢ ocHoBHOM B[l 1 umeTb TO e
HasBaHue, Ho ¢ gobaBneHnem cumBona #. B criyyuae NOBTOPHOroO BOCCTAHOBIIEHHas,
dann OypeTr coxpaHeH 6e3 cumBona # B HasBaHun. [Ona umenn chavna BO no
ymonyaHuo: SCD17K.FDB nma ¢anna ¢ sBocctaHosneHHon b1 6yaet: SCD17K#.FDB.

4. Ina Havana paboTbl cepBepa C BOCCTaHoBNeHHow B[] nepenaute Ha BKNagky
YnpaBneHue cepBepamu n nepesanyctute cepsep cuctembl u cepsep CYB[.

Taknm obpasom, npu HopmanbHOW paboTe B nanke, ykazaHHou B none PacnonoxeHue
6a3bl AaHHbIX, MOryT cywlecTBoBaTb ABa havna B: paboyas n npegbliaywas konus, a
Takke pesepBHas konua B[ B nanke, ykazaHHon B none PacnonoxeHne apxuBoB 6a3bl
OaHHbIX.

9.2.7. Ouuctka bl

PekomeHgyetca npoBoauTb o4yucTtky B[l He pexe oAHOro pasa B KBapTan nocne
3aBeplleHnss opMupoBaHna Bcex Heobxoammblix oT4eToB. COoObITUS MOHUTOPUHra
pekoMeHOyeTCa yoandTb He pexe OAHOro pasa B Mecsl. OTO MNO3BOMSET YMEHbLUUTb
pasmep anna B[ n yckopuTtb paboTy NporpaMMHbIX MOAYNEN CUCTEMBI.

Ansa ounctkm B nponsseauTte crneayowime JENCTBUS.

1. 3anyctute «ljeHmp ynpaeneHusi» v nepengnte Ha Bknagky CosgaHuwe v ynpaBrieHue
BA.
2. [ina ynaneHus [OaHHbIX COObITUIA MOHUTOPWUHrA Ha MaHenu WHCTPYMEHTOB BKIaKy

HaXXMUTE KHOMKY B YpaneHue gaHHbIX MOHUTOpMHra. OTKpoeTcs OKHO YaaneHue
OaHHbIX MOHUTOPUHrA:

Wy yﬂﬂﬂEHHE A3dHHBX MOHATODWUHI G

Ha4yano neproaa KoHel neproaa
01.09.2017 El~ | |01.10.2017 El~
OTmMmeHa OK

3. B oTKpbIBLLEMCA OKHE yCTaHOBMTE C MOMOLLbIO nonen Beogda gat Hayano nepuopa un
KoHeu nepuopa BpeMeHHOW MPOMEXYTOK, 3a KOTOpbii OyayT yganeHbl coObITUS.
HaxmuTte kHonky OK. CobbITus 13 XXypHana MoHUTopuHra 6yayT yaaneHsi.

4. Ons yganeHus cobblTUiA perMctpauMnm Ha naHenu WUHCTPYMEHTOB BKMNAAKW HaXmuTe
kHonky ¥ YpnaneHue gaHHbIX No coBbLITUAM.

5. B oTkpbiBWEMCS OkHe YaaneHue AaHHbIX MO COObLITUSIM YCTaHOBUTE C MOMOLLBIO
nonen seoga nat Havano nepunopa v KoHeu nepuopa BpeEMEHHOW NMPOMEXYTOK, 3a
koTopbli 6yayT ypaneHbl cobbitua. Haxmute kHomky OK. CobbiTvs u3 XypHana
perucrpaumm 6yayT yaaneHsoi.

6. [Ina yganeHus coxpaHeHHbIX Mpu MpoBedeHun npoueaypbl Bepugukauum kagpos C
Kamep Ha MaHenn WHCTPYMEHTOB BKMAadKW Haxmute kHornky ¥ YpaneHue pgaHHbIx
Bepudnkaumu.

7. B oTkpbiBlLUEMCH OKHe YAaneHue AaHHbIX BepuduKaumm ycTaHOBUTE C MOMOLLbIO
nonen seoga gat Havano nepuopa v KoHeu nepuopga BpeMEHHOM NPOMEXYTOK, 3a
KoTopbin ByayT yaoanenbl kagpbl. Haxmute kHonky OK. Kagpbl Bepudpmkauum 6yayt
yOaneHsbl.
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8. [ina ontumusauum B[] nocne ouncTkM 1 yMeHbLLEHUs pa3Mepa anna HeobxoanMo Ha
naHesnm MHCTPYMEHTOB BKNaAKM HaXKaTb CTPESKY CnpaBa OT KHOMKM ¥ 1 B BbinagatoLLem
cnucke BblbpaTb NyHKT CoxpaHeHMe 6a3bl AaHHbIX, ONTMMMU3aUMA U NpoBepKa
uenoctHocTu. PesepBHasa konusa B 6yaet coxpaHeHa B nanke, ykasaHHOM B CTPOKe
PacnonoxeHune apxmBoB 6a3bl JaHHbIX.

9. lNMocne atoro Heobxoammo obHoBUTL Bl N3 coxpaHeHHoOW pe3epBHON Konuwu. [1nsa aToro
Ha naHennm WHCTPYMEHTOB BKMNAOKW HaXMuUTe CTperiky crnpaBa OT KHOMKU H B
BbiMagalroLeM crnvcke Bblbepute MNyHKT ¥ BoccTaHoBnewue B . Bypet 3anylieHa
npoueaypa sBocctaHoBreHus B 3 pesepBHOM KOMuu.

Mpn HeobxooMMOCTM MOXHO HacCTpouTb aBTOMaTM4ecKyro ounmcTky B[l Ha Bknagke
HacTpounka nepunognyHocTn ounctku b[.

9.2.8. HacTtpouka nepnogn4HocTn ouncTkmn b

Bknagka npegHasHadeHa ans 3agaHva nepuoanyHoCTU aBToMaTn4eckom ouncTkm b n
nMeeT criegyowmn Bua;

Ynpasnexve cepsepami CosgaHwe 1 ynpasneHwe b PesepeHoe konuposaHue b1 Ynpasnesne nMueH3uAaMmn
HaCTpoiKa pacchikin COOBLLEHMIA JlONONHWTENBHBIE HACT POIKK CEPBEPA CHCTEMBI HaCcTpolika NepuoaN4HOCT O4NCTKI B
MOHUTOPUHT COBBITUA YCTPOIRCTB M ASACTBWA NONb30BaTENEN ® [OaHHble BeprdrKaLIKM
OCTaBNATE JaHHBIE 33 NEPUOA OCTaBNATE AaHHBIE 33 NEpUOL
33 NOCNEHIOD HEMENHD v| [0 ¥YaanaTe faHHbIE BKNOYAA 0eACTBMA NOMB30BATeNed |3a NOCAEAHME NOAFOAA )
PacnucaH1e NpoBepoK Pacnm1caH1e NpoBepoK
OCTABNATE JaHHBIE 33 NEpUO)
EMEAHEBHD - A proa EMEMECAYHD -
I MoHenensH1K |Sa NOCNEAHUA roA V| ~ 1 neHb Mecaua ~
1 BTOPHWK PacnucaHue npoBepok 2 [eHb Mecala
~ Cpesa ExeHenensHo v 3 neHb Mecala
v YeTeepr 4 neHb MecaLa
i MaTHULE ¥/ MNoHenensHiK 5 feHb MECALA @
¥ Cy660Ta BTOPHUK @ 6 [eHb MecsLa
I BocKpeceHbe Cpefa 7 feHb MeciLa
Hetsepr 8 feHb MecaLa
I'Imsgtgua 9 feHb MecALa
Cybbora 10 fieHb MecaLa
BockpeceHke 11 feHb MecsLa v

EamHHro::Tb MEDMOANHECKYID OYMCTRY [ By A i NepHORMUECKYIO QUMCTKY [aRHBIX EEK:HDR:::Tb NepUOAUYECKYHD OYUCTKY

Mepuof Havana yaaneHua AaHHbIX @ @

los:00 z

|01;00 = oK OTMeHa (ESC)

Bepcua MO - 2.9.82 Bepcwa B - 2.9.8.2

1. Bbibop BKknagku okHa:
e YnpaBneHue cepBepamu;
CospgaHune u ynpasnexnue bl;
Pe3epBHOe konupoBaHue Bl;
YnpaBneHue NIULEH3NAMM;
HacTponka paccbiikKn COOOLLEHUM;
JononHutenbHbIe HACTPOWKN cepBepa CUCTEMBI;
HacTtpounka nepuogniHocTu ouncTtku b[.

2. MaHenb MOHMUTOPUHr MO3BONSET HACTPOUTb NEPUOAUYHOCTb OYMCTKM  [aHHbIX
MOHUTOPUHIa U COAEPXMUT crneayowme pyHKLMK:

e OcTaBnATb AaHHble 3a nepuon — C NOMOLLbK BbiMagawowero crnnmcka MOXHO
YCTaHOBUTb, AaHHbIE 3a Kakon nepunoa 6y,D,YT XpaHUTbCA B CUCTEME!

— 3a nocnegHow Hegento;
— 3a nocnegHun Mecsu;

— 3a nocnegHue nonroaa;
— 3a nocnegHumn rog,.
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e PacnucaHue npoBepoOK — C NOMOLLbIO BbiNadatoLero cnmcka MOXHO BbibpaTh, Kak
yacTo 6yaeT npoxoauTb npoBepka B/l Ha yaaneHne gaHHbIX:

eXXeHEeBHO;
eXeHeaenbHo;
eXXeMeCa4Ho.

e BKNHOYNTL NEepUOANYECKYKD OUYMCTKY AaHHbIX — YCTaHOBUTE pnaxkok Ans
BKITHOYEHUS (DYHKLUN NEPUONYECKON OUNCTKM AaHHbIX.

3. MaHenb CoObITUA YCTPOUCTB U OEACTBUSA NOfib3oBaTesien No3BOSiieT HACTPOMUTb
NepPUoOANYHOCTb OYMUCTKN COObITUIA YCTPOWUCTB U OENCTBUIN NONb3oBaTeENen U COAEPXKUT
cnegywowmne PyHKUNN:

e YpanaTb AaHHble BKIOYas AeMCTBUSA Nonb3oBaTenen — npu ycrtaHoBKe naxka
OyayT yoansaTbCa BCe [AaHHble, BKMYas BCe AENCTBUSA nonb3oBaTtenen. Ecnu
oriaXoK He ycTaHasnmBaTb, OyayT yaaneHbl TONbKO COBbITUS YCTPOUCTB.

lpumeyaHue:

YctaHoBKa bnaxka Ha napameTp YAanATb [AaHHble BKKYaA [encTBuA
nonb3oBaTternen He PEKOMEHOYETCS Mo CoobpaxeHnam 6e30nacHOCTU, Tak Kak 3To
MOXET MNPUBECTU K MNOTEpe BaXHbIX CBEAEHUN, K MnpuMepy, WHgopmauum o6
YBOSbHEHUWN UK NPUHATUM Ha paboTy COTPYAHMKOB.

e OcTaBnATb AaHHble 3a nepuon — C MNOMOLbKO BbiMagawLwero crnnmcka MOXHO
YyCTaHOBUTb, AaHHbIE 3a Kakon nepunon 6y,EI,YT XpaHUTbCA B CUCTEME!

3a NOCneaHo Heaeno;
3a nocnegHun Mecs;
3a nocnegHue nonroaa;
3a nocrneaHnn rog.

e PacnucaHue npoBepoK — C NOMOLLbIO BbINaZdaoLLEero cnnucka MoXHo Bblbpatb, Kak
yacTto 6yaeTt npoxoauTb npoBepka B[l Ha yaaneHne gaHHbIX:

€XXeQHEBHO;
exXxeHeaernbHo;
eXeMeCSA4YHO.

e BKNHOYNTL MNEepUOAUYECKYK OUYMCTKY AaHHbIX — YCTaHOBUTE pnakok Ans
BKITHOYEHUS DYHKLUN NEPUOaNYECKON OUNCTKM AaHHbIX.

4. MaHenbs [OaHHble BepudMKaumMu MNO3BOSISET HACTPOUTb MNEPUOOUYHOCTb OYUCTKU
AaHHbIX BEpUdUKauumn n COAepXuT cnegyowime yHKLUK:
e OcTaBnATb AaHHble 3a nepuoa — C MOMOLLBK BbiNagalroLlero crnucka MOXHO
YyCTaHOBUWTb, JaHHbIE 3a Kakow nepuof OyayT XpaHUTbCS B CUCTEME:

3a NOoCneaHo Heaeno;
3a nocneagHun mecs;
3a nocnegHuwe nonroaa;
3a nocneaHun ropa.

e PacnucaHue npoBepoOK — C NOMOLLbIO BbiNadaloLWero cnmucka MOXHO BbibpaTh, Kak
yacTto 6yaeTt npoxoauTb npoBepka B/l Ha yaaneHne gaHHbIX:

eXXeHEeBHO;
eXeHeaenbHo;
eXeMeCa4Ho.

e BKNHOYNTL MNEepUOAUYECKYHD OUYMCTKY AaHHbIX — YCTaHOBUTE pnaxkok Ans
BKITHOYEHUS DYHKLUN NEPUOaNYECKON OUMCTKM AaHHbIX.
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5.MNaHenb [Mepuoa Havana ypaneHUst AaHHbIX M03BONSAeT 3adaTb BpeMeHHOW
NPOMEXYTOK, B KOTOpbIM ByaeT HadmHaTbCca ounctka BI0. Hanpumep, npu yctaHoBke
14:00-18:00 ouncTka B[l moxeT Ha4yaTbCcs B ntodon momeHT ¢ 14:00 go 18:00.

6. KHonKu:
e OK — npegHasHaveHa ans coxpaHeHUsa BHECEHHbIX U3MEHEHUI;
e OrtmeHa (ESC) — npegHasHayeHa ang oTMeHbl BHECEHHbIX U3MEHEHUM.

9.2.9. Hactpouku cepsepa b
[nsa pocTtyna K HacTpourkam cepsepa bl:
1. 3anyctute «lJeHmp ynpaesneHusi» v nepengnte Ha Bknagky CosgaHue v ynpasrieHue

BA.

2. Ha naHenu WHCTPYMEHTOB BKI1aAKM HaXXMWUTE KHOMKY iy Hactponku cepBepa BA.
OTkpoeTcsa okHO BBeguTe naponb agMMHUCTpaTopa:

% Beegwre napons agmmnncrpatopa B/

Mapone agMUHKCTpaTopa B4

3. B oTKpbIBLLEMCS OKHE BBeauTe Naponb agMmuHuctpatopa B[ n Haxmute kHonky OK
(naponb no ymonyanuto: masterkey). OTkpoetca okHo Hactpowku cepBepa B[,
coepxallee aBe BKNagku:

e HacTtpouku;
e [lonb3oBartenu.

Bknagka «HacTpoWku» BbIrnsauT cnegyowmm obpasom:

% Hacrpoiikn cepeepa B/l

 HacTpoikn ‘ Monb3oBaTenn

HanmMeHOoBaHKe 3HayeHKue

Bepcua WI-V2.5.7.27050 Firebird 2.5
JWpeKTopKa C:\Program Files\Firebird\Firebird_2_ 5"
Pazmep cTpaHWubl (KE) 4096

Pasmep daina 6assl (M) 2101

Pasmep CTpaHuWLBl, NOCNe BOCCTaHOBNeHWA (KB) 4096
MNPUHYAMTENEHAA 3anNch HeT
ONTUMK3aLUKMA Baskl NpK CoXpaHeHUK HeTt
MOHOBAA ONTHMKW3AUKWA Basbl HeTt

Paboyasa obnactb Bknagkum HacTpoukm cogepxuT cnegylowme nons ¢ AaHHbIMU U
napameTpbl cepBepa CYB[:

e Bepcusa — Bepcusa 3anyLieHHOro cepeepa.

e [upekTopusa — nanku yctaHoBku cepsepa CYB[.

e KonuyectBo 6a3 — KONNMYECTBO NOAKMOYEHHBIX K cepaepy B[l.

e KonuyecTtBO COeAMHEHUMN — KONNYECTBO NOOKITIOYEHHLIX K CEPBEPY KIMEHTOB.
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e Pasmep cTpaHuubl (K6) — yCTaHOBMNEHHBIN pa3mep cTpaHuubl hanna b.
e Pasmep danna 6a3bl (M6) — Tekywmn pasmep aina b1, nogknio4eHHON K cepBepy.
e Pa3mep cTpaHuubl, nocrne BoOCCTaHOBNEHUA (KO) — packpbiBaOLWUNCA CNUCOK

no3BondeT U3MeHUTb pasmep cTtpaHuubl hanna b. Ona ontummnsaumm pabotsl ¢ B

pekoMeHOyeTCa YCTaHOBUTb 3HavyeHWe rnapameTpa KpaTHbIM pasMepy Knactepa

eCTKoro gucka, Ha kotopom pabotaet B[. Mo ymonyaHuiOo yCTaHOBIIEHO 3HaYeHue

4096 6Gawnt. [locne u3MeHeHMs 3HaYeHWss napameTpa HeobXxoouMMO COXPaHUTb

pe3epBHYO konuio BI1, nocne 4ero Ucnonb30BaTh €€ B KAYECTBE OCHOBHOM.

e [lpuHyauTenbHas 3anuchb:

— [Ja — no3sonseT NoBbICUTb HAAEXHOCTb COXPaAHEHUS AaHHbIX, YMEHbLUMB Npu 3TOM
CKopocTb paboTbl ¢ B/I.

— HeT — nosBonsgeTt yBenuuuTb CKOPOCTb onepaumn ¢ B[l 3a cyeT ucnosnib3oBaHUA
cuctemHoro kawa B namatn K. B cnyyae c6osa B nutaHum [MK gaHHble,
HaxosLmMecs B KaLLe, MOryT 6bITb NOTEPSIHbI.

e OnTummsauma 6asbl NPU COXPaHEHUM:
— Oa — npu coxpaHeHun pesepsHon Konuu B nponssoanTbCcs ee onTuMmn3auums.
— Het — ontumnsauus pesepsHoun konuu Bl He npoussoauTcs.

e ®oHoBas onTumMMsauusa 6asbl:

— [Da — ontumumnzaums B[l npomsBoantcs B npouecce paboTbl, Npu 3TOM paboTa c
dannom B[] moxeT bbITb 3ameaneHa.

— HeT — dooHOBas onTMMKM3aLKNA HE NPON3BOAUTCA.

[ns 3aKpbITUS OKHA C COXPaHEHMEeM BHECEHHbIX U3MEHEHMI HaXmuTe kHomnky OK.

Bknapgka «lMonb3oBaTtenu» BbIrMaanT crieayowmm obpasom:

L Hacrpoiikn cepeepa B/J]

HacTpoiiku | lonb3oBaTenw

K3MeHeHwne

&| A | [

Y4yeTHan HononHWT enbHele Homep Homep
3an1ch OaHHble rpynnsl|10Nb30BaTeNs

SYSDBA Administrator 5gl Server 0 0

MNonezoBaTeNk Naponke
SCD17_USER escaed

OK OTmeHa

B pabouyen obnactn BKNagkm COOEPXUTCA CMUCOK YYETHbIX 3anucen agMuvHucTpaTopa u
nonb3oBatenen B[. KpacHblM BblgeneHbl y4eTHble 3anucu, KOTopble He MOryT 6biTb
yoaneHbl. JT0 3anucn agmuHuctpaTtopa bB[l: sysdba u 3anmcb nonb3oBaTens
nogkrtoyeHHon bl1: no ymonyanuio scd17_user.

MaHenb MHCTPYMEHTOB BKITadKu:
o & JobaBuTb nonb3oBaTensa — KHOMKa No3sondeT OTKPbITb NMaHesib BBOAA AOaHHbIX
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aona pobaeneHuss HoBbix nonb3oBaTtenen Bll. [lobaBneHwe nonb3oBaTens MOXeT
noTpeboBaTbCs B criydae nogkntodeHus B k gpyromy cepBepy, TO €CTb HE K TOMY, Ha
koTopom B[] 6bina cosgaHa.

o G Ypanutb nonb3oBaTtens — KHOMKa No3BONSAeT yaanuTb BblAeNeHHyo B paboyen
obnacTu BKNagku y4eTHyHo 3anmcb Nonb3oBaTens.

e b Y3meHeHMe mapons — KHOMKA MO3BOMSET OTKPbITh NaHenb BBOAA AaHHbIX AN
N3MEeHEeHNa Napons, BblAeneHHOro B paboyen obnactu BKNagku nonb3oBaTens unm
agMmuHucTpaTopa. ObpaTute BHUMaHWE, YTO NAPOSIM PErNCTPO3aBUCUMBI.

BHumaHue!

— PekomeHayeTca nameHntb naposib masterkey agmuHuctpatopa b[l, 3agaHHbIn o
YMOS4YaHMI0, Ha Naposib M3BECTHBLIN TONTbKO agMUHNCTPATOPy CUCTEMBI.

9.2.10. BoccTtaHoBneHue npeabiayLwero napossa yCTpoucTs

BocctaHoBneHne npegplaywiero napons JocTyrna K YCTPOMCTBAM CUCTEMbI  MOXET
notpeboBaTbCca nocne BocctaHoBneHus Bl n3 pesepBHOM Konuu, B Criydae ecnuv nocre
cOo34aHuns pe3epBHOM KONuK naposib Obi1 N3MeHeH. To eCTb eCrnv Naposb, COXPaHEHHLIN B
yCTpOMCTBax, OTNN4aeTcsa oT napons, ncnonedyemoro B b/1.

lpumeyaHue:
. [lpn nposegeHun npouenypbl BOCCTaHOBMEHUs naponis Bce «KoHconu
yrnpaeJsieHUss» OOJMKHbI ObITb 3aKpbIThbI.

[na BoccTaHOBNeHUs npebiayLlero napond, nocrne BoccraHoBneHus bl n3 pesepsHom
KOMuu:

1. 3anyctute «LJeHmp ynpasneHusi» v nepengnte Ha Bknagky CosaaHue v ynpasrieHue
BA.

2. Haxxmute KHonky [ BoccraHosnenue npeabiayLero napons yCTpoMcTB Ha NaHenm
MHCTPYMeHTOB BKnagkn. OTkpoeTcs okHO BoccTtaHoBneHue npeabiayuiero napons

YCTPOMUCTB:
% BoccraHoBneHMe NpeasiayLLIErD NAPonA YCTpoicTe

NpeabayLwMiA Naponb

OTMeHa OK

3. B oTKkpbiBLLIEMCS OKHE B none MNMpeabiaywmmn naposnb BBeAMTE NApPOSb, COXPAHEHHbIN B
YCTPONCTBAxX CUCTEMbI, TO €CTb UCMOMb3yeMbl 40 BOccTaHoBNeHus b[. Haxmute Ha
kHonky OK.

4. B oTKpbIBLUEMCHA OKHE NOATBEPXAEHUS N3MEHEHUS Naponia HaxmuTe kHonky Aa. [Nocne
npoBeaeHus Npoueaypbl BOCCTAHOBNEHNSA B cucTeMe ByaeT ncnonb3oBaTbCs Naposb U3
pe3epsHon konuu B[.

5. Bakporite okHO EpguHas cuctema 6e30MacHOCTU, HaxaB KHOMKY . B CTpOKe
3aronoBKa OKHa.

6. 3anyctute «KoHconb ynpaesieHusi» 1 nepentn B pasgen «KoHguaypamopy.
7. NepepanTte BOCCTAHOBMEHHbIM Naposfib B YCTPOMCTBa cucTeMbl. [1ns atoro B paboyen
obnactu pasgena BblibepuTe KOPHEBOW 3NEMEHT Crucka YCTPOMCTB (MO YMOMYaHuio
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Cuctema 6e30nacHOCTU) N HaXMUTE Ha MaHENM WHCTPYMEHTOB pas3gena KHOMKY
@ Nepepatb napameTpsl.

9.2.11. MNpoBepka uenoctHoctn bl
Ansa npoeepkun B[ cnctembl Ha HannumMe oWNBOK:
1. 3anyctute «ljeHmp ynpaesneHusi» v nepergnte Ha Bknagky CosaaHue u ynpasneHue

BA.

2. HaxXmuTte KHOMKy &> MpoBepka uenoctHoctTu B[] Ha naHenNn MHCTPYMEHTOB BKIaAKW.
OtkpoeTcsa okHo MNMpoBepka uenoctHocTu BA.

3. B oTkpbiBLUEMCS OKHEe HaxmuTe kHonky [MpoBepka uenoctHoctun BJl. HadHeTcs
nposepka b[.

4. Ecnv npu npoBepke OLWMOKN He oOHapyXeHbl, To B paboyelt 06nacT OkHa MOSIBUTCS
coobueHune: «lposepka 8bINOSIHEHA, OWUBKU HE OBHapyXXeHbl:

L Mposepra yenocthoctw bl

Mpoeepka BLINONHEHA, OWHOKK He OBHApYWeHbI.

6 MNpoBepTe UENOCTHOCTE B

3aKpbiTs

5. B cnyyae obHapyxeHua owwnbok B pabodyert obrnactu okHa MNOSBUTCA OT4YeT 06 ux
XapakTtepe 1 Konu4ecTse:

% Mposepka yenoctHocm B

Summary of validation errors
Mumber of data page errors  © 5
Mumber of index page errors 11
Mumber of database page emors 775

3 MpoeepHTL LeNOCTHOCTE B/

3aKpBIT

6. |_|pl/1 06Hapy>KeHVIVI OLLNBOK HaXMUTE KHOMKY MonbiTKa BOCCTaHOBIIEHUA LIENTOCTHOCTU

bA.

7. B cny4ae ycnewHoro ncnpasneHna obHapyXeHHbIX owmnbok cdann B 6yaeTt 3ameHeH
BOCCTaAHOBMEHHbIM hannom, a ¢dann ¢ owmbkammn GyaeT coxpaHeH C pacluMpeHUEM
.bad. B nosiBuBLLEMCA OKHE C coobLieHneM HaxmuTe KHonky OK.

B cnyyae HeEBO3MOXHOCTM wucnpaBneHnss OB6Hapy>XeHHbIX ownboK npousseguTe
BoccTaHoBneHme b1 n3 pesepBHOW KOMuU.
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9.3. lNnaHupoBLUUK pe3epBHOro konnposaHus b
9.3.1. OnwucaHue BKknagku «PesepBHoe konupoBaHue B»

CospgaHne pesepBHon konuu B[] Heobxoammo, 4TOObI UCKIKOUYMTL BO3MOXHOCTbL NOTEPU
AaHHbIX B criydae Bbixoga u3 ctpos K cepBepa cuctembl. B cucteme npeycmMoTpeHb!
BO3MOXHOCTM PYYHOro M aBTOMaTU4ECKOrO COXPaHEHUs1 pe3epBHbIX KOMUA NCNOSb3yeMOoN

BO.

[ns HemegneHHOro cosgaHus pesepsHon konuu B[ nepengute Ha Bknagky CospaHuve um
ynpaBnenme B[l 1 HaxmuTe KkHOMKy ™ CoxpaHeHue 6asbl AaHHbLIX Ha NaHenw
WHCTPYMEHTOB BKIaKu.

HacTtponka pacnucaHMsi aBTOMaTU4YeCKOro pes3epBHOr0 KOMMPOBaHUS MPOU3BOAUTCA Ha
Bknagke PesepBHoe konupoBaHue Bl MO «LJenmp ynpaeneHusi». Pe3epBHas konua B
OyoeT coxpaHeHa B KaTtanore, ykasaHHOM B cTpoke PacnonoxeHue apxuBoB 6a3bl
AaHHbIX Bknagkun CospgaHue u ynpasneHue B[l. [pu aToM B kaTanore Bcerga xpaHuTcA
TOSIbKO OAHa, NocrnegHsasa pesepsHasa konusa bBL.

Mpn cospgaHum pesepBHoW konun B[l cylwecTByeT BO3MOXHOCTb OTMNpPaBKN yYBEAOMIEHUN

yepes cnyxby coobweHnn Windows, no anekTpoHHou noyte wmnu SMS-coobLueHnem.

[ocTynHbl ABa yCroBus OTNpaBku yBEAOMIEHUN:

e Bcerpa — yBegomneHue oTnpaBnAeTcA Npu KaXOow MNorbiTKe cOo3gaHuUs pe3epBHON
konun BJ.

e B cnyyae owmnbku — yBegomneHve oTnpaBnsAeTcs TOMbKO B cryyae, ecnu 10 He
CMOXEeT co3aaTb pe3epBHyto konuio Bl.

Bknagka PesepBHoe konupoBaHue B[] nveet cneayowmm Bua;:

HacTpoiika pacchinku CoobLIeHMit [loNONHUTENBHBIE HACT POIKKM CepBepa CUCTEMBI HacTpoiika NepuoaM4HOCTM OYMCTKM B
YnpaeneHwe cepeepami CozgaHwe u ynpaenedwe B PesepBHoe konupoBaHie b/ YnpaeneHwue NULEHINAMI
PacnucaHue 3anNaHMpoBaTh Pe3epBHOE KONMWPOBaHWe
[eHs Hegenu ~F o | | e
MoHeaenbHUK @
A WHTepsan

BTOPHUK
Cpena
YeTeepr

CybboTa
BockpeceHbe @
3D L

Bepcua M0 - 2.9.8.2 Bepcwa BJ1 - 2.9.8.2

He paHee [ata nocnegHero BeINONHEHWS
uem He nozxe vem

N[ elwma=
v
v

~

1. Bbibop BKknagku okHa:
e YnpaBrieHMe cepBepamu;
Co3naHue u ynpasnenue bl;
Pe3epBHOe konupoBaHue B[;
YnpaBneHue NIULEH3NAMM;
HacTpounka paccbiJZIKU COOOLLEHUMN;
HNononHutenbHbIE HACTPONKN cepBepa CUCTEMbI;
e Hactponka nepumoanyHocTU ounctku B.

2. [MaHenb NHCTPYMEHTOB BKI1aAKW:
+

o Do6aBneHune (Ctrl+N) — kHOonka no3BonseT yCTaHOBUTb BpeMs CO34aHus
pe3epBHON konun B ans gHs Hegenw, BbIODpaHHOro Ha naHenu PacnucaHue.
o B PepaktupoBaHue (Ctrl+E) — kHOMka nNo3BoNdeT U3MEHUTb BPEMS PE3EPBHOMO
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konupoBaHua B[], BbigeneHHoe B paboyer obnactu BKagku.

e ~ Ypaneuuwe (Ctrl+D) — kHOMKa no3BoOMsieT yaanWTb BPEeMs PEe3epBHOro
KONMpoBaHus, BblaeneHHoe B paboyen obnactu BKNagku.

o & CoxpaHeHue pacnucaHus (Ctrl+S) — kHonka NO3BONAET COXPaHUTb U3MEHEHUS
B pacnucaHun pesepBHOro konuposaHus b.

e * HacTpouTb CETEBYIO PacChinKy YBeAOMIEHUN (Alt+S) — kHonKa nossonseT
HacTpouUTb pacchinky ysegomneHun Ha K ¢ nomowbto Cryx6bbl coobweHud MS

Windows.

i -
e * HactpouTb No4YTOBYIO paccbunky yBegomneHuu (Ctrl+M) — kHonka no3sonseT
HaCTPOUTb PacCbIfiKy YBEAOMITEHUA Ha ALLMKN 3NTEKTPOHHOW MOYThI.

B Hactponka SMS-paccbinikm — KHOMKa MO3BONAET HACTPOUTb PaCCbIfKy
yBe4OMSEHUN Ha TenedoHbl ¢ NOMOLLbI0 SMS-coobLLeHnA.

3. MaHenb PacnucaHue no3BonsieT BbiOpaTb AeHb HeAenu ANsi HaCTPOMKN pacnmcaHuns

pe3epBHOro KOMMpPOBaHWS.

4. Paboyass obnactb 3annaHMpoBaTb pe3epBHOE KONMUPOBAHUE BKNaOKM COAEPXUT

YyCTaHOBMEHHOE BpeMsi co3daHunsa pesepBHon konuu B ona BbiGpaHHOro Ha naHenu
PacnucaHue gHa Hegenu.

9.3.2. Co3pgaHus pacnucaHusa pe3epBHOro konuposaHua b

lpumeyaHue:

PekomeHayeTcs npou3BoauTb pe3epBHOe konmposaHue bl exegHeBHO B 4Yachl
HauMeHbLLen Harpy3km Ha cuctemy. [llpu paboTte cepBepa cuctembl B
KpYrrnocyTO4YHOM pexume Npou3BoaAnUTE pe3epBHOE KONMMPOBAHWE B HOYHOE BPEMS.

[ns co3gaHus pacnucaHus pe3epBHOrO KONUPOBaHWUS:

1.

3anyctute «ljenmp ynpaeneHusi» W nepengute Ha BkNagky PesepBHoe
KonupoBaHue b[1.

Ha naHenu PacnucaHue BbibepuTe OeHb Hedenwu, Ans KOToporo Heobxoanmo
nobaBnTb BpeMs co3gaHma pesepBHon konum bL.

HaxXmuTe Ha naHenu WHCTPYMEHTOB BKMagKu KHOIMKY = Jo6aBneHune. B HmxHeN
4YacTu OKHa OTKpoeTcsa naHenb [inana3oH CoOXpaHeHUs:

NWanasoH coxpaHeHwa
He paHee 4yemM He nozxe 4em

|00:30 & [o1:00 2l | oK || ommera |

Ha oTkpbiBWeNCcs naHenu ¢ NOMOLLbO nonen Beoda BpemeHn He paHee yem n He
no3xe 4YeM yCTaHOBUTE WHTEpBal&l BPEMEHU, B TEYEHWE KOTOPOro cepBep CUCTEMDI
npounsseneT pesepsHoe konuposaHue b. Haxmute Ha kHonky OK. MaHenb uana3oH
coxpaHeHusa Oyaet 3akpbita. Co3gaHHbI UMHTepBan 6yaet nobaesneH B pabouyto
obnacTb BKNagku.

Mpu HeobxoammocTn AobaBbTe AOMNONMHUTENbHbIE UHTEPBArbl BPEMEHN PE3epPBHOMO
KOMUPOBaHUS.

[ns n3aMeHeHns BPDEMEHHOTO MHTepBana BblaenuTe ero B paboyert o6nacty BKNagku u

HaXMUTE Ha nNaHeNM UHCTPYMEHTOB BKIaakKu KHOMKY A Pe.ﬂaKTVIpOBaHVIe. Ha

OTKpbIBWIENCA naHenu [uana3oH coxpaHeHus npoumsBeauMTe Heobxoanmble
N3MeHeHNsA 1 Haxxmute kHonky OK.
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7. Ona yaaneHna BpeMeHHOro uHtepBana Bblges'* ™2 ero Ha naHemnu 3al1]'IaHVIpOBaTb

pe3epBHOE KONMPOBaAHUE N HAXMUTE KHOMKY YaaneHue. B oTKpbIBLLEMCS OKHE
noaTeepxaeHns Haxxmute Oa.

8. Haxmute KHONKy % CoxpaHeHue pacnucaHusi OnA COXPaHEeHUs BHECEHHbIX B
pacnmcaHne N3MeHeHuN.

9. T[pun HeobxogMmocTu BblaenuTe Ha naHenu PacnucaHue Opyron AeHb Hepenu u
co3ganTe Ansi Hero BpEMeHHOM UHTepBar Pe3epBHOrO KOMMPOBaHUA.

10. HactpounTe pacchinky yBegoMMEHUn O pesynbtaTtax pe3epBHOro konvposaHua Bl _Ha
K, AWWKMN 9NEKTPOHHOW NOYTLI UK TeNedOHbI.

9.3.3. Hactpouka ceTeBOM pacCbifiKu yBeJOMII€eHUN
i BHumaHue!

£55 Nna pabBotbl pacceinku Ha MK ¢ yCTaHOBMEHHbIM cepBepoM cuctembl n [1K
nonyyatenen yBegoMneHun gomkHa ObiTb 3anyweHa «Cryxba coobuweHuli MS
Windows».

OKHO HacTpOMKM CeTeBOW paccbilikn yBegomneHun Mony4vatenu yBegoMneHUn mMmeet
cnegywowmn sua;
% Monyyarenwn yeesomneHni

Mony4aTenw

s m| -] v

MonyyaTens Korpa nocelinate

B cmyyae ownbkm

B pabouyen obnactu okHa oTobpaxkaetcsa cnmcok ceTeBbix MmeH (MK gna oTnpaBkm
yBe4OMIEHUIN N YCIOBUSI X OTMNPaBKMW.

WNHcTpymeHThl naHeny Mony4yatenu:

. K HNo6aButb HoBoro nony4atens (Ctrl+N) — kHonka nossonset go6aBnTb UMSA
MK, Ha KoTopbIN OyAyT OTNPaBNATLCSA YBEAOMIEHUS.

' WameHnTb nony4atena (Ctrl+E) — kHonka no3sonsieT Ona BblOENEHHOro B
cnucke MK oTKpbITb NaHenb BBOAA U peAakTUpoBaHWUS AaHHbIX. Ha naHenn MoxHOo
N3MEHUTb Mony4aTtens unu ycrioBue oTnpasku.

e = Ypanutb nonyuarens (Ctrl+D) — kHonka nossonseT yaanuTb BbiAENEHHbIN B
paboyen obnactu okHa K u3 cnucka nonyyatenen ysegoMneHun.

o & CoxpaHutb aaHHble (Ctrl+S) — kHOMka nNo3BonsieT COXPaHUTb U3MEHEHUS B
Cnuncke nony4aTenen.

.« ¢ TectupoBaHue yBegomneHun (Ctrl+T) — kHOMka No3BONseT NPOTECTUPOBATL
oTnpaBKy yBegoMneHun. Mpn HaxkaTum KHOMKM Ha BblaeneHHbln B cnucke MK 6ygeT
OTNpaBfeHo TECTOBOE YBEAOMIIEHME.

Onsa HacTPOWKU paccbinku yBegomneHuu Ha MK:
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1. Haxxmnte KHOMKy b HacTtpouTb ceTeBYyKH paccCbiniKy yBeAOMSIEHUW Ha naHenu
WHCTPYMEHTOB BKIagku PesepBHoe konupoBaHue BIl. OTkpoetca okHO MonyyvaTtenu
yBeAOMITeHUN.

2. Ana po6asneHus lNK, Ha koTopbI ByaeT oTNPaBnATbLCA YBEAOMINEHNE HAXKMUTE KHOMKY

* DNo6aeutb HoBOrO nony4arens Ha NaHesnM MHCTPYMEHTOB OkHa. OTKpoeTcs NaHenb
BBOJA W pedakTUpPOBaHWs OAaHHbIX:

MNonydaTens
SDV_m |

Korna nocelnatk

|B CITyYae OWKnbKK V|

oK OTMeHa

3. C nomoLubio packpblBatoLerocsi cnicka Korga nocbinarb yKaxuTe yCrioBue OTnpaBKu
yBEAOMIIEHUSI.

4. B none Mony4atenb ykaxuTe K, Ha koTopbIn OyayT OTNpaBnaTbCca yBegomnenms. na

3TOr0 HaXXMUTE KHOIKY _I cnpaBa OT MNons, 3aTeEM B OTKPbIBLUEMCH OKHE HaXMuUTe
kHonky [lononHuTenbHo. OTKpoeTcs HoOBoe OKHO Bbibop: "Monb3oBaTenb":

BreiGepuTte TMN ofbexTa:

|"I'InnbaosaTenb" | Tunel 06 bEKTOB....

B cregyowem mecte:

‘SIV‘I | Pazmewerue. ..

Dfwne sanpock

H3YHMHIETCA ¢

H3YHMHIETCA ©

TEMOYEHHBIE YYETHRIE 33MUCKA =

QK Crmena
PesyneTate: nowcka:

Wran B nanke

) DefauttAccount SV
B WDAGLityA.. SV
E)J'—“.UMHHHCTDET... SIV1
By oo SIV1

5. Haxxmute kHonky Mouck — B none Pe3ynbTaTbl NOMCKa NOSABUTCSA CIMCOK KOMMNbIOTEPOB.
B cnucke Bbigenute Heobxoanmbin MK n Haxxmute kHonky OK.

6. Haxxmute kHonky OK Ha naHenu BBOAa M pedakTMpoBaHWS OaHHbIX. [laHenb Oyget
3akpbita. Mims BblbpaHHoro K 6ygnet gobasneHo B cnucok B okHe [Mony4atenu
yBeAOMINEeHUN C yKa3aHNeM YCNOBUS OTNPaBKMN YBEAOMITEHUN.

7. Haxmute KHOMKY GEI CoxpaHeHMe AdHHbIe O514 COXpaHeHUA BHECEHHbIX B CMUCOK
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N3MEHEHUN.
8. [Insa TecTupoBaHusa cry>kObl OTNpaBKM YBEAOMIEHUIA Bbligenute B cnucke oanH n3 MK un

HaXXMUTE KHOMKY 7 TecTtupoBaHue yBegomnenun. Ha atot NK 6yaet otnpasneHo
TecTtoBoe coobuieHne « TecmuposaHuey.

9. ina 3akpbiTMs okHa lMony4yatenu yBeAOMSIEHUMA HAXMUTE KHOIMKY . 3aKpbITb B
CTPOKe 3arojioBka OKHa.
9.3.4. HacTpouka no4ToBOM pacChbIfiKU yBeAOMIeHUN

OKHO HaCcTpOKKM NOYTOBOW pacCbifikK yBeAOMIEHNN AgpecHasa KHUra uMeeT criegyoLmm
BUO:

AU AnpecHan kHWra

Cepeepa WCXogALLER NnouTel SMTP Monmyuatenu

+ | BB - Of + | 6 = O

I|HEIl-1r-1E!HDEI-EIHHE! |IH,EI.F'EC : MonyuaTens | Agpec nonyyaTens | Korga noceinaTe

MHDEbIﬁ SMTP cepeep  smip.firma.ru EB.3 Admin addr@firma.ru B cnyuae owmbKm

m

<

1. Paboyas obnactb naHenn CepBepa ucxogswen no4vtbl SMTP cogepxuT cnmcok
aapecoB 3fIEKTPOHHOWM MNOYThl OTNpaBUTENEN.

2. NHcTpymeHThl naHenu CepBepa ucxopgsauwen novytbl SMTP:

. B Ho6aButb (Alt+N) — kHonka nossonseT AobaBuTb HOBOro oTnpasutens. [pu
HaXxaTum KHOMKWN OTKPOEeTCS NaHenb BBoA4A U peAakTUPOBaHUS AaHHbIX:

HaumeHoBaHKE
SMTF_FIRMA

Anpec SMTP cepeepa(smtp.yandex.ru}
smtp.firma.ru

Appec ornpaewTens|addr@yandex.ru)
system_center@firma.ru

Nonszoearens(addr@yandex.ru)
firma

Mapons
SRR RRRRN

0K OTMeHa

— HaumeHoBaHue — Ha3BaHWe OTNpaBUTENS.

— Appec SMTP cepBepa — agpec SMTP cepsepa, MCNOSb3yeMOro oTrnpaBmMTenem
AN1S OTNpaBKku yBeAOMIEHUN.

— Appec oTnpaBuTens — agpec 3f1eKTPOHHOW MOYTbl OTAPaBUTENSA, C KOTOPOro
paccbinalTca yBe4OMIIEHMS.

— [MNonb3oBaTtenb — Mg OTNpPaBUTENS, YKa3blBAaeMoOe B yBEJOMIEHUMN.

— Maponb — naposb JOCTyna K 3NeKTPOHHOMW NoyTe OTnpaBuUTens.
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o ™ Usmennts (At+E) — kHOMKa nO3BONSIET WM3MEHUTb 3anncCb OTMNPABUTENS,

BblgeneHHyto B paboyen obnactn naHenn CepBepa ucxopsawen nouytsl SMTP.

e ~ Ypanutb (Alt+D) — kHOMKa NO3BOMSAET yOanuTh OTNPaBUTENS, BbIAEMNEHHOTO B
paboyen obnactu naHenu CepBepa ucxogaweun noutosl SMTP.

o & CoxpaHuTtb (Alt+S) — kHoMka NO3BONSET COXPaHUTb BHECEHHbBIE N3MEHEHMWS.

3. Paboyasa obnacte naHenu MMony4atenu coOepXUT CMAMCOK aapecoB IMEKTPOHHOW
NnoYTbl, HA KOTOPbIE OTNPaBNAKTCA YyBEOOMIEHUS O CO3daHuu pesepBHON konun B u
YCNOBUS NX OTMPaBKu.

4. NHcTpymeHTol naHenu MNMonyyvartenu:

. B HNo6aButb (Ctrl+N) — kHonNka no3BonseT go6aBnTb agpec ANEKTPOHHOW MOYThI,
Ha KOTopbI ByayT OTNPaBNATLCA yBeOOMIEHUs. [1pn HaxXaTum Ha KHOMKY OTKpOeTCs
HOBasi NaHenb:

Afpec nonyuyaTens Korga nocelnaTe

|admin@ﬁrma.ru | |B cnyyae oWwnbKK V|

Monyyatens

|Admin ‘
0K OTMeHa

— Appec nonyuvatensi — agpec 3MeKTPOHHON MOYTbl, HAa KOTOPLIA OTNPaBNAOTCS

yBEeOMIEHMSI.
— TMonyyvatenb — UM nonyyaTtensi B yBe4OMIIEHUN.
— Korpa nocbinatb — BbINA4alLWMA CNUCOK MO3BOMSET YyKasaTb YCMOBUE

OTrpaBKnN yBeJOMISIEHUN.
[am]

U3meHuTb (Ctrl+E) — kHonka no3BonsieT Ans BblaeneHHoro B paboyen obnactum
naHenu Mony4yaTtenu agpeca OTKPbITb NaHenb BBOA4A M peAaKkTUPOBAHUS AaHHbIX.
Ha naHenu MoXHO M3MEeHUTb aapec 1 NMs nonydatens Unn ycrioBme oTnpaBKy.

Ypanutb (Ctrl+D) — KHOMKa no3BonseT yAanuTb BblAENEHHbIN B paboyen
obnactn naHenu MNMony4aTenu agpec 3NeKTPOHHOW NOYThl U3 CNMCKa nonyyaTtenen
yBeJOMIIEHUN.

& CoxpaHuTtb (Ctrl+S) — kHOMKa NO3BONAET COXPAHUTb BHECEHHbIE U3MEHEHNS.

v MpoBepuTb oTnpaBKy no4ytoBoro coobweHusa (Ctri+T) — kHoNka no3BonseT
NpOTECTUPOBaTb OTNPaBKy yBeAoMMeHMN. [pyn HaxaTum KHOMKM Ha BblAENEHHbIN B
cnucke agpec bygeT oTnpaBneHo TECTOBOE yBeAOMIIEHNME.

Onsa HaCTPOMKU pacChbINIKM YBEeAOMITIEHUU MO 3NIEKTPOHHOW noyYTe:

i .
1. Haxmute kHonky % HacTpouTb NMOYTOBYK paccCbifiky yBeOOMJSIEHMW Ha naHenm
WHCTPYMEHTOB Bknaakn PesepBHoe konupoBaHue BJl. OTtkpoetcs okHO AppecHas
KHUra.

2. [ina oTnpaBkM COOBLUEHUN MO SNEKTPOHHOM MOYTE HEOOXOAMMO YyKasaTb Ha naHenmu
CepBepa ucxogawen noydytbl SMTP xoTta 6bl 0gHOro oTnpaBuTend, C 3NEKTPOHHOWN

NOYTbl KOTOPOIro 6y,£l,yT oTnpaBnATLCA yBeOOMITEHUA. [lna atoro HaxmuTe KHOMKY =

Ho6aButb B MHCTpymMeHTax naHenu. OTKpoeTcs NaHenb BBOAA M peaakTMpoBaHUs
AaHHbIX.
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3.

Ha oTkpbIBLLENCA MaHeNu yKaxuTe agpec 3NeKTPOHHOW NnoyTbl oTnpasutend u SMTP
cepsep. Haxmute kHonky OK. MNaHenb OyaeT 3akpbiTa, oTnpasuTtens 6yaet nobasneH B
cnucok Ha naHenu CepBepa ncxoasiwen noytsl SMTP.

. Haxmute kHonky i CoxpaHuTb B MHCTpyMeHTax naHenn CepBepa mucxoasiwen

noytbl SMTP onga coxpaHeHusi BHECEHHbIX U3MEHEHUN.

. Onsa pobaBneHnss agpeca 3MeKTPOHHOM MOYThbl, Ha KOTOpbIM OyayT OTNpaBnATbCA

yBegoMneHus npu cosgaHun B, HaxmuTe KHONKy x Job6aBntTb Ha naHenu

HonyanenM. OTKpOGTCﬂ naHenb BBOAA U peaakKTUpoBaHUA OaHHbIX.

. B oTKpbIBLUENCA NAHENM YKaXnTe agpec 3reKTPOHHbIN NOYTbI, YCNOBUE OTMNPaBKU 1 UMS

nonyyatensa. Haxmute kHonky OK. [MaHenb 6yaeT 3akpbiTa. [lonydatens Oyget
pobaBneH B cnMcok Ha naHenu Mony4artenw.

. Haxxmute kHONKy G CoxpaHuTtb B UVHCTpyMeHTax naHenu [MMony4yatenu ang

COXpaHeHnAa BHECEHHbIX N3MEHEHNN.

. Ons TECTUPOBAHNA OTNPaBKU yBe,D,OMJ'IeHVIVI BblAeNUTE norfiy4yartena B CNMCKe Ha NnaHesnm

Monyyatenu v HaXXmMnUTe KHOMKY 4 MpoBepuTL OTNPaBKY NOYTOBOro COOGLLEHUs B
WHCTPyMeHTax naHenu. Ha agpec nonydatenss OygeT oOTnNpaBreHO TeCcTOBOE
yBeJOMIeHMe.

. Onsa 3akpblTMs OkHa AApecHast KHUra HaXMuUTe KHOMKY . 3aKkpbITb B CTpOKe

3arojioBka OKHa.

9.3.5. Hactpounka SMS-paccbinku yBeaomMneHum

i BHumaHue!

“55 [na oTtnpasku ysegomrienuin no SMS pomkHa 6biTb HacTpoeHa paccbinika SMS-

coobLeHnn Ha Bknaake HacTponka pacchbisIKM COOOLLEHUN.

OkHO HacTponkn SMS-pacchiniku yBegomrieHun Cnucok TtenedoHOB ANsl pacChbInKu
SMS unmeeT cnegytowmn Bua;

1.

2.

AU Crmcok TenedoHos gna pacceinkn SMS

- % v

Kon pervoHa | Homep TenedoHa Korga noceinath |

812 7654321 B cnyuae owmnbKm

B paboyen obnactn okHa oTobpa)kaeTcs CMMCOK HOMEPOB TenedOoHOB, Ha KOTOpble
OTCbINaKTCH YBEAOMIIEHUS U YCNOBUS UX OTNPaBKM.

NHcTpymeHTbl okHa Cnuncok TenedoHoB Ans paccbisiku SMS:

e * DNo6asuts (Ctrl+N) — kHonka nosBonsieT gobaBuTb HOMep TenedoHa, Ha

KOTOpbI OyayT OTNPaBnATLCA yBEAOMIIEHMS:

MNonyuatens SMS

Kog cTtpadel  Kog pervodHa Homep TenedoHa Korga nocblnaTh
7 EE! | 17654321 | |B cryuae owmbin v |
oK OTMeHa
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— Kopa ctpanbl, Koa pernoHa, Homep TtenedoHa — nons gnga seoga tenedgoHa
nonyyartens.

— Korpa nocbinatb — BbiNagjaloWwuUn CNUCOK MNO3BONSAET YKasaTb YCroBue
OTNpaBKN yBELOMIEHWUN.

e ™ UsmenuTsb (Ctrl+E) — kHonka no3sonsieT Ang BbigeneHHoro B paboyen obnactu
OKHa OTKpbITb NaHernb BBOAA W pefakTMpoBaHUA AdaHHbIX. Ha naHenu MOXHOo
N3MEHUTb HOMep TenedoHa 1 yCrioBue OTrnpaBKu.

e = Ypanutb (Ctrl+D) — kHOMKa noO3BONAET yOanuTb BbIAENEHHbIN B pabodel
obnacTtn okHa TenedoH M3 cnucka nonyvatenen yBeaoMneHun.

o & CoxpaHuTtb (Ctrl+S) — kHOMKa NO3BONSAET COXPAHUTb BHECEHHbIE U3MEHEHNS.

o ¥ MpoBeputb otnpaBky CMC coo6OweHusa (Ctrl+T) — kHonka nosBonseT
NpOTECTUPOBaTb OTNPaBKy yBeaoMMeHun. [pn HaxaTum KHOMKM Ha BblAENEHHbIN B
cnucke TenedoH byaeT oTnpaBneHoO TECTOBOE YBEAOMIIEHNME.

Ona co3zaaHua SMS-paccbIiniku yBeAOMNEHUN:

1. Haxxmute KHOMKy b Hactponka SMS-paccbinkm Ha naHenn MHCTPYMEHTOB BKNagku
Pe3epBHOe konupoBaHue B[1. OTkpoetcs okHO Cnucok TenedoHOB ANA PacCbISIKM
SMS.

2. ina pobaBneHnss Homepa TenedoHa, Ha KOTOpbIn ByaeT OCyLeCcTBAATbCA OTnpaBka

YBEJOMSIEHUA HAXKXMUTE KHOMKY * Do6aButb Ha naveru WHCTPYMEHTOB OKHa.
OTKpoeTcsi NnaHenb BBOAA U peAakTUPOBaHUS AaHHbIX.

3. Ha OTKpbIBLWIENCS naHenun ykaxute Homep TenedoHa M ycrnosue otnpaBkn SMS-
coobuweHunsa. Haxmunte kHonky OK. MNMaHenb 6yaet 3akpbita. TenedoH byget gobasneH
B CNUCOK TenedoHoB B paboyern obnactn okHa Cnucok tenedoHOB ANs pacCbINKK
SMS.

4. Haxmnte KHONKy G CoxpaHuUTb Ha naHenn MHCTPYMEHTOB OKHa AnA COXpaHeHus
BHECEHHbIX N3MEHEHWUN.

5. ns TecTMpoBaHna oTnpaskn SMS-coobLleHnin BbigenuTe B CNMCKE OauH 13 TenedoHoB

N HaXMUTe KHOMKY 4 MpoBeputb oTnpaBky SMS-coobwWeHMA Ha naHenu
WHCTPYMEHTOB OKHa. Ha aT1oT TenedoH ByaeT oTnpaBneHo TeCToBoe yBeJOMIIEHNE.

6. [nsa 3akpblTna okHa Cnucok TenedoHoB AnNA paccbinkn SMS HaXmuTe KHOMKY
3aKpbITb B CTPOKE 3arosyioBka OKHa.

9.4. HacTtpouka paccbiyiku coobLeHnmn

B cucteme npegycmoTpeHa BO3MOXHOCTb oTnpaBkm SMS-coobuieHnn cepepomM CUCTEMDI
B CrneayroLmx criydasnx:
e [lpn aBTOMaTM4yeCcKoM co3gaHum pesepBHon konun Bl. Pacceinka HacTpavBaeTcd B
«Jenmpe ynpaeneHusi» Ha Bknagke PesepBHoe konupoBaHue BA.
e B xopge BbINONHEHUS 3a4aHuK, co3aaHHbIX B pasaene «flnaHupoesuwjuk 3adaHull».
e [pun paccbinke coobuieHnn ns pasgena «CompyoHUKU u y4eHUKU».

OTyeT 0 co3aaHHbIX, OTAPABMEHHbLIX N HE OTNpaBneHHbIX SMS-coobLieHnax OOCTyNeH B
pasgene «Omyem no SMS».

[ns Bbibopa cnocoba otnpaskm SMS-coobLleHnin cepBepoM CUCTEMBI: 3anycTuTte «LjeHmp
ynpaeJsieHusi», nepengnte Ha Bknaaky Hactponka paccbiniku coobLweHnn 1 ycTtaHoBUTE
nepekntoyaTtens Belbop cnocoba pacchinikn B 0OHO M3 MONOXEHWMN:
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e HeT paccbinkm — paccbinka oTKNIo4eHa.
e SMS-npoBangep — paccbifnika ocyuwectensetca SMS-nposavgepom. [Ons cBssu

cepBepa cuctembl ¢ SMS-npoBangepom TpebyeTcst Hann4ne NOCTOSHHOrO A0CTyna B
Internet.

e Viber-paccbinka — paccblifnika OCyLLEeCTBSETCA C NOMOLLBI MecceHmxkepa Viber.

9.4.1.Hactpounka SMS-npoBangepa

lpumeyaHue:

“. Cnucok nogaepxmBaembix cuctemon SMS-npoBangepoB Ans otnpaBkn SMS-
coobLieHnn HaxoauTca Ha cante komnaHum PERCo, no agpecy www.perco.ru, B
pasgene MNmasHas > MNoagaepxka > MO.

Bknagka HacTtponka paccbifIKM COOOLEHUN npu nonoXxeHun nepeknoydatena Bbibop
cnocoba paccbinku: SMS-npoBanaep NMeeT cneayroLwmnmn Bua:

YnpaeneHue cepeepamMu CozfaHue 1 ynpasneHve b Pe3epBHOE KONWpoBaHWe B YnpaeneHue NMUeH3naMuI
HacTpoiika pacchinkn COOBILEHMA [loNONHUTENbHBIE HACTPOKKK CEpBEpa CUCTEMB HacTpoiika NepuoguYHOCTH OYUCTKM B

Buibop cnocoba pacchinku @
O HeT pacchinku O GSM - mogem ® SMS - npoBaiaep O Viber - pacceinka
SMS - npoBaiigep @

HacTpoitku SMS - npoeaiigepa

SMS - npogaligep WMsA oTnpasuTens

|WebSMS 1 (www.websms.ru) v| |

SMPP - cepeep SMPP - nopT KoMMeHTapuit

|5mpp3.websms.ru | 2222 = MOMHO YKa3aTh NBoe MMA OTNPaBUTeNs.

EC/M MR HE YKa3aTb, BEPETCA TEKyLIee
Monb30BaTENb Mapone AKTWBHOE MMA C CaNTa. @

HacTpoiiku cepBepa cucTembl PERCO-S-20

CeTeBoi HHTE[J(‘)EI::IC Homep nopTa BpemsA BOCCTAHOBNEHWA COEAMHEHWA (CeK.)
|(BbI6L‘IDaETCH CHCTEMOI) v| 0 = 30 =
CunTaThe npoCpoYeHHBIMIK JeTanusaumna nor d_)aﬁna
SMS-CoOBLLEHMA, —
Cd)OpMHpOBaHHbIE CryCTA 00:05 - TonbKO OWKNBKK bl
YKa3aHHOe BpeMA nocne

PerucTpaumm Npoxoaa
(yac:MmH)

Konudecteo SM5: 1

ﬂOﬂy‘-laTEﬂb SMS TecToBOE SMS
Kog cTpadel Kog onepatopa Homep TenedoHa

CoL T |
s (s %
OTNPaBUTE OK OTMEHa

Bepcua M0 - 2,9.8.2 Bepcua b1 - 2.9.8.2

1. BbIOOp BKNagku okHa:

YnpaBneHue cepBepamu;

Co3gaHue u ynpasneHue b[l;

Pe3epBHOe konupoBaHue bl;

YnpaBneHue NIMLEH3NAMMU;

Hactpownka paccbinkm coobweHuni;
JdononHutenbHbIe HACTPOMKU cepBepa CUCTEMbI;
HacTpounka nepuoan4yHoctu ounctkm bl.

2. [epekntoyaTtens Bolbop cnocoba paccbisniku no3BonseT BbiOpaTtb cnocob oTnpaBku
SMS-coobLeHunin:

e HeT paccbinku,;
e GSM-mopewm;
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e SMS-npoBangep;
e Viber-paccbinka.

3. [MaHenb Hactpownku SMS-npoBanaepa cCoaepXuT CrieayroLlme afieMeHTbI:
e SMS-npoBangep - BbiNnagawWmMn CNUCOK MO3BONSieT BblOpaTb OOHOMO U3
nogaepxusaemMblx cuctemon SMS-nposangepos.

e | OTKpbITb CaWT npoBangepa — KHOMkKa cnpasa OT cnucka SMS-npoBanaep
NO3BONSET NEPENTUN HA CanT BbIOpAHHOIO NpoBanaepa.

e SMPP-cepBep — 3anonHaeTcsa aBToMaTuU4Yeckm npu Boibope npoBangepa.

e SMPP-nopT — 3anonHseTcs aBToMmaTndeckn npu Bbibope nposangepa.

e lMonb3oBaTenb — MMS Y4ETHOW 3anuUcu (NOrvH) 3aperMcTpupoBaHHoe y npoBanaepa.

e [laponb — naposib 4ocTyna K y4eTHOM 3anncu.

¢ Wma oTnpaButens — nmvsa otnpaBuTens, ykasaHHOE B COOBLLEHMMN.

e KommeHTapum — none C JOOMNONHUTENBHOW UMHGOpMauMen O BblOpaHHOM
npoBangepe. 3anonHsaeTcs aBToMmaTndeckn npun Bbibope nposangepa.

4. [MaHenb Hactpouku cepBepa cuctembl PERCo0-S-20 cogepXut OONONHUTESNbHbIE
napameTpbl HACTPONKK B3aMMOAENCTBUSA cepBepa cucteMbl ¢ SMS-npoBangepom:

e CeteBOoM WuHTepdenc — BbiNagaloWMMA CNMCOK MNO3BONSAET BbiOpaTb CeTeBOM
nHtepcenc (IP-agpec), yepes KOTOpbIN cepBep cUCTeMbl ByaeT OCyLeCTBNATLCS
cB4a3b ¢ SMS-npoBangepom.

e Homep nopta — cyeTuMK NO3BOSISIET yKa3aTb CETEBOM NOPT CEpPBEPA CUCTEMBI, YEPES
KOTOPbIN OCYLLLECTBIATLCA CBA3b ¢ SMS-npoBangepom.

e Bpemsa BoccTtaHOBNeHUsi coeanHeHUsA (CeK.) — CHETYMK NO3BOSISIET YCTaHOBUTb
MUHUMarbHbIN BPEMEHHOW MHTEpPBan Mexay MOMEHTOM pa3pbiBa CBA3U cepBepa
cuctembl ¢ SMS-npoBangepom 1 NONbITKOWM €€ BOCCTaHOBMNEHMS.

e CuyutaTtb npocpoyeHHbIMM SMS-coobuweHusa, cohopMupoBaHHble CNYCTA
yKasaHHoOe BpeMsi nocre peructTpauum npoxoaa (4ac: MUH) — CHETYMK NO3BONSET
ykasaTb MaKCUMarnbHbI WHTEPBA&l BPEMEHW MeXOy perucrpaumen cobbitus,
BeayLlero k otnpaeske SMS, 1 oTnpaBkon coobLueHnss cepeepoM cucTembl. B cnyyae
NpeBbILLEHNS 3TOro BpeMeHn SMS-coobLleHne ByaeTt cumtaTbCa NPOCPOYEHHBIM.

e [etanusauusa nor-cpanna — BbiNagarOWMM CNUCOK MO3BONHAET yKasaTb, Kakue
cBegeHus 0 pabote cepBepa cuctembl ¢ SMS-npoBangepomM COXpaHaTCA B for-
dann:

— TonbKo owWnNoKKU;

— OwunbKM N NnpeaynpexaeHus;
CnyxebHasa nHdopmauums;
— TpaccupoBka.

5. Mony4yatenb SMS — naHenb cogepXuT nNons Ans BBOAA HOMepa TenedgoHa u
TectoBoro SMS-coobLieHus.

6. KHonkwu:

e OTnpaBuUTbL — KHOMKa [OCTyNHa nocre 3aBeplleHns HacTporku SMS-pacchiniku u
npegHasHayeHa ans otnpaBku TectoBoro SMS-coobuweHna Ha Homep TenedoHa,
yKka3aHHbI Ha naHenu NMony4yatenb SMS.

e OK — npegHasHaveHa ansi COXxpaHeHNa BHECEHHbIX Ha NaHenn U3MeHeHUN.

e OTMmeHa — npegHa3HayeHa aAng OTMeHbl BHECEHHbIX Ha NaHenn n3MeHeHun.

Mopsaaok HaCTPOUKK pacchbiNiku cooblieHmnn Yepes SMS-npoBanaepa:

1. 3anyctute «leHmp ynpaeneHuss» W nepengnte Ha Bknagky HacTtpowmka
paccbINKn coobLWeHNN.
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2.

YcTtaHoBuTe nepeknoyatens BbiGop cnocoba paccbiiKM B MONOXEHWE
SMS-npoBangep.

Ha naHenn HacTtpoumkm SMS-npoBangepa C NOMOLLBI BbiNagaroLWEro crvcka
SMS-npoBangep BbiOepuTe npoBangepa, YCryrm KOTOPOro WCNONb3yrTCA ANs
oTnpaBkun SMS-coobLeHn.

B nonsx Monb3oBaTtenb 1 Maponb ykaxute MM 1 naporb 4OCTyna K y4eTHOM 3anucuy,
nonyyYyeHHble npu pernctpaunm oT nposangepa. B none Uma ornpaButens BeeauTte
nmsi, kotopoe byaet ykazaHo B SMS-coobLieHusx.

Mpn  HeobxoAMMOCTM  WU3MEHWUTE  AOMONHUTENbHbIE  MapaMeTpbl  HACTPOWKMK
B3aMMOOENCTBMNA cepBepa cuctembl ¢ SMS-nposangepom Ha naHenu Hactpowku
cepBepa cuctembl PERCo0-S-20.

[ns npoeepku npaBunbHOCcTN HacTpoek SMS-pacchinku Ha naHenu Mony4vaTtens SMS
BBeOMTE HOMep TenedoHa, Ha KOTopblin OyaeT oTnpaBneHo TectoBoe SMS-
coobLleHue.

[ns coxpaHeHna BHECEHHbIX U3MeHeHU HaxmuTe KHorky OK.

Haxmunte kHonky OTnpaBuTb. [lpn KoppekTHon HacTponke SMS-pacchinkm Ha
ykasaHHbln Ha naHenu lMony4vatenbs SMS Homep TenedoHa 6yaet [ocTaBneHo
TecTtoBoe coobLeHme.

9.4.2.Hactpouka Viber-paccbinku
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Bknagka HacTtpomka paccbinku cooOweHun npu nonoxeHun nepekntovarens Viber-
pacchbifnika nmeeT creayoLnin BUA:

3
YnpaBnexue cepsepamMu CosgaHue 1 ynpasneHue bl PesepBHoe KoNKMpoBaHue B/] YnpaBnexue NULeH3MAMMI
HacTpoiika pacchinki CooBLIgHMiA [LONONHUTENBHBIE HACTPOMKW CepBEepa CUCTEMBI HacTpoiiKa NepoaMYHOCTH OYMCTKM B/
BuiBop cnocoba pacchikM
O HeT pacchbinku O GSM - mogem (O SMS - nposaiigep @) Viber - paccbinka
VIBER @
OnWUCaHWe OeRCTBHIA
[ANA HACTPOIiKK PaCcChINKK cooblueruii Yepes Viber HeobxomuMo: A

1. CosgaHue nabnvk-axkkayHTa Viber.

Mepeiiaa no ceeinke: <https://partners.viber.com/>, 3anNonHAEM YYETHBIE AaHHBLIE NAGNMK-aKKaYHTa:
" Ha3BaHWe aKKayHTa

* URL agpec onucaHwe

* 3PeC 3NEKTPOHHON NOYTHI

" KaTEropuio

* NOAKATEropuio

" A3bIK

" NOKALMI0

" TOKEH aKKayHT

MpUMeYaHWe: TOKeH aKkKayHTa chopMUMpyeTCA aBTOMATHYECKK M HeOBX0OMM AN aAMUHWCT pUPOBaHUA 60Ta Viber.
2. CozgaHwe cueHapwa (koga) bota Viber.
Viber 60T MOMHO Peanv30BaTh C MOMOLLBID CeayroLMx nnaTdopm:

Kntou ayTeHTudmkaumm (Viber token) |4jgssthggfgdhgsﬁszdh—?SE-JSsgsgshhsf’o?865shgd80hde |

CChINKa Ha CNMCOK Noanuc4Mkos (URL) |http:,’,’ 172.17.51/members.json |

OTNpaBUTeNb COOBLIEHNS |A£LMMHL1CTpaumg |

T a )
MonyyaTens cooblleHns | e

Netanusauwa nor-Gaina  TONBKO OWWEKKM ~

@ TecToBoe SMS

6
Q OTNpaBuTh OK OTMEHa

Bepcwa 10 - 2982 Bepcwn bJ1- 2.9.82

1. BbIbop Bknagku okHa:

YnpaBneHue cepBepamMu;

Cos3paHue u ynpasneHue b[l;

Pe3epBHOe konupoBaHue bl;

YnpaBneHue NIMLEH3NSAMMU;

HacTtpouka paccbinkn coooweHnn;
JononHutenbHbIe HACTPOWKU cepBepa CUCTEMBI;
Hactpounka nepnogmnyHocTu ounctku B.

2. [lepekntoyatens Belbop cnocoba paccbifikn No3BonseT BbiopaTb cnocob oTnpaBku
SMS-coobLeHuni:
e HeT paccbinku;

GSM-mopem;

SMS-npoBangep;

Viber-paccbinka.

3. OnucaHme AEeNCTBMM — MNONE COAEPXUT MHGAOPMaLMIO MO nNoapobHOM HaCTponke
pacchbIfnkn coobuieHnn nocpeactTsom mecceHgxkepa Viber.

4. TaHenb umeeT nons Ans BBOAA CreayroLmMX AaHHbIX:
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Kntou ayteHtTudmkauumm (Viber token) — cnyxuT ons BBoga TokeHa, Nnosiy4eHHOro
npw pernctpauumn nabnuk akkayHta Viber.

Ccbinka Ha cnucok nognucuukoB (URL) — cnyxut ans BeBoaa ccbifikn Ha 6asy
NoANUCYMKOB, 3aperMCTpupoBaHHbIX B CUCTEME.

OTnpaBuTenb COOOLWEHUsA — CNYXUT AN yKazaHus OTnpaBuTenst COOOLLEHWI.
MNony4yaTtenb coobuWeHUA — ChyXuT Ona ykasaHus nonydvaTtensa/nonyyatenen
coobuweHnn. KHonka [Mony4ymTb CNMCOK KOHTAKTOB MO3BOSISIET OTKPbITb OKHO CO
CMMUCKOM KOHTaKTOB, AOCTYNHbIX Ans gobasneHus.

Hdetanusauusa nor-cpanna — BoinagaroLLnin CNMCOK NO3BONSET BbIOpaTh crneaytowme
BapuaHTbI:

— OwunoKNm;

— OwunbKM N NpeaynpexaeHus;

— CnyxebHasa nHcgopmauus;

TpaccupoBka.

Mone cnyxut aAns BBoAa TECTOBOrO COOBLLEHUS.

Ha nanenu pacnonoXeHbl KHOMKW:

OTnpaBuUTb — KHOMKa LOCTYyMHa nocne 3aBepLueHna HacTpounku Viber-paccbinku m
npeaHasHayeHa ns OTNpaBKM TECTOBOro cOOOLLEeHMs nonyyaTento, ykasaHHOMY B
none NMonyyartenb coobLweHns.

OK — npegHasHa4veHa onsi CoOxpaHeHNA BHECEHHbIX Ha NaHENN U3MEHEHUNNA.

OTmeHa — npegHa3HayeHa aAns oTMeHbl BHECEHHbIX Ha NaHenn N3MeHeHun.

9.5. [lononHuTesbHble HACTPOMKMU cepBepa CUCTEMbI

Bknagka npegHasHadeHa ONns ynpaBreHust OOMNONHUTENbHbIMKM HAcTporkamu cepBepa
CUCTEMbI U UMEEeT crieyoLwmnn Bua;

3

YrpaBneHue cepeepamu Co3gaHve 1 ynpaenexue b Pe3epBHOE KONMPOBaHue B/ YrpasneHWe NMLEeH3uaMmI
HacTpoiiKa pacChiNKKM COOBLUEHMIA [lononHuTenbHbIe HACTPOIIKM CepBepa cucTeMbl HacTpoiika NepuogMYHOCTH OYMCTKW B

MapameTpbl cepBepa (Npu M3MeHEHWe NapaMeTpoB CepBep cUCTeMbl ByAeT nepesanyLueH)

[Wana3oH NopToB AaHHbIX @
211 & - | 211 ¢

MopT yBeOOMAEHWIA: Bpems BoCCTaHOBNEHWS COeaMHeHUs (CeK.) :

Bpema noucka BCex YCTPOWNCTB No CETEBOMY MHTepdeicy (MuH.)

13

Bpems nowcka ofHoro ycTpolcTBa B AManasoHe agpecoB (cek.)

13

Bpems oxkupaHusl BEINOMHEHWSA KOMaHge! (cek.) :

30 =

Mepuog onpoca CoCTOAHWA BUAEONOACUCTEMbI Trassir (ceK.)

10 =

BHeLLHWE NOAKIHYEHUS KOHTPOTIEPOE K CEPBEPY CUCT EMBI

@® 3anpeweHo

O PazpelweHo no wudbpoBaHHoMy coeguHeHuo (WSS)

O PazpelueHo no HelwndpoBaHHoMy coeguHeHuo (WS)
MopT Ana BHELUHEro NOAKIHYEHWUA KOHTPONNIEPOB

SSL/TLS

Pacnonoxenune daiina cepTudukaumn (Ansa wudpoBaHHbIX CoeanHEHMIA)

|C:\Program Files (x86)\PERCo\PERC0-5-20 pacwmpenHoe MO LWkona\server.pem

Jepcna 10 - 2.9.8.2 Bepcua bJ1-2,9.8.2

5

o
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Bbibop Bknaaku okHa:

YnpaBneHue cepBepamu;

Co3gaHue u ynpasneHue bl:

Pe3epBHOe konupoBaHue bl;

YnpaBneHune NIMLUEH3USIMU;

Hactponka paccbifikn COOOLLEHUMN;
[JononHutenbHble HACTPOMKN cepBepa CUCTEMbI;
HacTpounka nepuogm4yHocTu ounctkm bl.

NapameTpbl cepBepa:

[Onana3oH NOpTOB AaHHbIX — CHETYUK MNO3BONSET NPU HEOBXOOMMOCTN U3MEHUTH
ceTeBOW NOPT oOMeHa AaHHbIMKN MexXay 3anyweHHon Ha APM

«KoHconbro ynpaeneHusi» v cepsepom cuctemol (CYB[) FireBird. Mo ymonyaHumio
3agaHo 3HaveHune 211.

MopT yBeaoMneHun — cHeTHMK NO3BONSET NPU HEOBXOANMOCTU U3MEHUTL CETEBOM
nopt obmeHa yBegoMneHusaMn Mexay 3anyweHHon Ha APM  «KoHconbro
ynpaesieHusi» n cepsepom cuctemol (CYBM) FireBird. o ymonuyaHuio 3apgaHo
3HayeHue 411.

Bpemsi BoccTaHOBNeHUsi coeAuHEHUs (CeK.) — CYeTYMK MO3BONAET U3MEHUTb
BpeMsi, 4Yepe3 KOTOpoe cepBep CUCTEMbl MOMbITAETCA BOCCTAHOBUTb CBSA3b C
KOHTPOMMEPOM CUCTEMbI B Crydae ee HeOoXuaaHHoW notepu. 3agaHHoe Mo
ymonyanuio Bpems — 30 cek.

Bpemsa noncka Bcex yCTPOUCTB NO ceTeBOMY MHTepdency (MUH.) — CYETUMK
No3BOMNSET NPU HEOBXOAMMOCTM YBEMUYUTb MaKCuMasribHOe BpeMSs, OTBEAEHHOe
CepBepy CUCTEMbI Ha MOMCK BCEX YCTPOMCTB MO ceTeBOMY MHTepdency. 3agaHHoe
Nno yMosiyaHuio BpeMsa — 1 MUH.

Bpemsi noucka ogHoro ycTpouMcTtBa B Auana3oHe agpecoB (CeK.) — CYeTyuk
no3BonseT nNpu HeobXOoAMMOCTM YBEMUYUTL MaKcuMarbHOe BpeMs, OTBEAEHHOe
CepBepy CUCTEMbI Ha NMOUCK OAHOrO YCTPOWUCTBA B AManasoHe agpecoB. 3agjaHHoe
no ymosiyaHuio Bpemsa — 1 cexk.

Bpems oxuaaHuMA BbINOSTHEHUA KOMaHAbI (CeK.) — cYeTYuKk no3BonisieT 3ajaTb
BpeMS OXunOaHus BbINOSIHEHUS KOMaHAbl. 3agaHHoe no ymonyauuio Bpems — 30
CEeKyHA.

Nepuon onpoca cocTosHUA BuaeonoacucTeMbl Trassir (Cek.) — CYHeTYMK
nossonseT 3agaTb nepuog onpoca Ansd BuaeonoacucteMbl. 3agaHHOe Mo
ymMon4yaHuio 3HadeHne — 10 cekyHn.

BHelwHMe nNOAKNIOYEHUS KOHTPOMNEPOB K CepBepy CUCTEMbl — napameTp
onpegensieT, MOXeT NN caM KOHTPOSep BbICTynaTb MHALMATOPOM MOAKITHOYEHNS K
cepBepy CUCTEMBI.

lpumeyaHue:

B cnyyae, korga cepBep CUCTEMbI U KOHTPOSINEPbl HAXOAATCH B NpeAenax o4HON
ceTn, cMcTemMa Mo KOMaHAe OCYyLeCTBNAeT MOWUCK KOHTPOSINEPOB BHYTPU CETWU,
yCTaHOBKa napameTpa He TpebyeTcs.

B cny4ae, korga KOHTpornnep HaxoguTcs 3a npefenammn cetTu cepeepa CUcTeMsl, a
TaKke Korga Heobxo4MMo NOAKMIYNTE KOHTPOMMEpP, HAXOAALWWNCS, HanpuMmep, 3a
npeobpasoBatenemMm ceteBbix agpecoB NAT (ot anrn. Network Address
Translation), Heo6x0AMMO paspeLLnTb PEBEPCHbIE NOLKITHOYEHNS KOHTPOSNEPOB K
cepBepy cucTembl. B TakoMm cny4ae KOHTpOMnsfiep CMOXET CaMOCTOATENbHO
MHULManNn3npoBaTb NOAKIYEHME, YTO YNpOoLLAeT ero NogKMoYeHe K cucteme.

— 3anpeLleHo;

— PaspeweHo no wudpoBaHHomy coeanHeHuto (WSS);
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— Pa3speweHo no HewmncppoBaHHoMy coeauHeHuto (WS).

e [opT AnA BHeWHero NOoAKNYEHUS KOHTPOMNEpPOB — CHETYMK MO3BONSET MNpu
HeoBX0aMMOCTM yKa3aTb CETEBOWN MOPT MNOAKITHOYEHUS KOHTPOIEPOB MO NPOTOKOMY
Websocket (npotokon npegHasHadyeH ana obmeHa coobweHuamu mexay
OGpaysepoMm n Beb-cepBepoOM B pexuMme peanbHOro BpemeHu nosepx TCP-
COeNHEHNS).

e SSL/TLS (HacTponku OOCTYnHbI, ecnu ons napameTpa BHelwHune noakntoyeHus
KOHTPONNEepoOB K cepBepy CUCTEeMbl onpeaeneHo 3HadveHuve PaspeweHo no
wucppoBaHHomy coeanHeHuro (WSS)):

— PacnonoxeHue cdanna ceptucpmkaumm (ana wncpoBaHHbIX COeAUHEHUN) —
yKasblBaeT Ha pacnonoxeHuve danna ceptudukaumm. Ona Bbibopa HOBOro

pPacnonoXXeHNs HaXXMUTE KHOMKY BbibpaTtb thann ceptudmkaumn.

9.6. Hactpomnka napameTpoB cepBepa MHTerpauum

Moaynb CepBep MHTerpauuu npegHasHayeH AN WHTerpaumMm CUCTEMbl C UHTEPHET-
pecypcom «INEKTPOHHbIN AHEeBHUK» (1dnevnik.ru) unn aHanornyHeliM. VIHTerpauus naet
BO3MOXHOCTb POAMTENSM NPOCMaTpMBaTh Ha CanlTe He TOSbKO OLEHKU CBOUX AeTen, HO U
AaHHble O BpeMeHu npuxoga u yxoaa pebeHka m3 wkonbl. [aHHble O npoxogax B
aBTOMaTM4ecKoM pexnme nepeparotca u3 b cuctemol B B[ nHTepHeT-pecypca.

[na HacTpomkn napameTpoB MWHTeErpauuu 3sanyctute moaynb «ljeHmp ynpaeneHusi
cepeepa uHmezpauyuu PERCo-S-20 LLikona». OTkpoeTcs okHO HacTponka napameTpoB
cepBepa MHTerpauuum:

* HacTpoiika napameTpos cepeepa WHTErpauun, Bepoua: 2.9.8.0 X

Cepeep MHTEMpauWK PERCo-5-20 HacTpofika caiTa MHTEerpaumm
AOQEC CAATE MHTEerpauMK
OCTAHOEMTE |
Tun zanycka Horep nopTa
® 4o
() BpyyHym M8 nonezoeaTens

(O OTEANMYEHD | |

@ Mapone NoAez0BaTENA
Bxon e cuctemy :

HacTpoky cepEepa MHTErpaumi9
Bpem:a B0cCcTaHOBNEHWA COEOMHEHMWA [CEK.)

D PﬁSpELIJMTb E38HMOOSHCTEWE C pagoduM CcTanomM

(O CyueTHOR Sanu|ce

(®) C CUCTEMHOM YYETHOR SanHcE

Fazmep nakeTa AgHHEIX (ME)

CeTeeol WHTepdeRc

|l:BbIEiMpElBTC$| CHMCTEMOR) v|

Hormep nopra

E @
Lt
]9 OTrMeHa @ : oK OTrMEHE

FlcnonHaemelid dafn ChProgram Files (x861PERCoVPERCo-5-20 pacwypenHoe M0 Wkona+Sererl 7k exe -=
Cepeep MHTErpauMK PERCo-5-20 paSoTaeT B WTATHOM QEXKMME.

1. [MaHenb CepBep nHterpauuu PERCo-S-20 cogepxuT:
e OcTtaHOBUTbL/3anyCTUTb — KHOMKa MNO3BOMSET OCTaHOBUTL/3anyCTUTb  CepBep
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nHTerpaumn. CocTosiHUSI CEpBEPOB OTOOPaXKaeTCcsA C NMOMOLLbIO MHAMKaTopa cnpasa

OT KHOMKMU: — cepBep cUcTeMbl 3anyuweH / OCTaHOBNEH.

Tun 3anycka — nepeknioyaTtenb NO3BOMseT yCTaHOBUTL cnocob 3anycka cepsepa
NHTEerpauum:

— ABTO — cepBep byaeT 3anyuieH aBTomaTudecku npu 3anycke OC.

— BpyuHyto — cepBep 3anycKkaeTcsi BpyHHYH C NOMOLLbIO KHOMKM 3anyCTuUTb.

— OTKNYeHO — 3anycK cepBepa HEBO3MOXEH.

2. [laHenb HacTtpouka canTa nHTerpauum CoaepxunT:

Appec cauta MHTerpauuu —none Ans BBoAa ajpeca WHTepHeT-pecypca, C
KOTOPbIM OCYLLECTBNAETCA MHTerpaums.

Homep nopTta — cyeTynk no3BONHAeT yKkasaTb CEeTeBOM MOPT cepBepa WHTerpauumu,
Yyepes KOTopbIN ByaeT OCyLWEeCTBNATLCH CBA3b C UHTEPHET-PECYPCOM.

Uma nonb3oBaTensa —norie Ans BBOAA Ha3BaHUA Y4YeTHOW 3anucu (noruHa)
A0CTyrna K UHTEpHeT-pecypcy.

Maponb nonb3oBaTensa — none 415 BBoAA Napons AocTyna K UHTEPHET-pecypcy.

3. [lepekniovatens Bxoa B cuctemMy no3sonseT BbibpaTb yHETHYIO 3anMCb NONb3oBaTeNs
OC, oT nmeHn Kotoporo byaeTt 3anyckaTbCa cepBep WHTerpauuun. [Ons KoppekTHON
paboTbl cepBepa HeobxoanMmo, YToObl nNornb3oBaTento ObinNM BblAaHbl MOMHbLIE NpaBa
agmuHuctpatopa [MK.

C cnMcTeMHOM y4eTHOM 3anucbio — 3aMyCKk CEPBEPOB OCYLLECTBASETCA OT MMEHM
BCTPOEHHOM y4eTHON 3anucu agMmmHuctpatopa [K.
C yyeTHOM 3anUCbIO — 3aMyCK CepBepOB OCYLLUECTBSETCA OT MMEHU YyKa3aHHOW

ydyeTHOM 3anucun. [ng Bbibopa y4eTHOW 3anncu HaxmuTe kHonky 'l OTkpoeTcs
OKHO BbIbOop: "Monb3oBaTenb":

BriGepuTe TN ofbeKTa:

w w
| MNonezoBatent | Tunel 0B bEKTOE...

B Cnegyroulem MeCcTe:!

| SVl | PasmeleHme. .

BeemiTe MMeHa BoiBMpaeme 00 beKToE (NpKuMepsl):

JononHWTENEHD ... K CmaeHa

4. TaHenb HacTponka cepBepa MHTErpaumum COOEPXKMT:

Bpems BoccTaHOBNeHusi coeAuHeHUs1 (CeK) — CHETYMK MO3BONSAET YCTaHOBUTH
MUHUMarbHbLIN BPEMEHHOW MHTEpBan Mexay MOMEHTOM pa3pbiBa CBA3W cepBepa
WHTerpaumm ¢ UHTEPHET PeCypCcoM 1 NOMbITKOW €e BOCCTaHOBIEHNS.

Pa3mep naketa gaHHbIX (MO) — cHeTUYMK NO3BONSET YCTAaHOBUTb MaKCUMMasibHbIN
pa3mep naketa AaHHbIX.

CeteBon MHTephenc — packpbIBaOLWMIACA CMMCOK MO3BOMSIET yKasaTb CETEBOW
NHTepdenc cepBepa NHTerpaumm, ¢ KOToporo ByaeT OCyLLEeCTBNATLCHA NOAKINI0YEHNE
K MIHTEPHET pecypcy.
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e Homep nopta — cyeTunk No3BonsieT ykasaTb CETEBOW MOPT cepBepa MHTerpaumu,
Yyepes KOTOpbI OCYLLECTBNAETCA COEAMHEHNA C UHTEPHET-PECYPCOM.

5. KHonku:
e OK - npegHasHayeHa onsa coxpaHeHUsi BHECEHHbBIX B OKHE U3MEHEHUN,
e OTMmeHa — npegHasHayeHa 4nsa OTMeHbl BHECEHHbBIX B OKHE U3MEHEHUN.
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10.

Cnyx6bl cucrtembl

Mocne yctaHoBku Ha MK Moaynen cuctembl ang obecneyeHnst nx paboTbl, Npu 3arpyake
OC gomkHbl aBTOMaTMYECKN 3anyckaTbCA COOTBETCTBYIOLLME CIYXObl.

BHumaHue!

£ Banyck, OoCTaHOBKA WM HacTpoiika aBTOMAaTMYeCKOro 3arnycka Cryx6 BO3MOXHa

TOJSIbKO NPY HanNu4yum npas agMmuHucTpatopa K.

Ana npocmoTpa 3anyuweHHbIX cnyxb HaxmuTe nocneposatensHo: MNMyck > Hactpouka >
MaHenb ynpaBneHusa, 3atem AaMuUHUCTpUpoBaHue > Cnyxbbl. OTKpOeTCA OKHO
CnyxoObl:

CyoxBel = O X

®ain  Jeiicteme Bug  Cnpaeka

| d=H=E v p s unwp

s

=
Onwcanue CocTosHue Tunsanycka Bxog oT nmeHn

=) .Cepeep web-goctyna npospaurore 3azHua PERCo-5-20 Obecneyneaer paboty web-gocTyna gna npospaunore saanna PERCo-5-20 Beinonnserca  Astomaruy.. SlokaneHaa cucrtema
& Cepeep Bnaeonogcncremel PERCo-5-20 OBecneynBacT 3anuce W BOCNpon3BeseHme BnieonHdopmaumn PERCo-5-20 Agtomatnu.,  flokaneHan cucTema
5 .Cepeep unterpauun PERCo-5-20 Wrrerpupyet cuctemy PERCo-5-20 & gpyrue cucteme: Beinonuserca  AsTomatud.. SlokanbHas cucTema

5k .Cepeep wHterpaumn ¢ Buomerpnyeckoi cucremoi SUPREMA PERCo-5-20  OBecneunsast noggepxiy BUOMETPUYECKNX KOHTPOANEDCE Astomatnu...  JlokaneHas cucTema
epeep cucTemsl PERCo-5-20 Kontponupyer paoty cuctemel PERCo-5-20 Beinonnnetca  Astomatnu.. [lokaneHan cucTema
epeWC asTomMaTu4eckoro oBHosnenns PERCo-5-20 ¥npasnaeT aEToMaTUYECKUM oBHoBneruem PERCo-5-20 Otenrouena  flokaneHas cucTema

&) .Cepenc reneparopa otuerce PERCo-5-20 ¥npaenset renepatopom otuetos PERCo-5-20 Omentouena  flokaneHas cucrema

. Paclumpenibii )\CTanaapTHmﬁ/

C MoaynAaAmMumn CUCTeMbl yCTaHaBMBaKTCA cneayowimne CJ'Iy)K6bIZ

«Cepsep cucmembl PERCo0-S-20» — cnyxb6a obecneunBaetr paboTy cepsepa
cucTeMbl. YcTaHaBnmBaeTcsa ¢ mogynem CepBep cucTeMbl.

«Cepsuc asmomamuyecko2o obHoeneHusi PERCo-S-20» — cnyxba obecneuvsaeT
BO3MOXHOCTb aBTOMAaTU4ECKOro OOGHOBMNEHMS KOHCONMW YyMNpaBfeHuss U cepBepa
BMageonoacuctemMbl. YcraHaBnusaetca ¢ moaynem KoHconb ynpaBneHua. [Ons
paboTbl cnyx0bl Heobxoaum CTaHOAPTHbIN KOMNOHEHT MS Windows «Cnyx6bi
mepmMUHarsosy.

«Cepsep sudeornodcucmembl PERCo0-S-20» — cnyx6a obecneynBaetr paboty
cepBepa  BuaeonoacuctemMbl.  YcTaHaBnuBaetcs ¢ moaynem  CepBep
BMOEOoNnoAcUcTeMbI.

«Cepsep uHmeepayuu PERCo0-S-20» — cnyxba obecneumBaeT paboTy cepBepa
NHTErpaLmmn.

«Cepeep uHmezpauyuu ¢ buomempuyeckot cucmemot SUPREMA PERCo-S-20» —
cnyx6a obecneumBaeT NoAAEPKKY BUOMETPUYECKNX KOHTPOSNEPOB.

Kpome aToro, Ha K ¢ ycTaHOBREHHbIM cepBepoOM cucTeMbl And obecnedenuns pabotol ¢ B
AOIMKHbI ObITh 3anyLeHbl cnyx6ul CYB/[ Ha 6a3e SQL cepepa Firebird. Cnyx6bl 4OCTYMHbI
nocne ycraHosku moayns Cepsep bA:

«Firebird Server - Defaultinstance» — cnyx6a SQL cepepa Firebird.
«Firebird Guardian - Defaultinstance» — cnyx6a nogaepxkm SQL cepsepa Firebird.
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11. XXypHan cobbiTun Windows

NHdopmaumsa o pabote cnyxb cuctembl AoCcTynHa B XypHane cobbitmn Windows. [nsa
npocmotpa cobbiTMA  HeobxoouMoO  OTKpbITb  MaHenb  ynpasneHus  Windows
Myck > Hactpounka > MNaHenb ynpaBneHus, 3atem AgMuHuctTpupoBaHue > lpocmoTp
cobbiTun. OTKpoeTca okHo NMpocMoTp cobbLITUM:

{2 NpocmoTp coBermii

Pain  [Jedictewe Bug Cnpaska

s | 77 HE

I
|
*

| RN TR RS ST R PERCo-5-20  CoBemwii 2 547
7 HacTpansaemeie npeacTasneHms
& KypHane! Windows ¥poeeHs [Jata u epema Wetourme ™
w ﬂ_- KypHane! npuaokeHni n cnyxh 'iE'CEEAEHHH 21.09.2018 91943 zs1TkService
'.—| Doctor Web (i) Ceeaermn 21.09.2018 9:19:34 s517kService
fs] Internet Explorer (i) Caegenna 21.08.2018 9:1%:31 bs17kService
£=| Media Center 'ﬁ' OwmBra 21.00.2018 9:10:02 ss17kService
| Microsoft i Ownbka 21.09.2018 9:10:02 ss17kService
f&] Microsoft Office Alerts (i) Ceegerna 21.08.2018 9:08:54 s517kService
i] Microsoft Office Diagnostics i Ownbka 21.09.2018 9:09:44 is17kService
f&] Microsoft Office Sessions (i) Ceeperna 21,09.2018 8:09:43 vs1TkService
{ %Z! EEEES{iiﬂ i ” {L MpegynpesxaeHue 21.09.2013 9:03:43 '.rs'l?kSer'.rici W

Onsa npocmoTpa cobbiTuin cnyxb cuctembl BblIbepuTe B NEBOM YacTU OKHa >XypHan
PERCo-S-20. B pabouenn obnactm okHa ©OygeT [OCTyneH CNUCOK COOBLLEeHMN
COOTBETCTBYHOLLEN CryObl. B cTonbue MCTOYHUK ykazaHO HanMeHOBaHMeE Cry>Obi:

e ss7kService — «Cepsep cucmembl PERCo-S-20».
au17kService — «Cepsuc asmomamu4yeckoz2o obHoeneHusi PERCo-S-20».
vs17kService — «Cepeep sudeornodcucmembl PERCo-S-20».
ws17kService — «Cepsep web-0ocmyna npo3payHozo 30aHusi PERCo-S-20».
rp17kService — «Cepsep eceHepamopa omyemog PERCo-S-20».

CobbITns cnyx6 cepsepa Firebird pocTynHbl B XypHane lNMpunoxeHue.

65



Cuctema PERCo-S-20 «LLkona»

12. YcTaHOBKa gpanBepa KOHTPOJNILHOIo cYMTbIBaTens

lpumeyaHue:

Y Mpu  NOOKMHOYEHMM  KOHTPOSbHBLIX — CYMTbIBATENEN KapT [OOCTyna Cepuid
PERCo0-IR05.x, PERCo-IR08.x «k USB-nopty [1IK wmoxeT noTtpeboBatbca
YCTaHOBUTb [OMOMNHUTENbHLIN AparBep. dann apxmpa C [parviBEPOM MOXHO
3arpyauTb ¢ canta komnaHum PERCo, pacnosioXXeHHOro no agpecy Www.perco.ru,
B pasgene InaBHas > lNoppepxka > [MporpammHoe oGecne4veHue. [locne
ckaumBaHusi bann apxmea HeOOXoANMMO pacnakoBaTb.

[ns yctaHoBKM ApanBepa:

1. Boibepute nocnepoBatenbHo: [yck > Hacrtpouka > [laHenb ynpaBneHusa >
AamuHucTpupoBaHue > YnpaBrneHue KkoMmnbroTepoM. OTKpoeTCca OKHO YnpaBrieHue
KOMMNbIOTEPOM:

A YnpaeneHne komneroTepomM = U X
®ain  Jdeiicteme Buwg Cnpaska
e | aFE R Bl kX

A ¥npaeneHwe KoMNBHOTEROM (NOKANEHBIM)

£

™
L
o

I.—_u,l CYD » CO-ROM aMckoBEOARl

~Lg IDE ATAJATAPL KOHTPONNERE

B Buas0asanTepel

" AWCKOBBIE YCTPORCTES

-&| 3BYKOBBIEZ, BMAED H HIPOBLIE YCTPOHCTES
e K nasHaTypel

-1l KoMneroTep

FoHTponnepel USE

e KoHTponnepe! rHBkH: AHCKOE

v [} CnyxeBHele nporpamme
IE—:I MnaHnpoBLWLMEK 334a3HMA
MpocmoTtp cobeimuii
2| Obwme nankn
= NokaneHbie NoOABICBATENN U FPyNAEI
IL_?E‘:.IZI [NponzEcANTENBHOCTE
A [ncnetyep ycTpoRcTe
w =8 3anomMUHaoLWWE yCTPoRCTEa

[T - - - - - - -

= ¥npaeneHne guckamMm - MoHHMTOpE
_: Cay#Ebl W NPUNCHKEHNA }:{ MEILLH H MHBIE YEA3bIESHIWME YCTPORCTES
S Mopie: (COM kLR T

T8 ECP-nopT npeHTEpRa (LPT1)

----- T=1 USE Communications Part (COMS)
. |

------ ~" MocneaoeatensHer nopT (COM1)

P9

------ ? MocneAoBaTeENEHEIA NopT (COME2]
]D Mpoueccopkl

H-- lﬁ' _eTeBele aganTepel

-8 CHCTEMHBIE YCTROHCTES

e I |

=1

2. B neBom 4actu OTKpbIBLUEroCA OKHa BblbepuTe nyHKT [ucnetyep ycTtpouctB. B
paboyen obnactn okHa nosiBuTCA cnmucok yctponcts MMK.

3. Hangwnte B cnucke MopTel (COM mn LPT) n aBaxabl HaXXMUTE 1IEBOW KHOMKOW MbILLW Ha
yctporicteBe USB Communication Port. Otkpoetca okHoO CBouctBa: USB
Communication Port.
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4. B oTKpbIBLUEMCS OKHE nepenanTe Ha Bknagky Opansep:

CeoWcTea: USB Communication Port (COMS) X
Ofwwe Mapametpei nopra  Lpaieep Ceeperma  CofBmiua  Pecypew

~ MNocneposatensHel nopT (COMT)

MocTaswme gpadisepa:  Microchip Technology, [nc.

Hata paspaboTan: 11.03.200

Bepcua opalisepa: B.1.2600.2

Lshposan nognick: Microchip Technaology Inc.
CeeneHwA MpocmoTpeTe cBEAEHWA O dainax

YCTAHOE NEHHBL ODAfBEP0E.

OBHoOBMTE Apaieep CAHOBWTE OpaliBep ONA 3TOrD YCTROACTEA.
Ecnv yoTpoicTeo He paboTaeT nocne

Omamte ofHOBNEHWA opafBepa, oTKaT
BOCCTAHAEMMEAET NPEXHWN OpafEep.

InounTe yeTRoRCTE  OmcniounTe yCTpoiCTED.

¥nanuTe 3To YCTPOACTBO WS CUCTEMBI (ONA

Ynants yeTpoficTeo OMBITHBE NONE30BaTENSM).

QK Cimaeta

5. Ha Bknagke [AdpanBep Haxmute kHonky OOHOBUTL. byget 3anyweH Macmep
0bHoereHusi obopydoeaHusi, BUL, KOTOPOro 3aBMCUT OT Bepcun yctaHoBneHHon OC.

6. Cnenys ykasaHuaM mactepa OOHOBMEHUS YKaXXUTE MECTO PacnonoXeHus apaneBepa Ha
ANCKE KOMMbOTEPA N YCTAaHOBUTE panBep.

7. B cnyyae ycnewHoW YCTaHOBKM [paWBepa [AaHHble Ha Bknagke [panBep OKHa
CeounctBa: USB Communication Port 6yayt nameHeHbl. B ctpokax [lata pa3paboTku
n Bepcusa gpanBepa nosiButcs MHopmaums ob yctaHOBNEHHOM apanBepe:
CeoicTea: USB Communication Port (COMS) X
O6wwe Mapamerpeinopra [pafisep Ceepermn Cofbman  Pecypeni

MNocnenosaTtensHset nopt (COM1)
o
MocTaswwmk ppaisepa:  Microchip Technology, Inc.

[ata paspabomm: 06122012

Bepcwua gpafisepa: 5.1.2600.7

Lneposan nognuce: Microchip Technology Inc.

| CeensHnr I MpocrsoTpeTs CBEASHMA O Pafinax
YCTEHOBNEHHED! DAREED0E .
O6HOBMTE OpafBep OGH081Te apafBsep ANA 3TOM0 YCTPOACTBAE.
Ecmu yoTpoiicTeO He paloTaeT nocne
Omeamime ofHosnessa gpafsepa, OTHAT

BOCCTaHABNMBaET NPpexHWA apaisep.
ITKMoYTS YCTPOACTBY  DTkneowTe yCTROACTSO.

¥ nanuTs 370 yCTPOACTEO 113 cHCTEMB! (AnA

¥nanuTs ycTpoAcTBO ONBLITHLX NONB308aTENSA).

0K OmaeHa
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13. CocTtaB BugeonoacucTemMbl

Bupoeonogcuctema coctout u3 kamep HabnwogeHuda, APM onepaTtopoB M OgHOro wmnm
HECKOJSbKMX NPOrpaMMHbIX CEPBEPOB BUOEOHAONOAEHMS.

B cucteme wmoryt ucnonb3oBatbca |P-Buoeokamepbl M aHanoroBble BUOEOKaMepbl,
noagknioyeHHole K |IP-Bngeocepsepam. [logaepxuBaetcs paboTta kamep B KayecTse
AEeTEeKTOPOB ABWXEHNS.

[nsa 3anvcu Buaeoapxuea AaHHbIX, Nonyyaemblx ¢ IP-eugeokamepsl 1 IP-Bugeocepsepos,
HeobXxo4MMO YCTaHOBUTbL cepBep BuaeonoacmuctemMol. Cepsep BMAEONOACUCTEMBI NO CETU
Ethernet npon3BoauT 3an1cb C KaMep BUAEONOACUCTEMBI. 3anncb HAYMHAETCS NO KOMaHOe
onepatopa unun O. B cucteme MoxeT ObiTb YCTaHOBNEHO HECKOSIbKO CEpPBEpPOB.
YnpasneHne cepBepoM BUAEOMNOACUCTEMBbI U co3fdaHve annoB BUOEO0aAPXUBOB
npousBoanTca n3 moayns «LjeHmp ynpaeneHusi audeonodcucmemMoul».

MopaknioyeHne kamepbl K TOMYy WNU MHOMY CeEpBepy, a Takke HacTpolka napaMeTpoB
Kamepbl, NPOM3BOANTCS B paclUMpeHHOW Bepcumn pasaena «KoHghuaypamopy.

B coctaB BuageonogcuctemMbl BXOAAT cnegylowme KOMMNOHEHTbl U NPpOrpaMMHbIe MOAYNN,
obecneunBatome paboTy cMcTeMbl C Kamepamn HabnaeHWs:

e «lenmp ynpaeneHusi sudeonodcucmemoli» — KOMNOHEHT, NpeaHa3Ha4YeHHbIN NS
yrnpaerneHusi cCepBepoM BUOEONOACUCTEMbI U chalrinaMmm Buaeoapxmea.

e «BudeoHabnodeHue» — wmoaynb 1O, npegHasHayeH pgnst opraHudauun APM
onepartopa BugeoHabnoaeHns. Mogynb no3sonseT otobpaxaTtb B pexume peanbHOro
BpEMEHN BMAEOMHGOPMALMIO C Kamep HabniogeHns u npocmaTpuBaTb BUOEOAPXUB
kamep. BuaeonHdpopmauus ¢ kamep nepegaeTcs HeNocpeacTBEHHO B MoAy b, 3annchb
B dhopmaTe NOTOKOBOro BMAEO BeaeTcs no komaHae onepatopa unu MO.

o «Kamepa CKY[» — KOMNOHEHT BMAEONOACUCTEMbI, MO3BONAKOLLNA NPU NPeabABIEHNN
KapTbl OOCTyNa CYuTbiBaTENO NPOM3BOAUTL ABTOMAaTUYECKYIO 3anncCb C KaMepbl,
CBSA3aHHOM C 3TUM cuuTbiBaTeneM. Kamepa ycraHaBnmBaeTCcAa B TOUKE nNpoxoaa Taknum
obpa3om, 4YTO B e€e nofie 3peHus nonagaeT MecTo npeabsBNeHUs KapT [ocTyna
cymTbiBaTENO. KOMMNOHEHTOM MOryT OblTb MCMOMBL30BaHbl TOMBKO TE€ Kamepbl, Ans
KOTOpbIX ycTaHoBneH napameTtp Ucnonb3oBaTtb, kak kamepy CKYA. [AnutenbHOCTb
3anuncu onpeaensieTcs napameTpom Bpems npegsanucu gna kamep CKYN.

e «Bepudpukayusi» — mogynu O, npegHasHadeHbl Ana opraHusaumm APM onepatopa
cnyx0bl 6esonacHocTn. Mogynu No3BONSAT YCUNUTL KOHTPOMb JOCTYNa Yepes TOYKU
npoxoda, 3a CYeT npoBedeHus onepaTopoM npoueaypbl Bepudukaumu. [pu
opraHusauum ToYek BepuduMKauun AO0CTyrNHa BO3MOXHOCTb WCMONb30BaHUA Kamep
Bugeonoacuctemol. BugeomvHdpopmaums ¢ kamep nepegaetcs HeEnocpenCTBEHHO B
MOAyIb.

BHumaHue!

Cnucok nogaepxmBaembiX BUOEONOACUCTEMON KaMep HabntogeHus NnpeacTaBneH
Ha cante komnaHun PERCo, no agpecy www.perco.ru, B pasgene naBHas >
Mpoaykuma > KomnnekcHble cucrtembl 6esonacHoctu > Buageokamepbl. [0na
NoOAEPXKKN HEKOTOPLIX MOAENen kamep TpebyeTcsi ycTaHOBKa AOMOSTHUTENbHbIX
ApanBepos.
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14. KoHdurypupoBaHue BugeonoacucTemMbl
BHumaHue!

£ MMepen npoBegeHneM KoHUrypaumm:
e YCTaHOBUTE HEOOXOOUMbIE ApavBepbl ANd KaMep;

e Ybegutecb, 4TO cepBep BMOEOMNOACUCTEMbI W Kamepbl HabnoaeHus
NoAKmntoYeHbl K ceTn Ethernet n paboTaloT B LUTAaTHOM peEXMME.

[Mpwn HacTponke BugeonoLCUCTEMbI NpUAEPXMBaANTECH CriefyloLLen nocnegosaTenbHOCTH
JENCTBUN:

1. Y6eantecb, 4tO YycTtaHoBneH moaynb CepBep BuaeonoacUCTeMbl WM 3anylleHa
COOTBETCTBYOLWas cnyxba.

2. 3anyctute «ljeHmp ynpaeneHusi eudeonodcucmemMol», NepenanTe Ha BKNagky
BugeoapxuB 1 co3gante xoTsa 66l oanH hann Buaeoapxmea.

3. 3anyctute «KoHconb ynpaesieHus» v nepengute B pasgen «KoHguaypamop» v
npoun3eenuTe NoUck Heo6xoaMMOro yCTpoOnCcTBa.

4. lNpoussegnte HaACTPOWKY MapamMeTpoB Buaeonoacuctembl M kKamep. [Ona atoro
BblAennTe yCTPOUCTBO B paboyer obnactu pasgena v Ha Bknagke MapameTpbl naHenm
HaCTPOWKM NponsBeanTe Heobxoanmble N3MEHEHNS.

5. ina pobaBneHns HangeHHbIX YCTPOMCTB B KOHGUrypauumo CUCTEMbI BblAenuTe B
paboyell obnacTu pasaena BUAEONOACUCTEMY U HaxwmuTe kHomky & [MMepepaTb
napameTpbl Ha NaHenNn MHCTPYMEHTOB pasgena. B ycTponctBa OyayT nepeaaHbl
3ajaHHble napameTpbl KoHUrypauuu. B cnyyae ycnewHon nepegayv napamMmeTpos B

yCTpOVICTBa 3Ha4Kn @ B CMNCKE OOBEKTOB 3aMEHSATCSH Ha 3HAYKKN “* N, COOTBETCTBEHHO,
anda sugeonoacncTteMbl U KamMmep.

6. Npun HeobxoanmocTn nponssegumTe HacTporky noacuctembl «Kameposl CKY/».

14.1. llOUCK YCTPOUCTB BUAEONOACUCTEMDI

ABTOMaTU4Y€CKUN NOUCK YCTPOUCTB BMAEONOACUCTEMbI

1. Ana npoBegeHUs aBTOMATUYECKOro nomcka B CETU BWOEONOACUCTEMbI M Kamep
HabriogeHnst HaxmuTe KHonky & [poBecT KoHdMrypauul Ha naHenw
NMHCTPYMeHTOB pasgena. OTkpoeTcst OkHO BbiGop ceTeBbIX MHTEpPEeNnCcoB:

Buibop cetesbi uHTepdeicon n

i BuiSepure ceTesbie nHTepdeiichl, No KOTOpEM BYAET NPOHEE0AMTLCH NOWSK YCTPORCTE.

[lManazod Nouoda YCoTpocTs

i Anpec noaceT Macka nogoeTH

|

. [] 10.0.0.0 255.0.0.0 IP-a.npechaqananﬂana?uHa

| 172.17.0.0 255.255.0.0

i

i IP-apgpec KoHUA AManasoHa

|

[

| ¢ > [CIriowox Tomsxo BHyTpy auanasoxa

KoHTponnepel AocTyna ¥ pervcrpaus, KBO, MTEON
N paiBepel Wnenba
. BraeonoacicTeMs

BroMeTpHYeCKHE CHCTeMbl SUIPREMA
OK OTMeHa
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2. B oTKpblBLUEMCS OKHE OTMeTbTe MOACETM, B KOTOpbiX OydeT npowussBegeH MOMUCK
YCTPOWCTB UK BOCMNOSb3YMTECH NaHenbto [lnana3oH noncka ycTpomcTB. YCTaHOBUTE
dnaxok Buaeonoacucrtemol. Haxmute kHonky OK. o okoH4YaHMKM noncka oTKpoeTcs
OKHO KoHcpurypaTtop Co CnMcKOM HanaeHHbIX YCTPOWCTB:

Kongurypatop

YCTPOMCTEO IP-agpec |CocTosHwe < WMHpopHaLwA e
SR 172.17.0.110 5 HailneHo HoBoe ofopyooBaHWE,
BruaeonoacucTema 172.17.0.25 ujL HaineHo HoBoe ofopyooBaHWE,
BuaeonoaoucTema | 172.17.1.147 . 4 HailneHo HoBoe ofopyooBaHWE,
BuaeonoaowcTema | 172.17.0.227 . 4 HailneHo HoBoe ofopyooBaHKE,
BuaeononowcTema | 172.17.1.138 . 4 HailneHo HoBoe ofopyooBaHKE,
BuvasonoaoucTeMa 172.17.0.89 . 4 HailneHo HoBoe ofopyooBaHWE,
BuasonoaoucTeMa 172,17.0.50 5 HailneHo HoBoe ofopyooBaHWE,

oK MevyaTe

B oTkpbiBlwemMcs okHe HaxmuTe kHonky OK. Bce HampgeHHble ycTpownctBa 6yayT
pobaeneHbl B pabo4yto o6nactb pasgena u OTMeYeHbl 3HaYKamm 7}

3. Ecnu kakoe-nnbo 13 HangeHHbIX YCTPOMCTB HEOBXOAMMO UCKIIOYNTD N3 KOHUrypaumm,
TO BblgenuTe ero B paboyen obnactn n HaXMUTe Ha NaAHENU MHCTPYMEHTOB pasgena

KHOMKY % UcknounTb n3 KOHcpurypaummn. BoigeneHHoe ycTponcTBo byaeT NCKNIoYEHO
13 KOHGUIypaLmm 1 0TMEYEHO 3HaYKOM ¥,

Mouck Bugeonoacucrtemsl no IP-agpecy

Ecnuv Bugeonogcuctema He 6bina HangeHa npy asToMaTtuyeckom noucke, To npovsseguTe
ee nouck no IP-agpecy lNK, Ha koTopom ycTaHoBneH moaynb CepBep BUAEONOACUCTEMBI.
[ns atoro:

1. Ha naHenn MHCTpyMEHTOB pa3aena HaXKMUTE KHOMKY il [o6aBuTbL HOBOE YCTPOMUCTBO.
B HWxHen yacTtn okHa oTkpoeTcs naHens MNouck no IP-agpecy:

Mowck no IP-appecy

KaTeropua BuasonogoMcTeMsl ~
IP-anpec | 172.17.0.227
@ HaliTi

2. Ha oTkpbiBwWeNcs naHenu B Bbinagawowem cnucke KaTteropusa BbiGepuTe MYyHKT:
Buaeonoacucremsoi.

3. B none IP-appec Beeante |IP-agpec K, Ha koTopom ycTtaHoBneH moaynb CepBep
BuageonoacuctTeMbl. Haxxmmnte Ha naHenn CTaBLUYO NPU 3TOM akTUBHOM KHOMKY HanTu.

4. Tlo OKOHYaHMM noucka OTKpoeTcss OKHO KoHdurypatop CO CNUCKOM HanAeHHbIX
ycTpoucTs. B oTkpbiBeMcs okHe HaxkmuTe kHonky OK. HangeHHast Bugeonogcucrema

Ooynet pobasneHa B paboyyto obnacTtb pasgena u oTMeveHa 3Ha4ykoM @
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Mouck kamepbl nogaepxusBarowmx craHaapt ONVIF

Ecnu nogknioyeHHble kamepbl nogaepxuatoT ctangapt ONVIF, To npousseanTe nouck
kamep, nogaepxmatowmx ctaHgapt ONVIF.

NMouck kamepsbl no IP-agpecy

Ecnn kamepa He Gbina HangeHa npu aBToOMaTUYECKOM MOUCKE, TO NPOU3BEANTE ee NMOUCK

no
1.

71

IP-agpecy. [insa aToro:

B paboueit obnactu pasgena BbiAenute BUAEOMNOACUCTEMY, B KOTOPYIO HEOOXOAUMO
A06aBUTb KAaMepy U HAXXMUTE KHOMKY o [No6aBuTb HOBOE YCTPOUCTBO.

. Ha nanenn Mouck no IP-agpecy B Bbinagatowem cnucke Kateropusa sbibepute NyHKT:

Kamepbl n BugeocepBepa Buageonoacuctembl. Yboeantecb, 4uto B none IP-agpec
ykasaH |IP-agpec K, Ha koTopom ycTaHoBneH moaysis CepBep Bugeonoacuctemsl. Ha
naHenu cTaHeT AOCTynHa Bkragka [lobaBneHne BUAeOyCTpOMUCTBA.

. MepenanTte Ha BkNnagky [lobaBneHne BMAEOYCTPOMCTBA:

Mowck no [IP-agpecy  Job@EneHue BuoeoycTpoicTES

Crco A-inking al7310 i

P-agpec  |172.17.0.236 |

E} OobaenTe

. B Bbinagatowem cnmcke Cnnucok Boibepmte Mogenb NCKOMOW Buaeokamepsl, B none IP-

agpec BeeauTe ee IP-agpec. HaxxmuTe cTaBLUyo Npy 3TOM akTUBHOW KHOMKY [lo6aBUTb.

. Mo okoH4YaHMM noncka oTkpoeTcs okHO KoHdurypaTop. B OTKpbIBLLEMCS OKHE HaXXMUTE

kHonky OK. HanpeHnHas kamepa 6yget gobasneHa B pabodyto obnactb pasgena wm
oTMeueHa aHaukom @ |
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15. MopknioyeHue Kamep, nogaepxuBarowmx craHpapt ONVIF

OkHO MeHemxep noucka u kKoHdurypaumm kamep (ctaHgapt ONVIF) seirnagut
crnepyroLwmmM o6pasom 1 COAEPXKUT SNIEMEHTbI:

. [§ Menemxep nowcka n kondmrypaunn kamep (crangapr ONYIF)

orre oo s 6

Norm: admin O Kawepe

e hel HacTpolika TpesmKHEIX CoBbITHi

TapaMeTpsl NoToOKOBOrD BHASD
MapaMeTpel cTon-Kanpa

INVIF-] IPNC TH3ZE-0NVIF {10.0.100.
MVIF-IPNC TH32E-OMVIF (10.0.100. |
i TPLINK TL-5C3171 (10.0. 100, 140)
[]IP kamepa (169.254.83.125)
[11P wamepa (10.10.2.86)
[] 1P kamepa (169.254.139.121)

| IP kamepa (172.17.0.6)

TRNEEZIR

Mo yMon4aHio  BugeoHal it BiaeoHal Tl {oaHo okHo)  3anuce  Bepudukauma
NMpodwne | MainStream - Buaeo: H264, 1280x720 i
4+ fobasuts karepy Epyuryo
Tpauncnopt |TCP 5 @
Q Mowck Kamep :
@ 0K OTMeHa

1. MaHenb ABTOpM3auusi KaMepbl COAEPXKUT Nons ANA BBOAA €AMHbIX NOrnHa 1 napons
AocTyna Kk kKamepam.

2. MaHenb CNMUCOK KamMmep COAEPXKNT CANCOK HANOEHHbIX Kamep.

o © _ kHonka B 3aronoBke naHeny nossonsieT NPOM3BECTM NOBTOPHOE MOAKIOYEHNE
K HaMOEeHHbIM KaMmepam.

e J[lo6aBUTbL KaMepy BPYUYHYH — KHOMKa NO3BONSAET NPOM3BECTU MOUCK Kamepbl Mo ee
IP-agpecy.

¢ [lonck kamep — KHOMKa NO3BOSIIET 3@aHOBO NPOU3BECTU MOUCK Kamep.

3. MaHenb cogepXxuT crneayrolme KHomnku ansa Bolbopa otobpakaemomn B paboyen
obnactn okHa nHdopmaLmMm 0 Kamepe, BblaeneHHon Ha naHenu Cnucok kamep.

o © _Honka B 3arornoBke NaHenu no3sonsieT MOBTOPHO MOAKMNIOYUTLCS K Kamepe.
e O kamepe — ona otobpaxkeHus obLien nHpopmauum o Kamepe.
e HacTtponka TpeBOXHbIX COObITUM — [Ons Bblbopa COObLITUIA, NepedaBaeMbixX
Kamepow, perncTpaums KOTopbIX COOTBETCTBYET perncrpauumn cobbitna « Tpegoza»
B CUCTEME.
e [lapameTpbl NOTOKOBOro BUAEO — [/ HACTPOWMKN NMOTOKOBOrO BUOEO C Kamepbl.
[ocTynHbl cnegyrowne NHCTPYMEHTbI:
— BwpeookHo onst npocMoTpa BUMaeon3obpaxeHusi C KaMepbl B peXXMMe peasnibHOro
BPEMEHMN;
— Mpodwmnb - BbiNagatowun cnucok Ana Bblbopa anroputma cxatus
(BMaeokogeka) n pasmepa nsobpaxeHnsa NOTOKOBOro BUAEO C KAMEpbI;
— TpaHcnopT — BbiNnagalwoLmin CNMCOK BbiIGOpa NpoToKoNa nepegayn noTOKOBOro
BUAEO;
— [Ona PTZ-kamep, nogaepxusaroWwux yaaneHHoe ynpasneHue, 4OCTYMNHbI KHOMKK
ynpaBrieHns OpueHTaumen u 3ymMOM Kamepbl, a Takke none nns Bbibopa
HanpaBneHus Kamepsbl.

o [lapameTpbl cTOn-Kagpa — 4Ns HAaCTPOMKN Npodomns cTon-kaap.
4. Pabo4asa obnactb OKHa.

5. KHonkn OK n OTmMeHa no3BonsoT 3aKpbiTb OKHO. Npu HaxaTum kHonkn OK oTMeuYeHHble
kamepbl 6yayT aob6aBneHbl B KOHMrypaumo NnoACUCTEMBI.
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PykoBoacTBo agMuHucTpartopa

Mopagok noncka kamep, nognepxusarowmx ctaHaapt ONVIF

[nsa noncka kamep, nogagepxusatowmx ctaHgapt ONVIF:

1.
2.

73

3anyctute «KoHconb ynpaeneHusi» v nepenanTe B pasaen «KoHghuaypamop».

Ha naHenu WHCTPYMEHTOB pasgenia HaXmuTe KHOIMKY # Ho6aButb HoOBOe
YCTPOMUCTBO. B HMXHEN YacTn okHa oTkpoeTcst naHenb NMonck HoBoro ycTpomucTea.

Ha oTkpbiBwenca naHenu B Bbinagawowem cnucke Kateropus BblibepuTe MyHKT
Kamepbl ctaHpapta ONVIF Bupgeonoacucrembl. Yb6eantech, 4yto B none IP-agpec
ykasaH IP-agpec K, Ha koTopom ycTtaHoBneH moaynb CepBep BUAEONOACUCTEMDI.
Haxmunte kHonky Mouck. OTkpoeTcss okHO MeHemxep nmoucka v KoHdurypauuum
kamep (ctaHgapt ONVIF).

ABTOMaTMYeckn OyaeT 3anylleH NPoLEecc rnoucka Kamep, No OKOHYaHWWM KOTOPOro B
OTKPbIBLUEMCSI OKHe Ha naHenn CnMcoK Kamep NOSIBUTCHA CMMUCOK HaWOEHHbIX Kamep.
O6patuTe BHMMaHWe, 4YTO Kamepbl, [OobGaBneHHble paHee B KOHdUrypaumo
BUOEONOACUCTEMbI, B CMMCKE He oToOpaxatTcsa. Kamepbl, ANs KOTOPbIX MOAXOAUT
NOTNH 1 Naporib AOCTynNa, ykasaHHble Ha NnaHenn ABTOpU3aumMsa Kamepbl, OTMe4YatoTcs
doraxkamu, To eCTb NPOUCXOANT aBTOMaTHUYeckas aBTopusauus.

Ecnun kamepa 6bina HangeHa, HO aBTOMaTUYecKas aBTopu3auusi He npowusoLuna, To
BblAenuTe 3Ty kKamepy Ha naHenu Cnucok kamep. Ha naHenn ABTopu3sauus Kamepbl

BBeOQUTE BEpPHblIE JTOTMH U Naposib AOCTyNna K KaMmepe, nocrne 4ero HaXxXMmte KHOMKY c
B 3aronoske naHenu Cnmucok Kamep.

Ecnun kamepa He Obina HaraeHa aBToMaTUYECKK, TO ANs novcka no IP-agpecy Haxmute
kHonky [lobaBuTb Kamepy Bpyu4Hyr. OTKpoeTcs okHO [lo6aBUTbL Kamepy:

JoGaenTs kamepy >

ONVIF URI
||-|t1:|:1:hr 10.0. 1. 127 forwif idevice_service]

-

B oTKpbiBlUEMCA OKHe YyKaxuTe |P-agpec WMCKOMOW Kamepbl U HaXMUTE KHOMKY
MpumeHuTb. OKHO [lo6aBUTL kKamepy OyaeT 3aKkpbITO, HAYHETCS MpoLecc Mnoucka
kKamepbl. HangeHHasa kamepa 6yget gobasneHa B CNUCOK Ha naHenn Cnucok kamep.

Mpn HeoBxoaumMocTn Ang Bbibopa TPEBOXHbIX COBLITUN HaxxMuTe KHOMKy HacTtpownka
TPeBOXHbIX COObITMI. Paboyasa obnactb OKkHa NpUMET cneayowmm Bua;

Bee coSeimia CHETYMK Tpesowrme cobeiTA
- tns1:RuleEngine/CeliMotionD... El- tns1:RuleEngine [CelMotionD. ..
£ MoTodHmk = Dassme
- VideoSour... = j
» =~ IsMotion
+1- VideoAnal... true
B Rule —
= fanHeR

=k IsMotion

.- I



Cuctema PERCo-S-20 «LLkona»

9.

10.

11.

12.

13.

14.

15.

B neson yactn paboyen obnactn otobpaxaeTcs CNUCOK COBbITUIA, PErncCTpupyemMbIX
Kamepon. Hanuumne, nepevyeHb M onucaHme cobbiTu 3aBUCUT OT MOAENM Kamepbl.

Mcnonbayst kHony _I' nobaBbTe HeobxoguMmble COObLITUA Kamepbl B TPEBOXHbIE
cobbiTna. [na yaaneHusa cobbiTa NCNonb3ymnTe KHOMKY _I'.

[na HacTpowkn napameTpoB MOTOKOBOrO BUAEO HaxmuTe KHONKy [lapameTpsbl
NOTOKOBOro BUAEO, NOCre Yero ¢ NOMOLLbIO COOTBETCTBYIOLLENO pacKpblBaloLLErocs
cnucka Bblbepu Nnpodunb U NPOTOKOS.

[nsa HacTporkn napameTpoB CTOM-kagpa HaxmuTte KHornky MapameTpbl cTon-kagpa,
rnocrne 4ero C MNOMOLLbI COOTBETCTBYHLLErO pPacKpblBalOLErocs cnucka Bbibepu
npodgune.

Ona pobaBneHnss kamep, OTMEYEHHbIX (prnaxkamu Ha naHenn CnNuCoOK kamep, B
KOHUrypaumo suageonoacucteMbol Haxmmute kHonky OK B HukHen 4acTtn okHa. OKHO
MeHeaxep noucka u kKoHdurypaumm kamep (ctaHgapt ONVIF) 6Gyaet 3akpbITo.

OTkpoeTtcsa okHO KoHcpurypaTop Co CnMCKOM HangeHHbIX KaMmep. B OTKpbIBLLEMCA OKHe
Haxmute kHonky OK. HangeHHble kamepbl 6yayT pgobaBrneHbl KOHUrypauumio

BMAEONoACUCTEMBI B paboyeit obnactu pasaena u OTMeYeHbl 3Ha4YKOM @

[MponsBeguTe HaACTPOMKY napameTpoB Kamep. [na 3Toro BblAenute oOfHy U3
HangeHHbIX kKamep B paboyen obnacTtun pasgena, nocne 3Toro Ha Bknaake MapameTpbl
naHenun HacCTPOWMKM Npom3BeanTe HEOHBXOANMbIE N3MEHEHNS.

Ona pobaBneHus kamep B KOHUrypaumio cUCTeMbl Bblaenute B paboden obnactu
pasgena BMAEONOACUCTEMY, B KOTOPYIO AoOaBneHbl KaMepbl, U HaXMUTE Ha NaHenu
WHCTPYMeHTOB pa3szena kHonky & MepepaTb napameTpbl. B kamepbl 6yayT nepeaaHbl
HOBble NapameTpbl KoHUrypauuu. B criydae ycnewHon nepeayn napameTpoB 3HaYKM

B CMCKE OObEKTOB 3aMeHATCS Ha 3Havkn B¢ kamep.
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16. «LlleHTp ynpaBneHns BuAeonogcMcTeMomn»

16.1. Bknagka «Bugeoapxue»
16.1.1. Paboyee OKHO BKnaaku

Lentp ynpasnenna emgecnogcncremon PERCo-5-20, Bepowa: 3.9.7.0 >

BuneoapxMB  Hactpolikm O cucTeme @
I @ OofaenTs dain (Ins)
¥nanuTb dain (Del)

PacnonoseHne daina Pasmep (M) CocToaHMe
E:l\segment.D.dat 327,00 WcnpaseH
{ E:\eegment. 1.dat 65,00 |cmpaseH

@

0% 50% @ 100%

0% 50 %G 100%
0 @

DBWKMA pasMep apxMBa cocTasnAeT 392,00 M6, 13 Hux 10% ( 39,20 IB) Mcnonb3yeTCA
KOMNOHEHTOM TlpospadHoe saadue”™ 1 0% (0,00 MB) "Kamepamn CKY ",

Bknagka BupeoapxmB npegHasHavyeHa ona co3faHna v yoaneHus bannos Bugeoapxmea.
OaHoBpeMEHHO MOXET ObITb CO34aHO HECKONbKO (bannoB BMAEOAPXMBA, PACMNONOXEHHbIX
Ha OgHOM unn pasHblx norunyecknx anckax MNK. Bknagka nmeet cneayrowmin Bua:

1. Boibop BKNagKku okHa:
e Bwupaeoapxus,;

e Hactpoukuy;
e O cucreme.

2. [MaHenb NHCTPYMEHTOB BKI1aAKW:
e [o6aButb dann (Ins) — kHonka no3sonseT 4o6aBMTb HOBLIN hann Buaeoapxmsa.
e Ypanutb cann (Del) — nossonser yganutb BblgeneHHbIn B paboyen obnactu
BKragku gann sngeoapxmea.

lpumeyaHue:

e 06bem dhaiina BuaeoapxvBa BblaenseTcsa Ana 3annucu ¢ kKamep BUaeoHabnioaeHus.
3anucb BegeTca TONMbKO No koMaHge onepatopa unu MO. U3 aTtoro obbema
BblaensieTcsa kBoTa Ha 3anucb kamep CKY[l n kBoTa Ha 3anncb kKamep npo3padHoro
34aHuS.

3. Paboyasa obnacTtb BKagku COOEpPXKMT CNUCOK CO3aaHHbIX paHee (hannoB BUOe0apXnBoB
C yKasaHMeM nx pacrnosioxXeHns, pasmepa 1 COCTOAHUS.

4. NMonsyHok KBoTa «lpo3payHoro 3aaHua» npeaHasHadeH ans ykasaHus Yactu canna
BMaeoapxmBa, Kotopas ©OyaeT 3apesepBuMpOBaHa NS 3anucyu KagpoB C  Kamep
«lpo3payHoe 30aHue».
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Cuctema PERCo-S-20 «LLkona»

5. Non3yHok KBoTta «Kamep CKY[» npegHasHayeH Ons yKasaHWA 4acTu BUOeoapxuea,
KoTopasi byaeT 3apesepBupoBaHa Ans 3anucy sugeonHgopmaumm ¢ kamepbl CKY/.

BHumaHue!

£ BupeoapxuB MMeeT LMKIMYECKYIO CTPYKTypy. py 3anonHEHWM BblAeNeHHOro
obbema cTapast MHpopmaLnsi CTUpaeTCcs U aBTOMaTUYECKN 3aMEHSITbCSt HOBOWA.

16.1.2. Co3naHue 1 yaaneHne Buaeoapxmea

[lna cosgaHna HoBoro havna Bngeoapxmea:

1. 3anyctute «ljeHmp ynpaesieHuss eaudeonodcucmemMoli» N nepengute Ha BKNagky
Buaoeoapxus.

JoBasneHne cerMeHTa ot

Bl MOMETE COZAETE (EHn BUAS0EPXMES HE NEPEYMCNEHHEIX HITHE
AWCKEX, MWHMMANEHEI pasmep gaiina - 1 TE.

N N A\
C:\78M6  D:\28216  E:\17T6

YHEHMTE PA3MED CO3AaBacMoro haina euneoapxuea (T6):
| 100| | :

WA cosaasaeMoro daiing BMaE0apXHES:
|D:'|segment.tl.dat | =

0K OTmMeHa

2. Haxxmute kHonky [lo6aBuTb pann Ha NnaHenn NHCTPYMEHTOB BKNagku. OTKPOETCS OKHO
Job6aBneHune cermeHTa:

3. B oTkpbIBLIEMCS OKHE BblgenuTe HasBaHue aucka K, Ha koTopom BygeT co3gaH dann
BMaeoapxuea.

4. C noMoLLbl0 COOTBETCTBYIOLLErO CYeTYMKa YKaxuTe pasmep co3gaBaemoro daiina
BUAEOapxunBa uUnv BBeanTe 3Ha4YeHWe C KnaBnaTypbl.

5. MNMpn HeobxogMMoCTN n3MeHuTe MMA (hanvna BuaeoapxmBa WU €ro pacnonoxeHue (no
yMmosnyaHuio dann sugeoapxusa segmentO.dat pacnonaraetca B KOpHEBOM KaTtasiore
yKa3aHHOro Aucka). [nst UBMEHEHMUs! PacronNOXeHNst HAXKMUTE KHOMKY & psiaoM ¢ nonem
MUma cospaBaemoro danna Bugeoapxmea.

6. Haxxmute kHonky OK. OkHo [lo6aBneHue cermeHTa Oyaet 3akpbiTo. Pann Buageoapxmea
Oynet nobasneH B cnncok B paboyen obnactu Bknagkn Buaeoapxus.

Onsa ypoanenus danna BuaeoapxvmBa Bblaenute ero B paboyven obnactv BKagku
BugeoapxuB n Haxmute KHOMKy Ypaanutb dann. B noasmBlIEMCA ANANoOroBOM OKHE
noaTesepanTe yganeHuve.

3akponte «LjeHmp ynpaesieHusi eudeonodcucmemMol», HaxaB KHOMKY x| 3aKkpbITb B
CTPOKe 3arofiloBka OKHa.
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16.2. Bknagka «HacTtponku»
16.2.1. Paboyee OKHO BKnaaku

Bknagka Hactpomnka npegHasHayeHa gnst HACTPOWMKM bunbTpa NOOKNIOYEHUI K CepBEPY
BMOEONOACUCTEMBI N OTCREXMBaAHUSA TEKYLLIUX NOAKMOYEHUN. Bknaaka nmeeT cnegyowmm
BUA:

E} Uentp ynpaenenmna suaecnoacuctemoi PERCo-5-20, Bepous: 3.9.7.0 >

Buoeoapxue Hﬂ'-_TF'DﬁPCH 0 aicTeme @ @

I @ OofaeuTe npaeuno (Ins) <&
b 4

AnanazoH agpecos Oeictene
127.0.0.1 PazpelnTe ANA KOHCOMM
@
I
Anpec Epema Tun
172.17.0.227:64... 06.11.2018 16:07:08 Cepeep (ynpasneHme)
172.17.0.227:64... 06.11.20138 16:07:08 Cepeep (MOHUTORMHN)
127.0.0,1:51313 05,11,2018 17:25:13 KoHoone
R

1. Beibop BKNagKku okHa:
e Bupgeoapxwus,;
e HacTponkuy;
e O cucrewme.

2. [MaHenb NHCTPYMEHTOB BKIaZKN COOEPXUT:
e [o6GaBuTtb npaBuno (Ins) — kHoMka no3sonseT obasnTb punbTp IP-agpecos.
e Ypanutb npaBuno (Del) — kHonka no3BonsieT yaanuTb BblAeNeHHbI B paboyen
obnactn Bknagku unbTp IP-agpecos.

3. KHonkn npeaHasHayeHbl Ans nepemMelleHnst BblaeneHHoro B paboyeit obnactu Bknaaku

dunbtpa IP-agpecoB BBepx M BHU3 ¥ B cnucke. OUMbTPbI MPUMEHSIOTCS
nocrnegoBaTenbHO CBEPXY-BHU3.

4. Pabo4vas obnacTtb BKNagKku CO4EP)KMUT CNUCOK CO34aHHbIX paHee unbTpoB IP- agpecos.
[ns nameHeHns HacTpoek hunbTpa ABaXObl HAXXMUTE Ha HEro N1eBON KHOMKOW MbILLK Y
B OTKpbIBWEMCS OKHe MpaBuno dunbTpaumm nameHmTe HeobxoanMble HaCTPOMKN.

5.MaHenbs  MoaknwyeHUA  cCOOEPXKUT  CMNUCOK  NOOAEPXKUBAEMbIX  CEPBEPOM
BUOEOMNOACUCTEMbI MOAKIMTOYEHNA B HACTOALLMIA MOMEHT BPEMEHN.
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16.2.2. HacTtpowuka IP-cpunbTpa

Bo3amoxxHO co3gaHmne unbTpoB C UCNOSMb30BaHNEM CeayoLWwmMX NpaBus:
e PA3PELWIATb nogknrovyeHusa CepBepa CUCTEMBbI;

e PA3PELWIATb nogkntoyeHnsa KoHconu ynpaBneHus;

e BJIOKUPOBATDb nogknio4vyeHusa CepBepa cuctembl;

e BJIOKUPOBATb noakntoyeHus KoHconu ynpaBrneHus.

Ana pobasnenusa puneTtpa IP-agpecos:

1. 3anyctute «lJeHmp ynpaeneHusi eudeornodcucmemMol» W NepernanTe Ha BKNagky
Hactpownku.

2. Haxmute kHonky [lo6aBUTbL NpaBuiO Ha NaHenu MHCTPyMeHToB BKnagku. OTkpoeTtcs
okHo lNMpaBuno dunbTpauun:

Mpaewno drneTpagum >
C agpeca | (DT R | IO | |
Mo agpec | DT S THR | [N | |

C yKasaHHoro AWanasoHa aapecos:
D PASPELLATE nogrnioveHHA Cepeepa CHCTEMBI
Cl PASPELLIATE nogrnioHeHA KoHCoNK yNpasneHa
@ BNOKMPOBATE noaknoyeHa Cepeepa CMCTEMBI
D BNOKWMPOBATE noaknkoqeHkAa KoHoonn ynpasneHua

0K OtMeHa

3. B OTKpbIBLLEMCS OKHE C MOMOLLbI MepeknoyaTens BbibepuTe OAHO W3 npaBun
dounbTpaumu.

4. C nomowsto nonen C agpeca v Mo aapec ykaxute ananasoH |P-agpecos (unu oauvH
aZpec), K KOTopbiM BblbpaHHOE nNpaBuno unbtTpauumn dyaeTt npuMeHaTLCS.

5. Haxxmute kHonky OK. OkHo lMpaBuno ¢pmnbtpauumn 6yaet 3akpbito. HoBbIM omnbTp
Oynet pobasneH B paboyyto obnacTtb Bknagku Hactpomnku.

6. Mpn HeobxogmmocTn fobaBbTe Apyrne pUNbTPbI.

7. C NOMOLLbIO KHOMOK BBEPX ~ M BHU3 ¥ Ha naHenu UHCTPYMEHTOB BKMNaAKu yCTaHOBUTE
NopsiAOK NPUMEHeHUs OUNbLTPOB.

8. [Ina nameHeHUs co3gaHHOro paHee (unbTpa ABaXAbl HAXKMUTE HA HEro NEBOWN KHOMKOW
Mbilin B pabouyen obnactm Bknagku. B oTkpbiBlemcs okHe lMpaBuno dowumnbTpauum
npouseseanTe Heobxoanmble nameHeHnsa n Haxmmute kHonky OK. OkHo ByaeT 3akpbITo.

[ns yganeHusa co3gaHHOro paHee mnbTpa Bblgenute ero B paboyen obnactun BKagki u
HaXXMUTEe KHOMKY YAanuTb NpaBuno Ha naHesiv MHCTPYMEHTOB BKNaLKW.

3akponTte «LjeHmp ynpaesieHusi eudeonoocucmemMoli», HaxaB KHOMKY x| 3aKpbITb B
CTPOKE 3arofiloBka OKHa.

78



PykoBoacTBo agMuHucTpartopa

16.3. Bknagka «O cucteme»

Bknagka O cucrteme coaepxuT WHGOpMauMio O cepBepe BUAEONOACUCTEMbI W
YCTaHOBMEHHbIX MOOYyNAX MnoaaepXku (gpanBepax) kamep. Cepsep BMAEONOOCUCTEMbI
3anyckaetcsa aBTomaTudecku npu 3arpyske OC. Npu paboTe cepBepa 3anyckaeTcs crnyxba
«Cepsep sudeornodcucmembl PERCo-S-20». Bknagka umeeT cnegyoowmn sua;

m UenTp ynpaenedna engecnogcnctemoid PERCo-5-20, Bepona: 3.9.7.0 >

Buaeoapxwe Hactpoikn O cicTeme @

[MHdopMaLWMA 0 CcepEEpE BMOEONOLCHCTEMEI] Y
Cepeep: E:'\PERCo-5-20WServer 17k, exe
Bepoma: 3.9.7.0 o7 19.07.2013 9:03:29

Cepeep sanywed: 05.11.2018 14:53:44
MamaTe: 29 560 KB (Muk: 30 036 KB)
OlmboK CTpaHWL, 19
Brirpysaemelia nyn: 184 KB (Muk: 200 KE)
HeBrirpy#aemelid nyn: 108 Kb
Dain nogkaqKi; 29 396 KB (Muk: 30 463 KB)
[Monyni nonnep#kK Kamep]
[AXIS devices driver]
dain: E:\PERCo-5-204s20v.dll
Bepousa: 3.9.7.0
[Winbond devices driver]
daiin: E;\PERCo-5-20\s20v . dll
Bepcua: 3.9.7.0
[Mode devices driver]
daiin: E:\PERCo-5-20%s20y.dl
Bepoua: 3.9.7.0
[Generic devices driver] @
daiin: E:\PERCo-5-20\s20y.dll
Bepoua: 3.9.7.0
[Onwif devices driver]

1. BbiBop BKkNagku okHa:
e Buaeoapxus,;

e HacTtponku;
e O cucrewme.

2. Paboyasa obnacTtb BKNagku ¢ onMcaHnem xapakTepucTuUK CUCTEMBI.
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17. YcTaHoOBKa gpanBepa Buaeokamepbl

i BHumaHue!

£S5 Cnuncok nogaepKmMBaeMbix BUAEONOACUCTEMON Kamep HabniogeHnst npeacTaBneH
Ha caunTe komnauum PERCo, no agpecy www.perco.ru, B pa3gene FmaBHasa >
Mpoaykuma > KoMmnnekcHble cucteMbl 6e3onacHocTn > Bupgeokamepsbl. [ns
NoOAEPXKKN HEKOTOPLIX MOAENen kamep TpebyeTcsi ycTaHOBKa AOMOSTHUTENbHbIX
ApanBepos.

[nsa yctaHoBKM AgpariBepa Buaeokamepsb!:

G CmyxBbl = O x
@aiin  [feifictewe  Bug  Cnpaska
= |FEC= HE > o np

<. CayBel (N0K| | s Onncanne CocToanne Tun .. BxoaoT nmeHn

-

16} Cepaep web-gocTyna npospaunora saanms PERCo-5-20 OBecneuusaer paboty web-gocTyna 4na npospadrioro 3ganna PERCo-S-20  Benonkserca  Asto.. Jlokanshas cuctema

Cepaep siaeonoacuctenst PERCo-5-20 OBecnesuBaET INHCH W BOCTPOMIBENEHME BIEOMHpOpMaUMn PERCo-5-20  Beinonuserca .. JlokansHan cucTema

Cepeep unrerpaumn PERCo-5-20 Wrrerpupyer cuctemy PERCo-5-20 B apyrie cucteme! Beincnnaerca  Agte..  JlokaneHas cuctema
£k .Cepeep wnterpaumi ¢ Buomerpndeckoii cuctemoii SUPREMA PERCo-5-20 OBecneuneaet nopgepxky BUOMETPUYECKIX KOHTPONNEPOE AgTo... [lokanbHan cucTema
'Sk .Cepeep cuctemel PERCo-5-20 Kontponnpyer paboty cuctemel PERCo-5-20 Beinonnaerca  Asto.. JlokansHaa cuctema v
< >

< > | PacumpenHsli ACTEHAEDTHb\ﬁ

1. MNepen yctaHoBkoWM gpavBepa kamepbl HeobXoaMMO  OCTaHOBUTL  CepBep
Bugeonoacuctembl. [na atoro Haxmute nocneposaTenbHo: Myck > Hactpouka >
NMaHenb ynpaBneHus, 3atem AgMuHUCTpupoBaHue > Cnyxb6bl. OTKpoeTcs OKHO
Cnyx0bl:

2. B oTkpbIBLLEMCS OKHE BblaenuTe cTpoky: « Cepeep sudeonodcucmembl PERCo-S- 20».

3. Haxxmute B BblOeneHHOW CTPOKEe MNpaBOW KHOMKOW MbIM U B OTKPbIBLUEMCS MEHKO
Bblbepute nyHkT Cton. Mnu Haxmute KHOnMKy ® OCTaHOBUTb CRYXOy Ha naHenu
WHCTPYMEHTOB OKHa.

4. CepBep Bugeonoacuctembl 0yget octaHoBneH. Ctatyc BbinonHsierca B ctonbue
CocTosiHMe ncyesHerT.

5. YctaHoBUTE OpauvBep ONA MCNonb3yemMon mMogenu kamepbl. [nsa aTtoro pacnakynte
apxvB, 3arpyXeHHbln c canta komnaHum PERCo, v 3anyctute MCNONHAeMbl dhans.
CnepynTe ykasaHuaM mactepa yCTaHOBKM.

6. lNocne okoH4YaHWs yCTaHOBKM 3aHOBO 3arnycTuTe cepeep BuaeornoacuctemMsl. [Ana storo
B OkHe CnyxObl Bblgenute cTpoky «Cepsgep sudeornodcucmembl PERCo0-S-20» w
HaXXMUTe MpaBoOW KHOMKOW MbIwK. B oTKpbiBLEMCA MeHio Bbibepute nyHKT Myck. Unu
HaXXMUTe KHOMKY » 3anyck crnyx6bl Ha NaHenn NHCTPYMEHTOB OKHa.

7. CepBep Bugeonoacuctembl 6yaet 3anyweH. B ctonbue CoctosiHue nosiButca craTtyc
BbinonHsieTcs.

8. 3anyctute «KoHcosib ynpaeneHusi», nepenaute B pasgen «KoHguzaypamop» u
pobaBbTe Kamepy B BUAEONOACUCTEMY.
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18.

«Kamepbl CKYO»

Kamepa CKY/[ — kamepa, yCTaHOBMNEHHas B TOYKE Npoxoda Takmm obpasom, 4To B none
3peHns Kamepbl nonagaet MecTo npeabsBfeHUs KapT OocTyna cyuTbiBaTento. 3anucb
KagpoB C KaMepbl NPOM3BOANTCSA aBTOMaTUYECKM NMPpU perucTpaumm cobbITus, CBA3aHHOMO C
npoxogomMm (unu 3anpetoMm npoxoga) yepesd WY B HanpaBneHuu, KOHTPONMPYEMOM
CcyMTbiBaTENEM.

C nobbiM cumTbiBaTENEM, MOAKNIOYEHHBIM K OQHOMY U3 KOHTPOISIEPOB CUCTEMbI, MOXHO
CBS13aTb OAHY U3 kKamep BuaeonoacucTemsl. Mpu 3ToM ogHa Kamepa 0gHOBPEMEHHO MOXET
OblTb CBA3aHa C HECKONbKUMU CUMTbIBATENAMMU.

HacTtponka kamepbl CKY[:

1.

10.

81

3anyctute «LjeHmp ynpaeneHusi eaudeornodcucmemMol» N NepernanTe Ha BKIaaKy
Bugeoapxus.

Y6eaunTtecb, 4YTO co3gaH xoTa Obl oauH bamn BuaeoapxmBa. YKaXuTe C MOMOLLbO
non3dyHka KBota «Kamep CKY[O», kakas 4acTb ¢panmna Bugeoapxmsa 6yaer
3apesepBupoBaHa ans 3anucu kagpos ¢ kamepbl CKY/.

3anyctute «KoHconb ynpaeneHusi» v nepeinante B pasaen «KoHghuaypamopy».

Boligenute B paboyen obnactu pasgena oavH U3 CYnTbIBaTENEN CUCTEMBI, HA KOTOPOM
OyayT permctpmpoBaTbCs CObbITUS, NPUBOAALLME K HAYany 3anucu.

Ha naHenu HacTpoek B NpaBon YacTun OkHa nepenavTte Ha Bknagky Kamepa CKYA:

MapameTpel Cobbmas  Kamepa CKY[

Kamepa
!A-Linldngai??il]{l?z.l?.tl.l?.ﬁ) 2} ‘I'_J

Haxxmute Ha naHenu HaCTPOEK KHOMKY & [Jo6aBuTtb kamepy. OTkpoeTcs okHO Bbibop
Kamepbl:

Beifop Kamepel O X

Kamepa

A-inking al7910 (172.17....

Boigenute B pabouern obnactm OTKPbIBLUErOCA OKHa Kamepy, C KoTopown Oyget
NPOV3BOANTLCS 3anNUCb NPU PErncTpaunm cobbITUn NPoxoaa, CBA3AHHbLIX C AaHHbIM
cunTbiBaTenem. [pu aTom B NpaBom YacTn okHa ByayT oTobpaxaTbCsi Kaapbl C KaMepbl.
Haxmute kHonky OK. OkHo 6yget 3akpbiTo. B none Kamepa Ha naHenu HacTpoek
NosiBUTCS Ha3BaHWe BbIOpaHHOW KaMepbl.

Mpu HeobxoanMocCTH BbIbeEpUTE Kamepbl ANS APYTMX CYNTbIBATENEN CUCTEMBI.

Bologenute B pabouyen obnactu pasgena  MCMNOnb3yeMyrd BUAEOMOACUCTEMY MU
nepenguTe Ha NaHesM HacTpoek B NPaBOM 4YacTu OKHa Ha Bknagky NapameTpsbl.

YctaHoBuTe Heobxogmmoe 3HaveHve napameTpa YactoTa KagpoB npu 3anucu ans
«Kamep CKY[» (pekomeHaooBaHHOE 3Ha4veHne 240 KagpoB B MUHYTY).
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11.

12.

13.

14.

15.

16.

Boligenute B paboyen obnactu pasgena kamepy BUOEONOACUCTEMbI, UCNOMb3YyEMYHO
kak kamepa CKY[.

Ha naHenu HacTpoek B NpaBoKn 4acTn OKkHa ybeauTech, YTO AN KaMepbl yCTaHOBIEH
dnaxok y napameTtpa Ucnonb3oBaTtb Kak kamepy CKY[.

YcTtaHoBuTe Heobxoammoe 3HavyeHue napameTtpa Bpemsa npegsanucu gns kKamepbl
CKYA. lNapameTp ykasbiBaeT BpeMsa 3anncu A0 W nocne perucrpauum cobbitus
(3HayeHme no ymonyaHmo 3 cekyHAbl, TO eCTb B Buaeoapxmee byayT coxpaHeHbl Kaapbl
C Kamepbl 3a 3 ceKyHAbl 40 perncTpaumm cobbiTva u 3 cekyHabl nocne).

HaxmuTe kHonky @ NepepaTb 3MeHeHHbIE NapaMeTpbl Ha NaHenm MHCTPYMEHTOB
pasgena.

[na npocMoTpa 3anMcaHHOro BUAEOApPXMBA, CBSI3AHHOIO C 3aperMcTpMpOBaHHbLIM
cobbiTem, nepengute B pasgen «Cobbimusi ycmpolicme u Oelicmeusi
nosib3oeamersiel».

Boligenute B paboyen obnactu pasgena cobbiTue N HaXXMUTE Ha NaHeNM UHCTPYMEHTOB
kHonky *¥ MpocmoTp Buaeoapxmusa. OTkpoeTcs okHO Buaeoapxms.
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19. KoHdurypupoBaHue cuntbiBatenemn Mifare
19.1. HasHayeHue

O6wue TepMUHbI U onpeaeneHus:

e UID — OTKpbITbIN HEM3MEHAEMbIN YHUKambHbIN KOA KapTbl (AnuHon 4 nnn 7 6anTtoB),
KOTOpbIAN 3anucbiBaeTcsl B He3alwumleHHOW obrnactu namsatn. B crnyyae HacTpowku
CUCTEMbI Ana paboTbl C KpUNTO-3almLLeHHbIMK 1D KapT B cMCTEMe He NCNOoNb3yeTcs;

e ID - nepcoHnduunpoBaHHaa waeHTUUKAUNMOHHAS WHOPMaUUa Monb3oBaTeNs
KapTbl, 3anncaHHas B 3aluMLEeHHOM 061acTn NnamMsaTh KapThbl.

e NFC - texHonorna 6ecnpoBogHOM nepefayn OaHHbIX Manoro paguyca Oencreus,
noaaepXMBaeTca COBPEMEHHbIMM NpoABuMHYThEIMM cmapTdoHamn. B CKY[ PERCo
MOXeT ObITb MCNOMNb30BaHa ANs AMyNAUUK 6ECKOHTaKTHOW KapTbl Ha cMapTdoHe, T.€.
cmapTtdoH ¢ NFC ncnonbayetcsa kak obbl4Has 6eckoHTakTHast kapTa dpopmarta Mifare
(6e3 nogaepXkn LWNPOBaHUS).

lpumeyaHue:

B pykoBoacTtBe npuBedeHO MOMHOE OrnucaHue CcpeacTB [AOBOSIbHO  CIIOXHOW
KpuntosawuTel, npegycmotpeHHon B ctaHgapTe MIFARE. [Npu ncnonb3oBaHuu
cTaHgapTta B pamkax obbidHon CKY[ npegonpuaTtna ana noagep’kaHus BbICOKON
CTEMNeHn 3almTbl KapT OT KONUPOBAHWUS OOCTAaTOYHO MPUMEHEHUS BCEro OAHOro-
ABYX MapamMeTpoB kpunto3awmTbl, (K npumepy, ana kapt MIFARE Plus BronHe
A0CTaToOYHO NapameTpoB ypoBHs 6e3onacHocTn SL1).

19.2. PekomeHgauumn no pabote ¢ kaptamu Mifare

Ana Toro, 4toGbI MOCTPOUTHL CUCTEMY KOHTPOMNSA M YyNpaBreHus [OCTynoMm W 6biTb
YBEPEHHbIM, YTO KapTbl AOCTYMNa 3aluLLEHbl OT KONMMPOBaHNA, HEO6X04MMO NCNONb30BaTb
KapTbl JOCTYNa C 3alMTON OT KONMMPOBaHUA. TaknMmmn kapTamu SBNSOTCA KapTbl doopmaTta
MIFARE: Classic, Plus, DESFire.

lpumeyaHue:

Kaptel MIFARE Ultralight (kpome MIFARE Ultralight C) He umetoT 3awuTbl OT
KOMMPOBaHUA, U MO CBOMM BO3MOXHOCTAM COMOCTaBUMbl C TpagULMOHHbIMU
Proximity-kaptamwu.

KapTtel MIFARE noctynatoT ¢ 3aBoga-u3rotoButens B HesawumuweHHom Buge. Mpu pabote
C TakumMm KapTamu cuyuTbiBaTenb OyaeT mcnonb3oBaTbh TOSMbKO OTKpbITbI UID kapThl,
KOTOpbIN KOMUpyeTcs TaKk e nerko, kak un |ID TpagnuunoHHbix Proximity-kapt (HID,
EM-Marin).

i BHumaHue!

— Bakasumk / cobCTBEHHMK OObeKTa AO0SMKEH OTBETCTBEHHO MNOLOWMTUM K BOMPOCY
KpMNTO3aLWnTbl — HE AOBEPSATb CO34aHME U 3aNnCb Ha KapTbl KNOYEN KpUNTo3aLnTbl
HW NOCTaBLUMKY KapT U cunTbiBaTenen, Hn MoHTaxxHuky CKY[, Hu komy-nnbo eLue,
T.K. €CNN KITYN KPUNTO3aLMTbl M3BECTHbI NMOCTOPOHHEMY, TO TOT FIErKO MOXET
KonMpoBaTb KapTbl 4OCTYynNa.

Ot Bnagensbua o6bekta CKY[ Tpebyetca camomy nnm Yepes 4OBEPEHHOE NULO NpuaymaTb
3HayeHUs naponen W KnwYenm U 3anucaTb WX B KapTbl W cuyuTbiBaTenu. [Ons
nporpaMMMpoBaHNS CuYMTbIBaTenen co3gaeTca MacTep-kapTa, Ha koTopon 6Gyger
XpaHUTbCA BCA KroyeBas MHopmauus. [anee onepatop C MOMOLLBI MacTep-kapTbl
CMOXeT "npowmnsBaTk” cHMTbIBaTENN, NP 3TOM HE UMeSA (PaKTMYECKOro A40CTyna K Knoyam u
naponsm.
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llpumeyaHue:

'~ Ons  BCTPOEHHbIX cuuTbiBaTenen Mifare «koHTponnepos CL15, CL15.1, CL15.7

BO3MOXHOCTb KOH(UrypaLunm mactep-kapTomn OTCYTCTBYET.

[Ons HacTponkn HeobxoouMmo 3anmcaTb KOHMrypauutd B KOHTPOJSIbHLIN CYMTbIBATENb

W nepefaTtb U3MEHEHUS B KOHTpoOMNep, Ans 3Toro:

e [locrne HacTpoviku napaMeTpoB Ha BKNagke 3anucb KOHPUrypauum B KOHTPOSIbHbIN
cuyuTbiBaTeNb nogpasgena «KoHgpuaypauyus Mifare» pasgena
«AOMUHUCMpUpOBaHUE» HAXMUTE KHOMKY 3anucarb;

e Ha Bknagke «KoHdgpueypauyusi» paspena «KoHguzaypamop» Bbiaennte KOHTposnnep,
B KOTOpbIN ByaeT nepegaBaTbCsl KOHUIypaUUs, U HAXKMUTE Ha NaHenNn MHCTPYMEHTOB
kHonky Mepepatb napameTpbl.

OcHoOBHbIe xapaKTtepucTuku pasHbix yunos MIFARE

MIFARE MIFARE MIFARE MIFARE Plus
Twun KapTbl Ultraliaht Classic ID DESFire E V1 (S and X)
9 64/1KB/4KB 2K/4K/8K 2K/4K
Kpuriro- Het CRYPTO1 | DES & 3DES/AES | CRYPTO1/AES
anroputMm
OnvnHa
CepuIHOro 7 4/7 7 -
HoMmepa,
oant
2048/4096/8192,
EEgaF;CT)M’ 64 1024/4096/4096 | rv6kas paiinosasi | 2048/4096
CTPYKTYypa
KonunyectBo
LIMKNOB 10 000 100 000 500 000 200 000
nepesanucu
16 cekt./ 64 BanrT,
OpraHumsauyus 16 cTp./ 4 GaiiT | 32 cexT./ 64 GailT, Onpepensetca | 32 cekt./4 6noka,
namsTun o nporpamMmMHo 8 cekT./1 6ok
8 cekr./ 256 Gant

KpuntosawmTta, BctpoeHHaa B 4un MIFARE Classic, B HacTosiwiee BpemMsi npusHaeTcs
HeLOCTaTOYHO BbICOKOW. YTOObI HA4EXHO 3aWUTUTbL KapTbl A4OCTyrNa OT KOMMPOBAHUSA U
noggenku, paspaboraHa nuHernka kapT MIFARE Plus, roe ucnonb3yetcs kpuntorpadus
AES, BCKpbITNE KOTOPOW B HAacTosILLEE BPEMSA CUMTAETCH rapaHTUPOBaAHO HEBO3MOXHbIM.

BeckoHTakTHble kapTbl MIFARE Plus nopggepxuBaioT 3 ypoBHA 6e30nMacHOCTM M MOryT

ObITb B Nt0OOM MOMEHT NepeBefeHbl C OQHOIO YPOBHA Ha 6onee BbICOKUNA:

e YpoBeHb 6e3onacHoctu SL1. Ha atom ypoBHe kapTbl MIFARE Plus wumetot
100%-Hyto coBmectumocTb ¢ MIFARE Classic 1KB (4KB).

e YpoBeHb 6e3onacHocTn SL2. AyteHTudukaums no AES sensetca obasaTenbHOMN.
[ns 3awmTtbl AaHHbIX Mcnonb3yetca CRYPTO1.

e YpoBeHb 6e3onacHocTn SL3. AyteHTudunkaumns, obMmeH gaHHbIMKU, paboTa ¢ NamMATbO
Tonbko no AES.

KapTbl popmaTta MIFARE DESFire EV1 nmetoT camyto BbICOKYHO CTENEHb 3aLMThbl 1 TMOKYHO
dannoByto CTPYKTYpy NamsATu.

UTtobbl 3awmtntb Kapty goctyna MIFARE Classic 1KB (4KB), goctaToyHo 3anucaTh B
Oo4MH 13 6nokoB namaTn naeHtTudukaTop (Hanpumep, ID gnuHon 3 6anta ana nepegaymn no
Wiegand-26) n 3akpblTb JOCTYN K 3TOMYy OGfOKY KPpUMATOKMAOYOM. A CUYMTbIBaATESNlb BMECTO
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yteHnss UID-Homepa HacTpouTb Ha 4vteHue ID-ngeHtudpmkatopa n3 ykasaHHoro 6noka
namatn MIFARE Classic ¢ nomMoulbio Takoro e KpUnTOKMNYa, KOTOPbIM 3aKkpbiTa NamMsTb
KapTbl.

UTtobbl kapTbl goctyna MIFARE pa6boTtanu B CKY[] B 3alWwuLeHHOM pexmme, HeobxoamMmo:

1.

2.

[MpoBecTn opraHn3auMOHHbIE MEPONPUATUA MO NpefoTBpPALLEeHUI0  AucKpeamTaumm
KIto4eBOn MHopMauun.

Ana kapT MIFARE Plus — BbiGpaTb ypoBeHb 6e3onacHoCcTH, Ha KoTopom ByayT paboTaTb
kapTbl B gaHHon CKY[: SL1, SL2 nnu SL3. ToT nnun nHom ypoBeHb A0SMKEH ObiTb BbIOpaH,
ncxoaa m3 cneundukm obbvekta n TpeboBaHU 3aWmnLLEHHOCTU. YpoBeHb SL3 — camblii
BbICOKMI C TOYKMN 3PEHUS 3aLUUTDI.

. MpoBectn nogrotoBky cunTbiBaTenen. Kaxablh cuyuTbiBaTemNb, MNOOKIKOYAEMbIA K

KoHTponnepy CKY[, nomkeH ObiTb 3anporpaMMUpOBaH Ha YTEHUE LaHHbIX U3 TOro Xe
6noka namsaTu 1 no Tomy xe kntovy AES, yto n kapta MIFARE. Npu ncnonb3oBaHun
cuntbiBaTenen PERCo Heobxoanumo yepes MO HacTpouTb KOHTPOSbHbIA CYMTbIBATEND,
3anucaTb MacTep-kapTy 1 C ee NOMOLLbLI0 CKOHJUrypupoBaTb Bce cunTbiBaTeny CKY[.

. OmMuceua  Npoctbix kKapT nonb3oBatenen MIFARE npu nomowm KOHTPOSbHOrO

cuntbiBaTena ¢ uHtepdencom USB PERCo-MRO08. 310 3anucb maeHtudukatopa B
COOTBETCTBUN C KOHUrypaumen B BbibpaHHbI cektop namatn MIFARE, daktnyeckun
nepesof KapT Ha BblbpaHHbIN ypoBeHb 6e3onacHoctn (SL1, SL2 wnm SL3 ans
MIFARE Plus), 3akpbiTme BbIOpaHHOrO cektopa MamMATV CEKPETHbIM  KMYOM C
kpuntorpacouen (AES wnn CRYPTO1). 3toT wmpeHtudumkatop 6OyaeT cBssaH C
KOHKPETHbIM paboTHUKOM 1 ByAeT CUMTLIBATLCS B 3aLUMLLEHHOM PEXMME.

19.3. Pabo4ee OKHO pa3pena

Pasgen KoHdurypauma Mifare cogepxut Bknagkum 3anucb KOHdurypauum B

KO

HTPONbHLIN cuYUTbIiBaTenb, 3anUCb KOH(Urypauum Ha macTtep-kapTy, Pa6ota c

KapTamMu 1 npegHasHayeHa Ons Bblibopa KOHTPOSIbHOrO CuYMTbIBaTEnNsi, KOTOpbIN Byaet
NCNonb30BaTbCA A5 NOCneaylLwen KoHurypaumm kapT, a Takke pexuma paboTbl C
kapTamu Mifare.
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KoHdurypauia Mifare (OsHakoMATeNbHLIA nepmon:_oc:Tano_c:b'ﬂi aH.)

Fesiam paboThl ¢ KapTamia MIFARE:
KOHTRONEHLIA CHMTEBATENL ! (@) YTeHue 113 SallLEHHDA 0B NacTw

’Ekj YATEBATENE IR 15.7: USE Serial Port (COM7) - Bepoma: 21 |@ () 3amMch B 3ALMLEHHYHO OBNACTE MCMONE3YA:

Q3 > @ iCn\,ﬁ-l::L‘":Hl:lL‘r] HOMED v !

o
J 3aMch KOHQMMYRALMA B KOHTPOAEHBIA CHYMTEBATENL | ZaAMMch KoHdITYDaLMA Ha MacTep-kapTy | PaBoTa © kapTamu w

Trbl KapT: MopALoK BalT & LI K.MKo Y 28KPEITIAA OBEINHOIA MACTep-KapTe:

IUItraIight EV1 48 byte, Ulralight 48 byte, = | |OT MnagWero SalTa K cTapwemy (IR-07 = | |OOOOO',3000OOOOOOOOOOOOOOOOOOOOOOO |

[ | 3ampeTuTe YTeHIe UID ¢ HepacrosHaHHE!X KapT CRenyHaLWi KoY MacTep-kapThl!
iH—|—H—|—r—H—|—r—|—|—r—|—|—|—|—|—|—r—|—|—|—r—|—|—r—|—|—|—r— | &

Ultralight | Classic iPlus |DESFire |HCI'IK MIF IBaHKOBCKme KapThl |CM&pT¢JOH |KaHaJ'|b| {HIC:, Emm)

r Evl 48 bytes EV1 128 bytes
Hotep cTpaHi L Horep cTpaHkL:
s =] s =]
rC 144 bytes
Homep CTpaHilE:
s B
CTapbii KK ay TeHTHMEMKALMA TeryLLMIA KoY &Y TEHTUOMKALLI;
100000000000000000000000000000000 | [FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEF %
‘ 2ANMCATE ‘ ‘ T2 MO HAHMR ‘
Cepbep: |sie MofbsoBaTens: |ADMIN Cratyc: [KomaHaa BsinomHeHa

1. lNMone KOoHTpOnbHbLIKM CYUTbIBaTENb — NO3BONSET 406AaBUTL UK yaanUTb KOHTPOSTbHbIN
cunTbiBaTenb, KOTOpbIM OyaeT ucnonb3oBatbCs And pabotel ¢ kaptamu Mifare c
NMOMOLLIbIO KHOMOK:

e ¥ No6aButb KOHTPONbHbIA CYMTbIBaTENb;
o [ YpannTb KOHTPOSIbHbIN CYMTbIBaTENb.

2. Obnactb Pexxum pabotbl ¢ kaptamu Mifare — no3sonsieT nepeknoyvaTbCa MeXay
cnegyrowumMm pexmmamm paboTbl:

e YrteHue U3 3aWMIIEHHON OONAacTU — pPEXMM, NpU KOTOPOM MPOUCXOAMUT TOMbKO
YTeHne HoMepa KapTbl 3alLmLLEeHHON obnacTu;

e 3anuchb B 3alULLEHHYI0 061acTb UCNOMb3YS — PEXUM, MPU KOTOPOM NPOUCXOANT
YTeHWe CyLLeCTBYIOLLEro HoMepa KapTbl U3 3aluLieHHon obnactu ¢ nocnegyowen
nepesanucbid HOMepa KapTbl Ha HOBbIA, KOTOPbIA MOXeT ObITb creHepupoBaH
cnegylowmmm cnocobamu:

— Cny4YanHbIn HOMep — B 3TOM Cly4ae CriyYanHbli HOMep KapTbl reHepupyeTcs
aBTOMaTUYECKN;

— Bo3spacrarowmn Homep — B 3TOM criydyae HoMmep KapTbl ByaeT creHepupoBaH
NpOrpaMmMon COrnacHO BHYTPEHHEMY arropuTmy.

3. MogBknagka 3anucb KOHUrypaumMm B KOHTPOJIbHbIA CYMTbIBaTesNlb — MO3BOMAET
BblbpaTb Tunbl kapT Mifare (cmapTdoH, 6aHKOBCKMe KapThbl), KoTopble 6yayT
ncnonb3oBatbca B CKY[, n 3agate MM Heobxogumbie napameTpbl.

4. MopBknagka 3anucb KOHUrypaumm Ha macTep-KapTy — M0O3BONdeT BbliOpaTb Tun
(nepBuyHas unu obblyHas) U 3anncaTb MacTep-KapTy.

5. MNMogBknagka PaboTta ¢ kKapTamMu — NO3BONSET NPOYMTaATb NapamMeTpbl KAPTbl C MOMOLLIbIO
cunTbiBaTENS.

19.4. Bknagka «3anucb KOH(Urypaumm B KOHTPOSIbHbIN
CYMTbIBaTENb»

Bknagka 3anucb KoHcurypaumMm B KOHTPOJIbHbIM CUMTbIBaTeNnb No3BonsieT BblOpaTb
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O4MH unu Heckonbko Tunos kapT MIFARE (cmapTdoH, 6aHKOBCKME KapThbl), KOTopble ByayT
ucnono3oBatecd B CKY[l, n 3agatb napameTpbl Ans BblOpaHHbIX TUMNOB KapT (T.e.
kKoHurypaumo ansa kapt MIFARE).

O6wue TepMUHbLI U onpeaeneHus:

CmpaHuya — 3awmlieHHas naMaTb KapTbl pas3dbuTta Ha NPOHYMepoBaHHblE YacTu —
CTpaHuubl (KOM-BO YacTewn 3aBUCUT OT obbema namsaTw).

Homep cmpaHuybl — HOMep CTpaHULbl NaMsTU KapTbl, NO3BONSALWNIA 06paTUTLCA K
3TON CTpaHuLEe C LEenblo 3annucu B Hee MHGOpMaLMn.

Homep cekmopa — HOMep 4YacTu BHYTPEHHEN 3alluLieHHOW obnactu namaTu KapTbl,
KOoTopas coaepuT B cebe HeECKONbKO ONOKOB AaHHbIX AN XpaHEHUA MHAOpPMaLUK.

Homep 6510ka — HOMEp MUHUMAaIbHOWM YacTy NamATU KapTbl. BNOKM AaHHbIX AOCTYMHbI
Anst YTeHus / 3anncu Npy yCnoBun yCreLHON aBTopu3aumm no Krouy.

Homep npunoxeHuss — HoMep dhanna namaTti, pacrnosioXEHHOro BO BHYTPEHHEN
3aluLLeHHOM 0bnacTn NnamMaTU KapThl, B KOTOPbIN 3anMCbiBaeTCs MHAOpMaLMS.

SL (secure level) — ypoBeHb 6e3onacHocTu (Tonbko Ans kapt MIFARE Plus):

— YpoBeHb 6e3onacHocTn 0, unm HayanbHbIA ypOBEHb. Ha 3TOM ypoBHE KapThbl
MIFARE Plus HaxogsaTca oo Beoga B akcnnyatauyuto. C SLO kapTa nepeBoanTcs
Ha TpebyeMmbii ypoBeHb 6e30nacHOCTY;

— YpoBeHb 6e3onacHocTn 1. Ha atom ypoBHe kapTbl MIFARE Plus vmeloT NonHyto
coBmectumocTb ¢ kapTamn MIFARE Classic 1KB, MIFARE Classic 4KB v moryT
paboTtaTtb B pamkax ogHon CKY[;

— YpoBeHb 6e3onacHocTn 2. AyTeHTudukaumss no Kpunto-anroputmy AES
cTaHoBUTCA obssaTenbHoOW. [Ons 3awmTbl AaHHbIX HayMHaeT MCNofb30BaTbCA
kpunto-anroputm CRYPTO1;

— YpoBeHb 6e3onacHocTu 3. [inga ayTeHTudmnkaumm, obMmeHa n lndpoBaHns AaHHbIX,
Ansa paboTbl C NAMATBIO HAYMHAET UCMNONBb30BaTLCA KpunTo-anroputm AES.

lpumeyaHue:

KapTel MIFARE Plus moryT 6biTb B 1l0601 MOMEHT nepeBefeHbl C HU3KOro YPOBHS
OesonacHocTn Ha ©Oonee Bbicokuh. [lepeBog C 6Gonee BbICOKOTO YPOBHS
6esonacHocTn Ha Bonee HU3KUIN HEBO3MOXKEH.

Bknagka cogepxur:
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J 3aMIch KOHGMMYRALWIA B KOHTPOMBHEIA CHATBIBATENL | 3AMMCh KoHDMMYpaLWu Ha MacTep-kapTy | PaboTa ¢ KapTan @
TN KapT 1 Mopaack BaiAT & LI K.MHoH SaKPEITIA OBEIYHOA MACTED-KARTHL:
iUItraIight EV1 48 byte, Ulralight 48 byte, = | éOT MNaAWero BafTa K cTapleny (IR-07 w | |OOOOO',ZJOOOOOOOOOOOOOOOOOOOOOOOOOO |
[ |3arpeTiTe YTeHve UID ¢ HepacnoaHaHHE!x kapT @ .Cne.Cl._YroLLl.Mfﬁ KDY MACTep-KapThi:

EI—H—H—H—H—H—r—t—l—r—t—r—r—H—r—r—l—r—r—r—r—H—r—r—r— | %
Ulralight | Classic iPlus |DESFire |HCI‘IK % EEaHKOBCKme KapTel !CmapT(i)OH |KaHaJ'u:.| (HID, Emm) ®
r Ev1 48 bytes EY1 128 bytes
HomMep cTpaHuUG!: HomMep CTpaHLE!:
. - [ =
s [ s B
r C 144 bytes
HoMep cTpanMugl
45 =
CTapblid KOHY Ay TeHTIAGIRALAA . TERYLLUMIA KN Ay TeHTgGAKALA £@
|OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO | ||-H—H—H—H—I—I—I—I—I—I—I—l—l—l—l—l—l—l—l—l—l—l—l—l—l—l—l— i &
‘ 3anMcaTh | ‘ Mo YMONHAHMHS ‘ @
Cepeep: [Sie  MorkbzoeaTens: |[ADMIN CTaryc: KomMadaa BelnonHeHa

1. Beinagatowmm cnmucok Tunbl KapT — NO3BOMSIET C NOMOLLbHO YCTAHOBKM dhriaXkka BblbpaTb
oauH nnn Heckonbko Tunos kapT MIFARE, kotopble 6yayT ncnonb3oBatbes B CKY/.

2. None Mopsgaok 6anT B UID — onpeaenseTt nopaaok cnegosanust 6antos oTkpbiToro UID
KapTbl Npu ero cuynTbiBaHuM (B criyyae, ecnn B cucteme OygeT Mcnonb3oBaTbCA
naeHTurkauma nonb3osaTtenen no otkpbitomy UID):

e Ot mnaawero 6anTa k ctapwemy (IR-07);
e OrT cTtapwero 6anTa K Mnagwemy.

3. Knou 3akpbiTusi OObIYHOW MacTep-KapTbl — Mofie oTobpaaeT TeKywun Koy
3aKpbITUS MacTep-KapTbl.

4. Cneayrowmmn KoY mactep-KapThbl — nofnie otobpaxaeT KN4, KoTopbin ByaeT 3anucaH
B KOHOUIypaLMIO Kak CrieQyoLmi KoY 3akpbiTUS MacTep-KapThbl;

5. Noasknagkn Ultralight, Classic, Plus, DESFire, HCIMK MUP, BaHkoBcKkue KapTbl,
CwmaptdoH, Kanansb! (HID, Emm) — no3BonsoT nepenTn K HacTpomkam KoHdurypawumm
pa3nunyHbix TNoB kapT MIFARE (cmapTdoHa, 6aHKOBCKUX KapT).

6. KHonka “* [eHepauusa cny4YyavHou nocriefoBaTeNibHOCTU — NO3BOSISIET 3a4aTb Ans
nona CneaywowmmM KNOY MacTep-KapTbl HOBbIA KMOY MpWU MOMOLUM reHepaTopa
Cny4YanHbIX Yyncen.

7. KHonka 3anucatb — NO3BOMNSET 3anucatb 3aJaHHy ONd KapT KOHurypauuioo B
3HEeproHe3aBMCUMYIO MaMsATb KOHTPOSMbHOro cyutbiBaTens. KHonka Mo ymonyaHuwo —
ans cbpoca N3MEHEHHbIX HACTPOEK.

19.4.1. NMoasknagku Ultralight, Classic, Plus, DESFire, HCIK MUP,
BaHkoBckue kapTbl, CmMapTdhoH, KaHanb! (HID, Emm)

1. Mopgsknagkm Ultralight, Classic, Plus, DESFire nossonsiooT 3agatb paboune
napameTpbl KpUNTO3awWnTbl AN COOTBETCTBYIOLMX TUMNOB KapT, BbIOpaHHbIX B
BbiNagalowemM cnucke CTpokM Twunbl KapT Bknagku 3anucb KoHdurypauum B
KOHTPOJbHbIN CYMTbIBaTenb. OTM NapameTpbl OyayT 3agaBaTbCA NPOCTbIM KapTam
nonb3oBaTenen npu UX SMUCCUMM U NEepcoHanu3aumMm C MOMOLLBID KOHTPONbHOro
cunTbiBaTensl, Tawkke I3TU napameTpbl OyayT nepeHeceHbl B KOHUrypauuto
CUMTbIBaTENEN Ha TOYKax NPOXoAa C NMOMOLLbIO MacTep-KapThbl.
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lpumeyaHue:

[onycTumble 3Ha4YeHMs NapameTpoB OTOOpaxalTCsa B BbiNagatowwmnx CnMcKax npu
Ha)xaTUM Ha CTPenky B KOHLE CTPOKM C AaHHbIM napameTpom. [lpumeHsTb B
KOH(Mrypaumm MOXHO N0OGON M3 aKTUBHbIX (HEaAKTUBHbIE BbIOENAKTCS CepbiM
LBETOM) napameTpoB K noboe n3 ero 4oNyCTUMbIX 3HAYEHUMN.

O6nacT  NOABKNAgoOK nNpefHasHayeHbl AN KOHUrypupoBaHusi  napameTpoB
COOTBETCTBYHOLLMX TUMOB KapT.

MoaBknagkn v obnacTu pasnuyHbiX TUMOB KapT codepaT cregylolme napamMmeTpbl
KpMNTO3aLUUTbI:
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Homep cTpaHuubl, HOMEp ceKkTopa, HoMep 650Ka — agpec B NamMsaTU KapTbl ONd
xpaHeHus |D nonb3oBaTens KapTbl, cnonb3yembii B CKY[.

Knou ayteHTUdMKaumMm — naponb, KOTOpbIM 3akpblT goctyn K ID  kapThl,
oTobpaxaeTca B opmaTe Hex.

Crapble napameTpbl, CTapbii KNy ayTeHTUdUKaumm — nons gns otobpaxeHns
napons goctyna K ID 1 ero xapaktepucTuk, KOTopble OeWACTBYIOT A0 Npeacroswen
nepexkoHguUrypaunm napameTpoB (npv npegpiayLlien KoHpurypaumm napaMmeTpoB OHU
Oblnn  oTOBpaxeHbl B nonax Tekywue napamMeTpbl, TeKywun Kiwou
ayTeHTUdMKauum).

Tekywune napameTpbl, TeKyLWMN KINOY ayTeHTUdMKaLMmM — nonsa ang otobpaxxeHus
napona goctyna kK ID n ero xapaktepuctuk, KOTopble OyayT AeWCcTBOBaTb Mnocrne
nepekoHuUrypaummn napameTpoB (Npu creayrowen nepekoHdpurypaumm oHn 0yayT
oToGpaxeHbl B nonsix Ctapble napameTpbl, CTapbin KoY ayTeHTUPUKaLUmm).

Ha nopsknagke Plus, kpome TOro, umeetrca obnactb nepcoHMdpUuKaumm c
napameTpamu, onpegensaiowmmn yposeHb 6esonacHoctn (SL1, SL2, SL3).

BHumaHue!

* [laHHble NnapameTpbl NpeaHasHa4vyeHbl Ang obecrneyeHns cambiX BbICOKMX YPOBHEN
3awmThl (Hanpumep, KapT nnaTexHbix cucteM). B pamkax obbiuHbix CKY[ He
pekoMeHayeTCsa NCNOoNb30BaTb AaHHbIE NapameTpbl, YTOObI NPY yTepe NX 3Ha4YEHN
He MPULLNOCb MEHATL BCE NEPCOHNPULNPOBAHHBIE B CUCTEME KapThl.

KHonka “* MeHepaumsa cny4yaHoOW nocrniefoBaTeNnbHOCTU — MNO3BOSISIET 3AMONHUTL
rosfe napameTpa 3Ha4YeHUeM, 3aaBaeMbIM reHepaTopoM Cly4YaiHbIX YMCEr.

Mogsknagka HCIMK MUP npegHasHayeHa ans BHECEHUS Criedyrowmx JaHHbIX:
e ID npunoxeHus;
e KIHOY NPUIIOXKEHUS.

MoaoBknagka BaHKOBCKMe KapTbl MO3BONsSieT BbidpaTb TMN MAaeHTUdukatopa ANs
OaHKOBCKMX KapT:

e B kayectBe ID ucnonssyercs UID kapThl;

e B KayecTBe ID ncnonosyetrcs PAN kapTbl;

e B KayectBe ID ucnonb3yetcs ID n3 amynupyemom obnactu (NnpunoxeHus)
Mifare Classic;

e B Ka4decTBe ID ncnonbsyetcs ID n3s npunoxenusa HCINK MUP.
lpumeyaHue:

B kayecTBe nNpUIOXeHUS MOXEeT BbICTynaTb, HanpuMep, TpaHCNopTHOe
NpUoXeHne yHUBepcanbHON KapThbl.
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4. lMogsknagka CMapTdoH NpegHasHayeHa Ans BO3MOXHOCTU Npoxoda rno cmapTdoHam
¢ TexHonornen NFC.

lpumeyaHue:

Mpun paboTte co cmaptoHom Ha OC Android, nogaepxwmsatowmm TexHonormto NFC,
B KayecTBe uaeHTudukatopa COTpyAHMKA (YYEHMKA) MCMONb3yeTCA YHWUKamnbHbIN
noeHTudgukatop, reHepupyembin npunoxeHnem «PERCo.[Joctyn» (Tpebyetcs
yCTaHOBKa 1 3anyck npunoxeHus, 6ecnnaTtHo Ha Google Play).

Mpn pabote co cmaptdoHom Apple, nogaepxmBatowmm TexHonorniwo NFC, B
KayecTBe uAaeHTUdMKaTopa COTPyAHUKA (y4eHuKa) WCMorib3yeTCs YHUKanbHbIN
naeHtudpukatop (Token), npumBsa3aHHbI K 6GaHKOBCKOM KapTe (MpyM NpuBSA3KE
HECKONbKMX GaHKOBCKMX KapT OCYLLECTBMSETCS CuYuMTbiBaHMe Token TOW KapThl,
KOoTopasi akTMBHa B JA@HHbI MOMEHT).

YHuKarnbHbIn naeHTudmnkaTop Ao6aBnaeTcs B CUCTEMY aHaNoOrMyHoO ApYrnm KapTam.
5. lNopgsknagka Kawanel (HID, Emm) nossonsieT BKMOYUTL/OTKMIOYUTL BO3MOXHOCTb
paboTbl CO cTaHaapTamu 6eckOHTakTHbIX KapT HID n EM-Marin. Ecnn cnaxkm He

yCTaHoBMeHbI, cunTbiBaTeNnb PERCO0-IR19 v KoHTponnep 3amka PERCo-CL211.9 6yayT
noggepxmeaTb TONbKO paboTy co ctaHaapTom Mifare.

19.5. Bknaaka "3anucb KoHdurypaumm Ha mactep-kapty"”

Bknagka 3anucb KoHcurypauum Ha mMacTep-KkapTy npefHasHayeHa Ans  3anucu
KOH(UIrypaumm 13 KOHTPOJIbHOIO CYMTbIBATENs Ha MacTep-kapTy, C MOMOLLbI KOTOPOM
KOH(purypauma nepeHocutca ee Ha cuutbiBaTenn PERCo-MRO7 cuctembl. Bknagka
COAEPXKUT:

3aMMCh KOHBWIYDALMK B KOHTPONEHEIA CHMTEIBATENL  Janich KOHEMryPaLi Ha MacTEp-KapTy  PafioTa c KapTaM1
MCNonb30BaTE MACTEP-KApTY @
TWN MACTEP-KapPThI
(®) MNepenqHas @

() OBeMHas

1. Ucnonb3oBaTb MacTep-kapTy — yaanute dnaxok, ecnu npegnonaraeTtca paborta
TONbKO ¢ koHTponnepamu CL15 1 CR11. Npu cHATOM (hriaxkke NosABNAETCH BO3MOXHOCTb
pedakTMpoBaTb Bpy4qHyt0 uMH@opmauuio Ha noasknagkax Ultralight, Classic, Plus,
DESFire. Mo 3aBepweHui0o peaakTMpOBaHUS M MNOCMNE HaXaTus KHoMku 3anucaTtb
NnosIBUTCA OManoroBoe okHo. [ina noareepxaeHnsa Haxmute [a.
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[Mpumep ananoroBoro okHa:

5IV1 - Koncone ynpasnenna PERCo-5-20, Bepcwa: 3.9.7.0

BHumaHue! M3meHeHa KoHGUrypauma knoder, Nooe sannom
! HEOBX0AMMO NPOWIESCTH KOMaHAY "HE3MeHHUTE KAYu”™ ans
ECEX KAaPT CNegyr WMy THNOE:
Ultralight 42
Ultralight C 144

AenaeTe NPOW3EECTH 3anKce?

Aa Het

2. Obnactb Tun MmacTep-KapTbl — NO3BONSET BbIOpaTh TUN MacTep-KapThbl AN 3anNUCK:
e [lepBuyHas — MmacTep-kapTa, KoTopas npefdHasHadeHa AN nepBOHaYanbHOW
KOH(purypaumm cuntbiBaTenen. YposeHb NepBUYHON MacTep-kapTbl — 1,
e OOblyHaa — macTep-kapTa, KoTopas npeadHasHadyeHa AN NporpaMMuMpoBaHUA
cuMTbIBaTENEN C LEeNbio NnepeHoca B HAX BHOBb 3a4aHHOW KOHJUrypauuu;

3. KHonka 3anucaTtb — MO3BONSIET 3anucatb KOHUrypauu CUCTEMbI U3 KOHTPOSIBHOMO
cunTbIBaTENs HA MacTep-kapTy. [ocne HaxaTus Ha KHOMKY HEOBX0ANMO 3anuCbiBaeMyto
MacTep-KapTy NOAHECTU K KOHTPOSTbHOMY CYMTbIBATENMHO.

lpumeyaHue:

" Yucrasa kapta Tuna DESFire moxeT ObiTb 3anMcaHa B Ka4ecTBe OOMNOMHUTENbHOM
mMacTep-kaptbl ansa CKY[L. lNepe3anncb macTtep-kapTbl C LeNbio nepesoja ee B
COCTOSIHME MPOCTOM KapTbl Monb3oBaTens HeBo3MoXHa! (T.e. kapTa, ogHaxAabl
3anvcaHHasa Kak mMacTep-kapTa, MOXeT WUCMonb30BaTbCA Aanee TOMbKO B 3TOM
KayecTBe.)

19.6. Bknagka "PaboTta ¢ kaptamu"

Moaeknagka PaboTa ¢ KapTamMu CoaepXUT creaytowme AononHUTeNbHbIE NOABKNAOKM:

38MMCh KOHBWTYPELMW B KOHTPONEHENA CHMTLIBATENE  3aMWch KOHBWMYPALMM Ha MACTEP+apTy  PaboTa C KapTam

Hanu4we KapTel B Nane CHMThIBaTENA:
Tun KapTel:

Pazmep UID:

UID:
HazHa4eHMe KapTEI: @

TEeKYLLMA YPOBEHD MACTEp-KapTeI:

sL: S @

YTeHue MHE]:IEII:IMEILIHM YreHue MJJ.EHTMEI:IMKEITDI:IEI OEEHWMBEHME

1. Pabo4yasa obnactb Bknagku (Bua obnactu 3aBucuT oT BblIbGpaHHOW NOABKIIAAKN).

2. Noaeknagkn anst pabotsbl ¢ kaptamn MIFARE:
e YTteHue mHdopmMaLmmu — NO3BONSET NPOYECTb U 0TOOBPA3UTbL MHOPMALNIO C KapTbl
MIFARE;
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e YTteHue ngeHtudmkarTopa — No3BONAET NPOYECTb N 0TOOBPa3NTb naeHTudmKaTop U3
3awmweHHon obnactn namatu kaptel MIFARE;

e O6cnyxuBaHue — No3BosisieT npomssoanTb obcnyxumeaHue kapT MIFARE (n3ameHsTb
Krnto4um 1 ypoBeHb 6e3onacHoCcTn, hopmaTMpoBaTh KapThbl).

19.6.1. NoaBknagka "YteHne uHcpopmauun™

Mogsknagka YteHme mHdopmaumm no3BoNsieT NPoYecTb U 0TOOpa3uTb MHGopMaumio,
KoTopas OCTyrnHa Ansa npodteHus ¢ kaptol Mifare.

3anice KOHbDUrYPaLMM B KOHTDONBHEIA CUMTEIEATENE  33MMCs KoHGMrypalss Ha MacTep-xapTy  PaboTa cxkapTamm

Hanv4me KapTe B NONE CHUTEIBATENA!
TN KapTei:

Pazmep UID:

UID:

HazHaverne KapThi:

TEK YL YDOBEHE MACTED-KADTHI:

8L

Yremme uadopmaym  HTerme naenTndimaTopa  OBcnyxmsanme

e Pabo4yas obnacTtb nogsknagku otobpaxaeT cnegyoLLyo MHPopMauuio:

— Hanuuue kapTbl B none cuutbiBaTens — otobpaxaeT Hanuume unn oTCyTcTeue
KapTbl B MOSfie CYMTLIBATENS.

— Twn kapTbl — oTOGpaxkaeT TN KapTbl B MOMe CYNTbIBATENS.

— Pa3mep UID — otobGpaxaeT pasmep maeHTudukatopa nonb3oBaTensi, KOTOPbIN
3anucaH Ha KapTy.

— UID — oTtobpaxaeT ngeHtudmkaTtop nonb3oBaTens, KOTOpbIA 3annucaH Ha KapTy;
Ha3HayeHue KapTbl — OTOOpaxkaeT Ha3HayeHue KapTbl (T.e. — MacTep-kapTa,
npocTas kapTa).

— TeKywmn ypoBeHb MacTep-KapTbl — OTOOpaxkaeT TeKylMh YypOBEHb MacTep-
KapTbl (ecnu Obina npoyMTaHa npocTtasi kapta — otobpaxaetca 3HaveHue 0).

— SL - otobpaxaeT ypoBeHb 6e3onacHoctn gnsa kapt Mifare Plus (ecnu 6bina
npoynTaHa KapTa Apyroro Tuna — otobpaxaetcsa 3HaveHue 0).

e KHonka lNMpouyutaTb — NO3BOMSET NPoYMTaTh MHAPOPMALMIO C MOMOLLBID KOHTPOJSTIbHOIO
cuuTbIBaTENS.

19.6.2. NMoaBknaaka "YteHne nageHtncpukaropa”

MopBknagka YrteHwe wmpaeHTudpukaTopa no3BoONseT npodectb U oTOo6pPas3nTb
naeHTudmkaTop n3 BHyTpeHHen obnactn namatu kapTtol Mifare:

3aNWCh KOHPHUMYDaLMM B KOHTDONBHLE CYMTHIBATEN:  3aMich KOHDWMM YDA Ha MACTED-KAPTY PaboTa c kapTamm

MaeHTHBMKATOD:

He npodMTaH

UreHne MHBODMALMH  YTeHue HaeHTHdwKaTOopa ObcnysamBarme

e Pabo4yasa obnacTtb nogBknagku otobpaxkaeT cnegyoLlyo MHpopMauumto:
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— Wpentndmkarop — otobpaxaeT MAEHTUUKATOP, CYUTAHHBIA M3 BHYTPEHHEWN
obnacTtn namaTu KapTbl.
e KHonka MNMpountatb — N03BONSAET NpoYMTaTh MHPOPMALMIO C MOMOLLLI KOHTPOSbHOIO
cunTbiBaTENS.

19.6.3. MNMoaBknagka "O6cnyxuBaHue™

Moasknagka O6cnyXnBaHMe No3BosisieT NpomsBoanTb obecnyxmsaHme kapt Mifare.

3aNUch KOHDW YDELWM B KOHTDONEHEM CHMTRIBATENS  3anmch Kosder ypalsm Ha MacTEp-KapTy PaboTta c kapTamm

@

() M3MeHUTE KoUK OTNEYATKDS Nansues (Classic, Plus, DESFre)

Onepaupma

(®) M3MEHHTD Knkoum

() NoanxsTe SL (Plus)

i::l topmatMposaTe (DESFire)

@

UreHue HOpMaLIKM  HTeHWe MIEHTWMKATOPa  Ofcnymomanme

1. O6nacte Onepauusa cooepXxuT cnegyowme BO3MOXHOCTM NO 06CNY>KMBAHWIO KapT:

e WN3MeHUTb KITHYM — N0 KOMaHAe cYUTbIBaTENb onpeaensdeT Hanvyue KapTbl B nose
cuuTbIBaTENd, €e TUN, U MEHSIET 3HaYeHWe KNoYa CornacHo napameTpam, 3agaHHbIM
B KOH(UrypaLumm KOHTPONBbHOIO CYMThLIBATENS ANA 4aHHOro TUNa KaprT;

e T[lopgHaTb SL (Plus) — no komaHge cunTbiBaTENb ONpPeaenseT Hanudne KapThbl B None
cuuTbiBaTend, ee Tun (onepauus npegHasHadeHa ana kapt Mifare Plus), u
nogHMMaeT 3HavyeHue SL 4o yka3aHHOro B napamMmeTpax, 3afaHHbIX B KOHUrypauum
KOHTPOJSIbHOIO CYMThIBATENS;

e ®opmatupoBatb (DESFire Ev1) - no «komaHge ©6ygeT npousBedeHo
dopmaTupoBaHMe KapTbl (onepaumsa npefHasHadyeHa nns npocTtbix kapT Mifare
DESFire Ev1 (He macTep-KapT)) B TOM Clyyae, eCcriv Ha KapTe 3anMcaHoO HECKOSbKO
NPUNOXEeHN N HeT cBOBOAHOro MecTa Ans CO34aHNA HOBOIO NPUIOXKEHUS;

2. KHornka BbINOMHUTBL — NO3BONSAET BbINOMHUTL BbIOpaHHYIO onepawmio.

19.7. Anroputm paboTtbl ¢ kaptamu Mifare

[anee ans npumepa npvBeaeH anroputM gencteunm no Hactporke CKY[ ans pabotbl C
3awuLeHHon obnacTblo NnamaTh kapT nonb3oBaTenen opmata MIFARE Classic 4KB.

[ns Hayana Heo6xoaMMO 3anncaTb KOHPUIypaLumio B KOHTPOSIbHbIN CYMTbIBATENb. [ng
3TOro:

1. MNMepengute B pasgen AAMUHUCTpUpoBaHue Ha Bkrnaaky Kondumrypauusa Mifare.

2. Ha Bknagke 3anucb KOHdMUrypaumm B KOHTPOJSIbHbIA CUYMTbIBaTESNlb C MOMOLLbIO
packpbiBatoLieroca MmeHo Tunbl KapT yctaHoBuTe hnaxok HanpoTtme Classic 4KB.

3.B none Knw4y 3aKkpbiTua OObIYHOW MacTep-KapTbl OTobOpaxaetcsa naposnb
naeHTUdMKaUumM KapTbl, Kak MacTep-kapTbl ANA TeKyLen KOHUrypaumm cHnTbiBaTenen
PERCo-MR 07 (a10 TO 3HauyeHue, koTopoe 6bino 3annucaHo B none Cneayrowmn Knroy
MacTep-KapTbl nNpu npegbiaylien koHdurypauum cuntbiBatenen PERCo-MRO7). Mpwu
CO3JaHuM NepBUYHOM MacTep-KkapTbl (4Nna KOHUrypauum cHnTeiBaTenen, nocTaBneHHbIX
C 3aBOa-n3roToBUTESS) AaHHOE Morsie 3anoSfIHEHO HYNSAMU (HE 3aMOSfIHEHO).

93



Cuctema PERCo-S-20 «LLkona»

4. B none Cnenyrowmmn KoY MactTep-KapTbl C NOMOLLIbIO KHOMKK % CreHepupymTe HOBbIN
KNtoY 3aKpbITUS MacTep-KapTbl, KOTOpbIN ByaeT MCcnonb3oBaTbCA B KOHMrypauum Kak
naposnb naeHTuduKaLmm ons cnegyoLwen mactep-kapTbl (MacTep-kapTbl, KOTOpon byaeT
OCYLLEeCTBNATLCA NepekoHUrypaumnsa cuutbiBaTenen B cnegyowmin pas). [aHHbln KoY
3arnoOMUHaEeTCa B CUCTEME M NpWU criegyrowen nepekoHUrypaumm KOHTPOSbHOro
cunTbIBaTENs aBTOMAaTMYECKU nponuweTtca B none Knwoy 3akpbliTua obbIMHOM MacTep-
KapTbl.

BHumaHue!

S5 DaHHbIN napoflb  COXpaHAeTCcd B  CUCTEMe TOMbKO [0  chneaylollen
nepekoHurypaumm, nocrne 4ero w3 NaMaTM CUCTEMbl  ydansetcsa WU
BOCCTAHOBJIEHUIO HE MOANEXUT.

5. Ha Bknagke Classic onpegenuTte napameTpbl KapTbl — afipec MecTa B NaMsaTu KapTbl,
Kyaa Oyget 3anucbiBaTbCs MAEHTUMKaTOP nonb3osartens ID, n naponun goctyna K Hemy
(T.e. 3apanTe KOoH(uUrypauuio kapT nons3osartens) B none 4KB (none npegHasHayeHo
ansa pabotbl ¢ kaptamu MIFARE Classic 4KB):

e Onpegennte Homep cektopa. OH npeactaBndeT cobon 4acTb NamsT KapTbl, B
KoTopyto ByaeT 3anucaH ngeHTudukaTop, 1 M3 KOTopon oH Byaet

e CcuMTbIBATbCA Npu B3anmmogencteum nonb3oBatens co CKY[. Homep cektopa
BblOMpaeTcst NPON3BOSbHO.

e Onpegennte Homep 6noka. OH npencraBnseT cobon 4YacTb CEKTopa NamsaTu, B
KoTopyto ByaeT 3anucaH naeHTugukaTop, U ¢ KOTOPOM OH ByaeT cunTbiBaTbCA NpwU
B3anmogenctesmm nonb3oBatens co CKY[. Homep ©6noka Bbibupaetcs
NPOU3BOSILHO.

e B none Crapble napameTpbl oTObOpaxalTca napameTpbl Tun Knro4a
ayteHTMdMkaumm n Knwou ayteHTUdukKauum, koTopble Obinm 3anucaHbl npu
npeablaylien koHgurypauum B none Tekywue napameTpbl U B AaHHbIA MOMEHT
(T.e. OO nepeKkoHUrypaumm cuyuTbiBaTernerM M KapT nonb3oBaTenen) sBrsTCA
pencrteytowmmn B CKY[.

e B none Tekywue napameTpbl onpegenute napametpbl Tun  Knro4a
ayTeHTUdmMkaumm n Knroy ayteHTudmkaumm, kotopble 6yayT 3anmcaHbl Ha KapTbl
B JaHHbI MOMEHT, 1 6yayT aBnaTbca gencteytowmmmn B CKY[.

lpumeyaHue:

BaxHo, 4TOOblI 3HayeHus napameTpoB Tun kKnwoya ayteHTudukaumm n Knroy
ayTeHTudmMkaumm B none Crapble napameTpbl coBMaganu C TUMNOM Kroya
ayTeHTUMUKALUUKM U KNIOYOM ayTeHTUdUKauum, KoTopble 3anmcaHbl Ha MNpocTbie
KapTbl NONb30oBaTenen B JaHHbI MOMEHT, MHa4Ye nepesanncaTth B HAX HOBbIE KUK
(T.e. nepenTn Ha paboTy ¢ HOBOW KOHUrypaLumen cuctemsl) 6yaeT HEBO3MOXHO. B
cnyyae, ecnu npocTas Kapta nonb3oBaTend paHee He ucnosib3oBanacb, TO
3Ha4yeHus napameTpoB B obnactu Ctapble napameTpbl HE BAUAIOT Ha 3anuchb.

6. HaxkmuTe kHornky 3anucaTb N4 3anncu KoHUrypaumm B KOHTPOSbHbIW CYUTbIBATESb.

7. Janee Heobxoammo 3anucatb KOHGUrypauur M3 KOHTPOSIbHOrO CuYMTbiBaTeENd Ha
MacTep-kapTty. [nsa atoro:
e Ha Bknagke 3anucb KOHpUrypaumum Ha MacTep-KapTy YKaxute TUn KapTbl:
— [epBuYHaa — macTep-kapTa, KoTopas npegHasHadeHa Ans rnepBoHaYaribHOro
NpoOrpaMMMpOBaHNS CUYMTbIBaTENen, NOCTaBMEHHbIX C 3aBOAA-U3roTOBUTENS.
YpoBeHb NepBUYHON MacTep-kapTbl — 1.

— OObl4Haa — wMacTep-kapTa, KoTopad npegHa3HayeHa [Ons HOBOIO
nepenporpaMmMMpoBaHnsl CYMTbIBAaTENEN C LENbI NepeHoca B HUX HOBOW
KOHoUrypauuu.
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PykoBoacTBo agMuHucTpartopa

8.

e [lpunoxute mactep-kapTy K KOHTPOSIbHOMY CYMTbIBATEN0 M HaXMUTE KHOMKY
3anucaTb A4S 3anucuK B Hee KoHUrypaumm.

lpumeyaHue:

B kauyectBe mactep-kaptel B CKY[L] PERCo0-S-20 ucnonb3yeTtcsa macTep-kapTta
DESFire. Yncras (1.e. 6e3 3anuncen B 3awumiLieHHon obnacTtun) kapTta tuna DESFire
Takke MOXeT OblTb 3anMcaHa B KayecTBe OOMOMHUTENbHOM MacTep-kapTbl Ond
CKY[l. MNMepesanucb MacTep-kapTbl C LENbO NepeBoga ee B COCTOSHME KapTbl
nosib3oBaTerns UM YUCToM KapTbl HeBo3MoxHa! (T.e. kapTa, ogHaXabl 3anMcaHHas
Kak MacTep-kapTa, MOXET UCMNOoSb30BaTbCA Aarnee TONbKO B 3TOM KavecTse.).

C nomouibld 3anMCcaHHOM MacTep-kKapTbl HeobxoguMmo 3anporpaMmmupoBaTh  Bce
cunTbiBaTEenn. [Ins 9TOro AoCTaTtovyHO ABa pasa B TedyeHue 10 cek. NOAHECTN macrtep-
KapTy K nepenporpaMmMmpyemMoMy CHUTbIBATENO — HOBasA KOHpMrypaumsa aBTomaTU4eCckm
3anuwieTcs B NaMsiTb CYUTbIBATENS.

Tenepp Bawa CKY[ rotoBa pabotatb C HOBbIMM napameTpamu. Octanocb
nepenporpaMmmMupoBaTh NPOCTbIe KapTbl NOfb3oBaTENEN.

Ecnn npocTble kapTbl Nonb3oBaTenen, KOTopble HEOBX04MMO NepenporpaMmMmnpoBaThb,
NCcnonb3oBanncb B CUCTEME paHee, TO HeobxoaumMo nepenTn Ha Bknagky Pabota c
kaptamu > O6cnyxumBaHue. [anee Bbibepute B none Onepauusa napameTp
U3meHuTb KnrouKn. [logHecuTe nNPOCTyH KapTy nNonb3oBaTenst K KOHTPOSIbHOMY
CUMTbIBaATEMO U HaXMUTe KHOMKY BbINOMHUTL. Ha npocTtyio kapTy nonb3oBaTens
3anueTcda HoBasa KoHdUrypaumsi.

Ecnn npocTble kapTbl NonbL30oBaTenen, KOTopble HeobxoANMO nepenporpaMmMmMpoBaThb,
He UCnonb3oBanuch paHee, To He0BXoAMMO UX NEPCOHUPULMPOBATL, T.€. — BblgaTb UM
naeHTUUKaTop 1 3akpenuTb 3a norfb3oBaTenemM. OTO MOXHO cAenaTb B pasgene
Ooctyn > [docTtyn coTpyaHukos (JlocTyn noceTuTenemn) c NoMoLLbiO KHONK BbiaaTb
KapTy Ha Bknagke CotpyaHuku (Mocetutenu).

MNpn HeOGXOAUMOCTU M3MEHEHMST KOHUrypaumum HeobxoaMMo NOBTOPUTbL BCE OEWCTBUS,
HauynHas ¢ n.1, Npy 3TOM y4nTbIBas, YTO:
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Ecnn B Tekywyto «koHdurypaumo CKY[ pobaBnawoTcss HOBble Tunbl  KapT
nonb3oBaTenen, To paHee BblgaHHble KapThl OyayT paboTaTb.

Ecnu B KOHUrypaumm nameHsaTca kakne-nmbo napameTpbl ANs yxKe BblOaHHbIX KapT
nonb3oBaTenen (Homepa CTpaHWUL/CeKTOPOB/GNOKOB, TUMNbI U/UMN 3HAYEHUSA KIoYewn,
ypoBHM 6GesonacHoctn SL), TO paHee BblgaHHble KapTbl Monb3oBaTenen He OyayT
paboTaTb U X HEO6X0OUMO nNepenporpammMmpoBaThb C y4ETOM HOBOW KOHpUrypauuu.
OcobeHHocTK paboTbl C MacTep-kapTaMu M pPeEKOMEHZaAUMW Mo naponsaM Ans HUX

npuBedeHbl B PYKOBOACTBE MO 3KCrnyaTauuMnm Ha KOHTPOSbHbIA  CYUTbIBATENb
PERCo-MRO08.
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